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Abstract

In the last decades, there has been a stronger focus on security around the world. One of the

important issues in security is the need of correctly authenticate a person. Traditional methods of
establishing a person's identity include passwords, keys or identification cards, but these surrogate
representations of identity can easily be lost, shared, manipulated or stolen thereby compromising
the intended security. Biometrics provides better security, higher efficiency, and increased user
convenience. Among the more acceptable features used in biometrics is the face which provides a
more direct, friendly and convenient identification method. Facial research in computer vision can
be divided into several areas, such as face recognition, face detection, facial expressions analysis. In
our thesis we are interesting on face recognition since it is a biometric method which has become
more relevant and needed.

Many methods of face recognition have been proposed. Basically, they can be divided into
three categories: Global-Appearance-based methods, local appearance-based methods and hybrid
methods. The most successful and well-studied techniques are the appearance-based methods. So,
in this thesis some of them are implemented namely: Principle Component Analysis (PCA), Fisher
Linear Discriminant (FLD), Singular Value Decomposition (SVD), and Discrete Wavelet
Transform (DWT) or Wavelet Packet Decomposition (WPD). The local appearance-based methods
can be divided into two groups: The ones that require the use of specific regions and the ones that
simply partition the input face image into blocks without considering any specific regions. For the
latter type we have implemented the Discrete Cosine Transform (DCT) method.

Furthermore, we have applied DWT and WPD as preprocessing step for PCA, as well DWT
for FLD and SVD in order to improve their performances.

Then, we have proposed a new method which combines PCA and WPD in YCDbCr color
space called (YCbCr-WPD-PCA) [199].

In addition, we have introduced the multibiometrics system particularly multi-algorithm
systems. In this thesis we have utilized multi-algorithm systems that consolidate the output of
multiple feature extraction algorithms at score levels. We have used the fusion of two types and
three types of feature vectors using four fusion rules i.e. minimum, maximum, mean, and product.

Finally, many experiments were conducted using different databases namely YALE, ORL,
and FEI databases. The accuracy of each method has been identified and a comparison was
performed between them in terms of recognition rates, Equal Error Rates (ERR) or the Receiver
Operating Curves (ROC).

Key words: Biometrics, security, face recognition, PCA, FLD, SVD, DCT, DWT, WPD,
YCDbCr color space, Multibiometrics, fusion.



Durant ces derniéres années le probleme de sécurité est devenu crucial pour l'identification
de personnes, d’ou la nécessité de développer des systemes robustes utilisant la biométrie qui
permettront une meilleure authentification de personnes remplacant les méthodes traditionnelles. A
rappeler que ces derniéres utilisent des moyens d'authentifications tels que les mots de passe, les
clés et les cartes d'identifications qui cependant peuvent étre facilement perdues, partagees,
manipulées ou volées.

En effet, la biométrie fournit une meilleure sécurité, une plus grande efficacité et une
meilleure commodité des utilisateurs. Parmi les caractéristiques utilisées dans la biométrie, nous
trouvons le visage qu'est plus acceptable par rapport aux autres méthodes biométriques et fournit
des informations pertinentes dans les méthodes d'identifications.

La recherche faciale en vision par ordinateur peut étre divisée en plusieurs thématiques a
savoir l'analyse d'expressions faciales, la reconnaissance et la détection des visages. Plusieurs
méthodes de reconnaissance de visages ont été développées. Fondamentalement, elles peuvent étre
divisées en trois catégories: les méthodes locales, les méthodes hybrides et les méthodes globales. A
noter que ces derniéres sont tres utilisées dans la littérature. Les méthodes locales peuvent étre
divisées en deux groupes a savoir celles qui exigent l'utilisation de régions spécifiques et celles qui
simplement partitionnent I'image en blocs sans envisager de régions spécifiques. Pour ce dernier
type nous avons implémenté la transformée en cosinus discrete (DCT) méthode.

Concernant les méthodes globales nous avons implémenté dans notre projet certain d'entre
elles qui sont respectivement: analyse en composantes principales (PCA), Fisher linéaire
discriminante (FLD), décomposition en valeur singuliére (SVD), la transformé en ondelette discrete
(DWT) ou la transformée en paquets d'ondelettes (WPD).

Nous avons aussi utilis¢ DWT et WPD comme prétraitement pour PCA, également DWT
pour FLD et SVD afin d'améliorer leurs performances.

Par la suite, nous avons proposé une nouvelle méthode qui combine PCA et WPD dans
I'espace de couleurs YCbCr nommée (YCbCr-WPD-PCA) [199].

Nous nous sommes intéressés au systeme multi-biométriques et plus précisément aux multi-
algorithmes utilisant deux ou trois algorithmes afin de consolider les déférents résultats obtenus en
niveau des scores. Enfin, plusieurs tests ont été réalises en utilisant trois bases de données a savoir
YALE, ORL, et FEI. Une étude statistique et comparative a été effectuée en prenant des paramétres
statistiques tels que le taux d'erreur (ERR) et la courbe caractéristique (ROC).

Mots clés : Biométrie, Sécurité, Reconnaissance des visages, PCA, FLD, SVD DCT,
DWT, WPD, YCbCr espace de couleurs, Multibiometrics, Fusion.
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Introduction

Biometrics is the science of establishing the identity of an individual based on the physical,
chemical or behavioral features of the person. Among the features that may be are: face,
fingerprints, hand geometry, handwriting, iris, retinal, vein, and voice.

Traditional methods of establishing a person's identity include knowledge- based
(passwords) and token-based (keys or ID cards) mechanisms, but these surrogate representations of
identity can easily be lost, shared, manipulated or stolen thereby compromising the intended
security. Biometric recognition provides better security, higher efficiency, and, in many instances,
increased user convenience. By using biometrics, it is possible to establish an identity based on who
you are, rather than by what you possess, such as an ID card, or what you remember, such as a
password.

Facial research in computer vision can be divided into several areas, such as face
recognition, face detection, facial expressions analysis, among others. Face recognition systems
have a wide range of application, especially when dealing with security applications, like computer
and physical access control, real-time subject identification and authentication, criminal screening
and surveillance.

The biggest difficulty in developing a robust face recognizer is that a human face can
undergo several transformations. The same person may use different face accessories like glasses,
earrings, piercings and makeup. He can change his hair into long/short/skin/fringe and even dye it.
He can also wear beard and mustache. Besides, he can be at many facial expressions like smiling,
sad or doing a grimace and he can be at many different ages. These facial changes make the
recognition task very difficult even human beings do some recognition mistakes from time to time.
Many methods of face recognition for still images have been proposed. Basically they can be
divided into three categories:

—> Global-Appearance-based methods, where the whole image is used as a raw input to the
learning process.

- The local appearance-based methods can be divided into two groups: The ones that require the
use of specific regions located on a face such as eyes, nose and mouth, as well as their
relationships with each other and the ones that simply partition the input face image into blocks
without considering any specific regions.

- Hybrid methods try to use the best of the holistic and feature-based approaches combining local
features and the whole face to recognize. The most successful and well-studied techniques to
face recognition are the appearance-based methods. So in this thesis several face recognition
methods are implemented, among them PCA, FLD, SVD, and DWT.

X1V



Introduction

With the increasing availability of color images, approaches have developed for integrating
color information into the recognition process. Since the grey-scale approach is sensitive to lighting
variations, we have chosen an approach which takes into consideration the intensity information as
well as the chromatic information. We have proposed a method that uses color information based on
YCbCr color space.

The pronounced need for establishing identity in a reliable manner has spurred active
research in the field of biometrics. It is now apparent that a single biometric is not sufficient to meet
the variety of requirements including matching performance imposed by several large-scale
authentication systems. Multibiometric systems seek to remove some drawbacks encountered by
unibiometric systems by consolidating the evidence presented by multiple biometric traits, sources
or methods of processing. These systems can significantly improve the recognition performance of
a biometric system.

A multibiometric system relies on the evidence presented by multiple sources of biometric
information. Based on the nature of these sources, a multibiometric system can be classified into
one of the following six categories: multi-sensor, multi-algorithm, multi instance, multi-sample,
multimodal and hybrid. And based on the type of information available in a certain module,
different levels of fusion may be defined. The various levels of fusion are categorized into two
broad categories: pre-classification or fusion before matching, and post-classification or fusion after
matching. Pre-classification schemes include fusion at the sensor and the feature levels while post-
classification schemes include fusion at the match score, rank and decision levels. In this thesis we
have utilized multi-algorithm systems that consolidate the output of multiple feature extraction

algorithms at score levels. We have used the fusion of two types and three types of feature vectors.

In this thesis, an overview to biometric system is presented in Chapter 1. Chapter Il provides
a brief background of the field of face recognition, including a description of various existing
techniques and then introducing our proposed method and the fusion methods. Chapter I11 discusses
the experimental results of the methods described in chapter Il. Chapter IV presents the graphical
user interface application for testing the different methods. A conclusion summarizes the realized

work and discusses future research directions.
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Biometric system overview

1.1. Introduction:

This chapter provides an overview to the topic of biometric recognition. In the first section,
the meaning of biometrics is defined; the types of biometrics are stated as well as factors that
determine the suitability of a physical or a behavioral trait to be used in a biometric application.
Several biometric modalities are then listed and briefly described. The general concepts related to
biometric recognition systems are then introduced in the second section, including identification
and definition of the main tasks needing to be performed. Methods for evaluating and comparing
the performance of the systems are discussed. The meaning of security is defined in the third
section. The relation of biometrics to security is then presented in the last section by giving some

applications.
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1.2. Biometrics:

1.2.1. Definition:

The generic definitions of biometrics are as follow [1]:

v

v

Biometrics is the science of establishing the identity of an individual based on the physical,
chemical or behavioral attributes of the person [2].

The term biometrics appears in the early 20" century, and is at first employed as a synonym of
biometry, formed from the ancient Greek words bios (life) and metrikos (measure).

Biometrics is the development of statistical and mathematical methods applicable to data
analysis problems in the biological sciences.

Biometrics is characteristic of the body as a method to code or scramble/ de-scramble data.
Biometrics is used to identify people based on their biological traits.

Biometrics is the measurement and matching of biological characteristics such as fingerprint
images, hand geometry, facial recognition, etc.

Biometrics is the application of statistics and mathematics to problems with a biological
component.

Biometrics uses a unique physical attribute of your body, such as your fingerprint or iris, to
identify and verify you.

Biometrics is unique personal characteristics

Biometrics, or bio-identification, is the practice of measuring physical characteristics of a
person to verify their identity.

Biometrics = identification/verification of persons based on the unique physiological or
behavioral features of humans.

Biometrics is defined as the automated recognition of individuals based on their biological or
behavioral characteristics.

Biometrics any human physical or biological feature that can be measured and used for the
purpose of automated or semi-automated identification.

Biometrics is strongly linked to a stored identity to the physical person.

Biometrics is measurable, physiological and/or behavioral characteristics that verify the identity
of an individual.

Biometrics is the automated use of physiological or behavioral characteristics to determine or

verify identity.
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1.2.2. Types of biometrics:

Biometric systems use a variety of physical or behavioral characteristics, including fingerprint, face,

hand/finger geometry, iris, retina, signature, gait, palmprints, voice pattern, ear, hand vein, odor or

the DNA information of an individual to establish identity. In the biometric literature, these
characteristics are referred to as traits, indicators, identifiers or modalities [2]. The various

biometric modalities can be broadly categorized as [3]:

- Physical biometrics: These involve some form of physical measurement and include modalities
such as face, fingerprints, iris-scans, hand geometry etc.

—-> Behavioral biometrics: These are usually temporal in nature and involve measuring the way in
which a user performs certain tasks. This includes modalities such as speech, signature, gait,
keystroke dynamics etc.

- Chemical biometrics: This is still a nascent field and involves measuring chemical cues such as

odor and the chemical composition of human perspiration.

1.2.3. Biometrics Consideration:

Jain et al. have identified seven factors that determine the suitability of a physical or a behavioral
trait to be used in a biometric application [2].

v Universality: Every individual accessing the application should possess the trait.

v Uniqueness: The given trait should be sufficiently different across individuals comprising
the population.

v" Permanence: The biometric trait of an individual should be sufficiently invariant over a
period of time with respect to the matching algorithm. A trait that changes significantly over
time is not a useful biometric.

v" Measurability: It should be possible to acquire and digitize the biometric trait using suitable
devices that do not cause undue inconvenience to the individual. Furthermore, the acquired
raw data should be amenable to processing in order to extract representative feature sets.

v Performance: The recognition accuracy and the resources required to achieve that accuracy
should meet the constraints imposed by the application.

v Acceptability: Individuals in the target population that will utilize the application should be
willing to present their biometric trait to the system.

v Circumvention: This refers to the ease with which the trait of an individual can be imitated
using artifacts (e.g., fake fingers), in the case of physical traits, and mimicry, in the case of

behavioral traits.
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1.2.4.Biometric modalities:
Several modalities commonly employed for biometric system are established:
1.2.4.1.Face:

This modality is one of the most commonly used by people to recognize each other. During
its evolution, the human brain has developed highly specialized areas dedicated to the analysis of
facial images. Indeed, in addition to the once vital necessity of being able to instantly determine
whether the unexpectedly encountered individual is a friend or a foe, social interactions also
strongly depend on the capability to interpret many subtle facial expressions conveying a great deal

of information [4].

1.2.4.2.Fingerprints:

A fingerprint usually appears as a series of dark lines that present the high, peaking portion
of the friction ridge skin, while the valleys between these ridges appear as white space and are the
low, shallow portion of the friction ridge skin. Fingerprint identification is based primarily on the
minutiae, or the location and direction of the ridge endings and bifurcations along a ridge path [5].
Minutiae points are the local ridge characteristics that occur either at a ridge ending or a ridge
bifurcation.

A ridge ending is defined as the point where the ridge ends abruptly and the ridge
bifurcation is the point where the ridge splits into two or more branches. Fingerprints were
originally taken using the well-known ink-and-roll technique, and stored on paper cards. This
process can now be accomplished using electronic scanners that produce a digital image of the
fingerprint pattern. Unlike many other modalities, a great variety of sensors can be employed to

acquire fingerprints, such as optical, capacitive, ultrasonic or thermal ones [4].

(b)

Figure 1.1: Fingerprint recognition (a) Optical fingerprint reader (b) Fingerprints
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1.2.4.3.Hand geometry:

Hand geometry recognition systems are based on a number of measurements taken from the
human hand, including its shape, size of palm, the lengths and widths of the fingers [2] [6],
distances between joints, and the shape of knuckles [7]. The user places his/her hand in a small
device, and positions his or her fingers according to a set of pins on the device. Using optical
cameras and light-emitting diodes that have mirrors and reflectors, two orthogonal, two dimension
images of the back and the sides of the hand are taken. Based on these images, 96 measurements are
then calculated and a template created. Most hand readers have pins to help position the hand
properly. These pins help with consistent hand placement and template repeatability, so there is a
low false positive rate and a low failure to match rate [7].

The large size of the sensor needed to acquire the hand geometry restricts its deployment to
stationary access control systems. Moreover, this modality is not very distinctive, and is therefore
not very well adapted to identification applications among a large number of users. Finally, some
medical conditions like arthritis, that diminishes the mobility of the hand, may prevent accurate

measurements, potentially causing a large number of false rejections with affected individuals [4].

(b)

Figure 1.2: Hand geometry recognition (a) Hand geometry reader, (b) Hand including mirror image as seen

by the CCD Camera, (c) Distance measurements example

1.2.4.4.Eye (Iris/Retina):

The iris is the colorful part of the eye between the white (sclera) and the pupil. The
properties of the iris that enhance its suitability for use in automatic identification include:
protection from the external environment, impossibility of surgical modification without risking the
vision, and physiological response to light which provides a natural test. Iris recognition is fast, and

noninvasive [8].

2[5 K
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The retina, the backside of the eyeball, has unique patterns of blood vessels. In the retinal
scan, a biometric template is formed by scanning the retina and recording the patterns of capillary
blood vessels at the back of the eye. Once the retina is scanned, special software creates a digital
profile of the user’s unique pattern of blood vessels. The image is processed and saved in the

templates, and these templates are stored in user’s identification card or in a central database [8].

‘Macula

\
3 kFovea

(b) (d)

Figure 1.3: Eye recognition (a) Iris, (b) Retina, (c) The retinal eye scanner, (d) The iris scanner

1.2.4.5.Signature:

A handwritten signature can be defined as the scripted name or legal mark of an individual,
executed by hand for the purpose of authenticating writing in a permanent form [9].

Hilton (1992) notes that the signature has at least three attributes: form, movement, and
variation. Since signatures are produced by moving a pen on a paper, movement perhaps is the most
important aspect of a signature. Movement is produced by muscles of the fingers, hand, wrist, and,
for some writers, arm; these muscles are controlled by nerve impulses. Once a person is used to
sign, these nerve impulses are controlled by the brain without any particular attention to detail.

Signatures can be classified as simple, cursive, or graphical based on their form and content,
as shown in Figure 1.4. A simple signature is one where a person scripts his or her name in a stylish
manner. In this type of signature, it is very easy to interpret all the characters in the name. Cursive
signatures, on the other hand, are more complex. Though the signatures still contain all the
individual characters within the name, they are, however, drafted in a cursive manner, usually in a
single stroke. Lastly, the signatures are classified as graphical when they portray complex geometric
patterns. It is very difficult to deduce the name of the person from a graphical signature, as it is

more of a sketch of the name of the signer.
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Type Genuine Skilled forgery Unskilled forgery
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Figure 1.4. Types of signatures

Cursive

1.2.4.6.Voice:

Voice is a combination of physical and behavioral biometrics. The features of an
individual’s voice are based on the shape and size of the appendages (e.g., vocal tracts, mouth, nasal
cavities, and lips) that are used in the synthesis of the sound [10]. Automated biometric systems
based on this modality are called automatic speaker verification (ASV) or automatic speaker
identification (ASI) systems. They should not be confused with speech recognition systems, which
aim at transcribing the information conveyed by the voice into text. If the ASV or ASI system is
text dependent, the user is required to speak a selected sequence of words, whereas any kind of
words or sentences can be uttered in the case of a text independent system. Typical factors that can
contribute to authentication errors are: age, sickness, acoustics, misread or misspoken utterances,
words or phrases, emotional states of individual, e.g. stress or duress, and placement of microphone
or the use of different microphones.
1.2.4.7.Keystroke dynamics:

It is hypothesized that each person types on a keyboard, he has his own manner. This
behavioral biometric is not expected to be unique to each individual but it is expected to offer
sufficient discriminatory information that permits identity verification. Keystroke dynamics is a
behavioral biometric; for some individuals, one may expect to observe large variations in typical
typing patterns. Furthermore, the keystrokes of a person using a system could be monitored
unobtrusively as that person is keying in information. However, this biometric permits “continuous

verification” of an individual during a period of time [11].

Figure 1.5: keystroke dynamics
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1.2.4.8.0ther biometrics
There exists other biometrics such as: thermogram, smile recognition, lip recognition, ear prints,
skin spectroscopy, odor, gait, Electrocardiogram (ECG), and DNA Analysis.
1.3. Biometric system:
I. 3.1. Overview:
The basic block diagram of a biometric system is shown in figure 1.6. It comprises a sensor

module, feature extraction module, a matching module, and a database module [6] [1].

Database |

Sensor !:> Feature Matching Decic
Extraction !::> !::> ecision

Figure 1.6: Basic block diagram of a biometric system.

1. Sensor module: A suitable biometric reader or scanner is required to acquire the raw biometric
data of an individual. To obtain fingerprint images, for example, an optical fingerprint sensor may

be used to take an image of the friction ridge structure of the fingertip.

2. Feature Extraction module: It is the stage in which the acquired data is processed to extract
feature values. For example, the position and orientation of minutiae points in the fingerprint image

would be computed in the feature extraction module of a fingerprint system.

3. Matching module: Matching is carried out when the feature values are compared with those in
the template by generating a matching score. For example, in this module, the number of matching

minutiae between the query and the template can be computed and processed as a matching score.

4. Decision-making module: In decision-making phase, the user's claimed identity is either
accepted or rejected based on the matching score generated in the matching module.

5. Database module: The database acts as the repository of biometric information. During the
enrollment process, the feature set extracted from the raw biometric sample (i.e., the template) is
stored in the database along with some biographic information (such as name, Personal

Identification Number (PIN), address, etc.) characterizing the user.
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1.3.2. Operations:

In the operation of a biometric system, two distinct phases can be identified: an enrollment
procedure and a recognition phase. For the second phase, two modes of operation can further be
distinguished: verification, also called authentication, and identification.

1.3.2.1. Enroliment:

Biometric enrollment is the process of registering subjects in biometric databases [12] [13]:

-> Positive enrollment (enrollment for verification and positive identification): The purpose of
enrollment is to construct the database of eligible subjects or members. It has to be somehow
determined what makes a subject eligible to be enrolled, and all enrollees must be checked
against these criteria. Each subject is enrolled with a biometric template. The subject is

issued an ID number or some possession that contains the biometric template.

-> Negative enrollment (enrollment for negative identification): The collection of subjects in
the database that is ineligible for some application. It has to be determined for what reasons

a subject would be ineligible, like membership of a most-wanted list.
1.3.2.2. Verification:

Verification occurs when the biometric system asks and attempts to answer the question, “Is
this X?” after the user claims to be X .In verification phase, the biometric system requires input
from the user , at which time the user claimed his or her via a password , token identity matches
an individual against a claimed identity. The corresponding template is retrieved or a user name, or
any combination of the three. This user input points the system to a template in the system also
requires a biometric sample from the user it then processes and compares the sample to or against
the user-defined template. This is called a "one-to-one" search (1:1). The system will either find or
fail to find a match between the two [14].
1.3.2.3. Identification:

In identification phase, the biometric system asks and attempts to answer the question, *Who
is X?". In this phase, the biometric device reads a sample, processes it and compares it against every
record or template in the database. This type of comparison is called "one-to-many" search (1: N).
Depending on how the system is designed it can make a best match, or it can score possible
matches, ranking them in order of likelihood [14]. Such biometric identification system can be used
in two different modes [13].
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-> Positive identification: In this mode, the system expects there to be a match between the
biometric presented and the template. These systems are designed to make sure that a person is
in the database. The errors that can be made are false accept and false reject. In fact, positive
identification is functionally similar to verification.

-> Negative identification: Negative systems are set up to make sure that a person is not in the
system. The errors that can be made are false negative errors and false positive errors, i.e.,

missing a match and false detection of a match.

1.3.3.Performance evaluation:

Unlike passwords and cryptographic keys, biometric templates have high uncertainty. There
is considerable variation between biometric samples of the same user taken at different instances of
time. Therefore the match is always done probabilistically. This is in contrast to exact match
required by password and token based approaches [3]. The inexact matching leads to two forms of
errors:
1.3.3.1.False Accept Rate (FAR):

False accept rate or the false match rate (FMR) an impostor may sometime be accepted as a
genuine user, if the similarity with his template falls within the intra-user variation of the genuine
user.
1.3.3.2.False Reject Rate (FRR):

False Reject Rate is often referred to as the false non match rate (FNMR) when the acquired

biometric signal is of poor quality, even a genuine user may be rejected during authentication.
Besides, the biometric system can encounter other types of failures such as:

1.3.3.3.The Failure to Capture (FTC):

FTC denotes the proportion of times the biometric device fails to capture a sample when the
biometric characteristic is introduced to it. This type of error typically occurs when the device is not
able to locate a biometric signal with good quality (e.g., an extremely faint fingerprint or an
occluded face image). The FTC rate is also impacted by sensor wear and tear. Thus, periodic sensor
maintenance is necessary for the efficient functioning of the biometric system [2].

10
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1.3.3.4.Failure to enroll (FTE):

A system’s failure-to-enroll (FTE) rate represents the probability that a given user will be
unable to enroll in the biometric system. FTEs occur when users have insufficiently distinctive or
replicable biometric data or when the design of the biometric solution is such that providing
consistent data is difficult. High failure-to-enroll rates can be particularly problematic for the
biometric system, as users unable to enroll must verify through another biometric technology or

authentication method [15].

1.3.3.5.Failure to authenticate (FTA):

This error occurs when the system is unable to extract features during verification even
though the biometric was legible during enrollment. In case of fingerprints this may be caused due
to excessive sweating, recent injury etc. In case of speech, this may be caused by cold, sore throat
etc. It should be noted that this error is distinct from false reject where the rejection occurs during

the matching phase. However in FTA, the rejection occurs in the feature extraction stage itself.

The performance of biometric system may also be summarized using other single-valued measures

such as the Equal Error Rate (EER) and the d-prime value.

1.3.3.6.Equal Error Rate equal or Crossover Error Rate (EER or CER):

The EER refers to that point in a Detection Error Tradeoff (DET) curve or Receiver
Operating Characteristic (ROC) curve where the FAR equals the FRR. A lower EER value indicates
better performance. DET curve plots the FRR against the FAR at various thresholds on a normal
deviate scale and interpolates between these points. When a linear, logarithmic or semi-logarithmic
scale is used to plot these error rates, then the resulting graph is known as a (ROC) curve. The main

difference between the DET and ROC curves is the use of the normal deviate scale in the former

2].

1.3.3.7.The d-prime value (d):
The d-prime value (d) measures the separation between the means of the genuine and

impostor probability distributions in standard deviation units and is defined as,

_ \/Elﬂgenuine - uimpostor|

2 2
Ggenuine + aimposter

d’ (1.1)

Where the u's and ¢'s are the means and standard deviations, respectively, of the genuine and

impostor distributions. A higher d-prime value indicates better performance.

11
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Poh and Bengio introduce another single-valued measure known as F-Ratio which is defined as,

(1.2)

ﬂgenuine - Mimpostor

F — ratio =
ﬂgenuine + ﬂimpostor

If the genuine and impostor distributions are Gaussian, then the EER and F-ratio are related

according to the following expression:

pEr=1_1 (ﬂ) [3
Where
2 (%
erf(x) = ﬁfo et dt (1.4)

Another more operational measure which combines FAR and FRR into the so-called decision cost
function (DCF) given as follows [16]:
DCF = CpgPorFRR + CppPi, FAR (1.5)

Where Crp is the cost of false rejection, Cr, is the cost of false acceptance, P, is the a priori
probability of targets and P, is the a priori probability of impostors. A particular case of the DCF
is known as the half total error rate (HTER) where the costs are equal to 1 and the probabilities are
0.5 each:

HTER = (FAR + FRR)/2 (1.6)
1.3.3.8.Ability-to-Verify (ATV) Rate:

ATV is a combination of the failure-to-enroll and false nhonmatch rates, and indicates the overall
percentage of users who will be capable of authenticating on a daily basis. ATV is given by:
ATV = (1 — FTE)(1 — FNMR) (1.7)

This metric can be thought of as representing the group of users who cannot enroll (FTE) along
with users falsely rejected by the system (FNMR). No system has 100 percent ATV rate, but, in
general, a high ATV rate will make for a more effective system [15].

12
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I.4.What is security?

In general, security is the condition of being protected against danger or loss, which is a
concept similar to safety. The word "security” as a technical term security means that something
that is not only secure but that also has been secured. In the last years, there has been a stronger
focus on security in the media all over the world. One of the important issues in security is the need
of correctly authenticate a person [17]. Traditional methods of establishing a person's identity
include passwords, keys or ID cards, but these surrogate representations of identity can easily be
lost, shared, manipulated or stolen thereby compromising the intended security [2]. Biometric
recognition provides better security, higher efficiency, and, in many instances, increased user

convenience [12].

1.5. Biometrics and security [1]: The areas where biometrics could be used are:

—> access and border security

e Confirming that a passenger boarding a plane is the same individual who checked in. Passengers
would be asked to agree to a biometric scan at check-in and again at the gate.

e Providing rapid approval to anyone with immigration clearance, freeing up resources to focus
on other travelers.

e Controlling access to restricted areas. This would apply to staff, who would gain access to
buildings or rooms either through demonstrating that they matched the biometric stored on their
card or through comparison with a database.

e Identifying known terrorists or criminals. Biometrics would be scanned from people passing

through airports and compared with a database of known criminals or terrorists.

- Police and prison services

The police and prison services have access to large amounts of sensitive personal information.
Biometrics would be an ideal method to make sure that officers can only access information they
are authorized to access. The large prisons in UK have installed a hand geometry recognition
system to identify the visitors. To meet the requirements of the Learmont and Woodcock reports,
visitors have to be identified by two different methods when entering and leaving the prison. This is

to ensure that a prisoner does not walk out of the prison in place of the visitor.

13
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- Patient management in hospitals

Most patient records are now held electronically. It is important that anyone who uses the
system can only access information that is relevant to the jobs they are doing. Potentially biometrics
could be used to keep track of patients, and prevent them from having the wrong procedures carried
out or mistakenly be given the wrong drugs. The patient could have their fingerprints taken on
admission; the prints would then be checked whenever treatments are administered. This would be
especially useful for seriously ill, elderly or mentally ill patients who may have difficulty

communicating.
- Enterprise network security and web access

Many companies have internal networks where security of information has to be maintained,
with only authorized users able to access it. With the growth of the Internet, there is now a need to
restrict access to sensitive data on the web to authorized users only. The web services depend upon
the Internet Protocol (IP) name service. If an impostor gains access to the name service, the security
based upon correlating names and the network address will fail. The traditional method of
authentication involves using usernames and passwords, which are openly transmitted across the
network. Passwords can be made more secure by using encryption but not 100 per cent secured. The
biometric authentication eliminates the need to remember passwords. The person also needs to be

physically present at the time of authentication.

I.6.conclusion:

In this chapter, the definition of biometrics has been provided, and the properties and tasks
associated to biometric recognition systems have been introduced. Among the many biometric
modalities discussed, face provides a more direct, friendly and convenient identification method and
IS more acceptable compared with the individual identification methods of other biometrics
modalities. Thus, face recognition is one of the most important parts in biometrics. In the next
chapter, we will therefore present various methods that have been proposed to perform biometric
authentication based on facial images. In addition to methods using fusion, we will propose method

by combining principal component, wavelet packet decomposition and YCbCr color space.
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Face recognition methods

11.1.Introduction:

This chapter is dedicated for the face recognition methods. In the first section, we discuss
the role of face in modern life. The problematic of the face recognition is given in the second
section followed by the steps of a typical face recognition process, where the identification and
definition of the main tasks needing to be performed is included. Techniques of recognition for still
images are described in the third section. In the fourth, fifth, sixth, seventh and eighth sections we
describe the algorithms used, PCA, FDA, SVD, DCT, and DWT respectively. In the ninth section
we present the proposed method using WPD and PCA in YCbCr color space. Face recognition

using fusion is described in the last section.
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11.2.Role of face in modern life:

In the modern life, the need for personal security and access control is becoming an
important issue. Biometrics is the technology which is expected to replace traditional authentication
methods that are easily stolen, forgotten and duplicated. Fingerprints, face, iris, and voice are
commonly used biometric features. Among these features, face provides a more direct, friendly and
convenient identification method and is more acceptable compared with the individual
identification methods of other biometrics features. Thus, face recognition is one of the most
important parts in biometrics [18].

Although face recognition is not as accurate as the other recognition methods such as
fingerprints. It still grabs huge attention of many researchers in the field of computer vision. The
main reason behind this attention is the fact that the face is the conventional way people use to
identify each others[19, 20].

Face recognition is a non-contact personal identification technique which has advantages
over contact identifications such as fingerprints and iris texture [21]. Face recognition has many
important applications, including security, access control to buildings, identification of criminals
and human-computer interfaces. Thus, it has been a well-studied problem despite its many inherent
difficulties, such as varying illumination, occlusion and pose [22].
11.3.The Face Recognition Problematic:

A general statement of the problem of machine recognition of faces can be formulated as follows:
Given still or video images of a scene, identify or verify one or more persons in the scene using a
stored database of faces [23, 24, 25].

The steps of a typical face recognition process are given in figure 11.1:

Input face = !:> Acquisition

image

=

Preprocessing

=

Feature Extraction

-

Face -
Classifier

Database
Classified as “known” or “unknown

Figure 11.1: Steps of a typical face recognition process.
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1. Acquisition module:
This is the entry point of the face recognition process. It is the module where the considered face
image is presented to the system. The acquisition can be accomplished by digital scanning of an
existing photograph or by using an electro-optical camera to acquire a live picture of a subject [26].
2. Pre-processing module:
By using conventional vision techniques, face images are normalized and they are enhanced to
improve the recognition performance of the system.
3. Feature extraction module:
Feature extraction is an important step in face recognition. The better features are extracted, the
higher recognition rate is. Feature extraction is to analyze and transform input information
contained in a pattern, and extract information parameters, which are unsusceptible to random
interference as the pattern features. The intention is also to eliminate redundant information,
improve recognition precision, reduce calculation quantity, and increase calculation speed. Proper
features should possess separability, stability, and independence [27]. Separability refers to the fact
that there exist differences among features of different class. The greater the differences are the
better. Stability means that features of different pattern of same class should be close. The closer,
the better is. In addition, the features are less influenced by random interference. Independence
refers to the fact that each feature chosen in one pattern is irrelevant to one another. Z. Hong
divided image features into:

a. Visual features,

b. Statistical features,

c. Transformation coefficient features and

d. Algebraic features
4. Classification module:
In this module, with the help of a pattern classifier (The most common ones are the nearest-
neighbor classifier using either Euclidean or angle distance), extracted features of the face image is
compared with the ones stored in face database. After doing this comparison, face image is

classified as either known or unknown.
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11.4. Techniques of recognition:
Many methods of face recognition for still images have been proposed. Basically, They can be
divided into three categories [23, 24, 26, 28, 29]: Holistic or Global-Appearance-based methods

[30], Local-feature-based methods or local appearance-based methods, and hybrid methods [31].

a. Global-Appearance-based methods:

In Global-Appearance-based methods, the whole image is used as a raw input to the learning
process. Examples of these techniques are Principal Component Analysis (PCA), Independent
Component Analysis (ICA) [32, 33, 34, 35, 36, 37], Discrete Cosine Transforms (DCT) [38], Linear
Discriminate Analysis (LDA), and Neural Network (NN) [39, 40] applied to face recognition.

b. Local appearance-based methods:

The local appearance-based methods can be divided into two groups: The ones that require the use

of specific regions located on a face such as eyes, nose and mouth, as well as their relationships

with each other [41, 42, 43, 44, 45, 46, 47], Dynamic Link Architecture [48], graph matching
methods [49] and Hidden Markov Models [50] and the ones that simply partition the input face
image into blocks without considering any specific regions[51, 52]. Effective features that can be

used in feature based face recognition can be classified as follows [26]:

e First-order features values: Discrete features such as eyes, eyebrows, mouth, chin, and nose,
which have been found to be important in face identification and are specified without reference
to other facial features, are called first-order features.

e Second-order features values: Another configurable set of features which characterize the
spatial relationships between the positions of the first-order features and information about the
shape of the face are called second-order features.

e Higher-order feature values: There are also higher-level features whose values depend on a
complex set of feature values. For instance, age might be a function of hair coverage, hair color,
skin tension, presence of wrinkles and age spots, forehead height which changes because of
receding hairline, and so on.

c. Hybrid methods:

In hybrid methods, the best of the holistic and feature-based approaches associated with local

features and the whole face to recognize are used. Modular Eigen faces [53], Hybrid Local Feature

Analysis (LFA) [54] and Component-based 3D Models [55] are examples of hybrid models.

2[5
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Many face recognition techniques have been developed during the past decades. One of the
most successful and well-studied techniques to face recognition are the appearance-based methods
[56]. Appearance-based approaches operate directly on images and process the images as two-
dimensional (2-D) holistic patterns. In these approaches, a two-dimensional image of size w by h
pixels is represented by a vector in a wh dimensional space. Therefore, each facial image
corresponds to a point in this space. This space is called the sample space or the image space, and
its dimension typically is very high [57, 58]. A common way to attempt to resolve this problem is to
use dimensionality reduction techniques [59, 60, 61, 62, 63, 64].

11.5.Principal Component Analysis (PCA):

Principal Component Analysis (PCA) [65] is one of the most popular appearance-based
methods used mainly for dimensionality reduction in compression and recognition problems [66].
Principal component analysis (PCA) also known as Karhunen-Loeve expansion, which has two
useful properties when used in face recognition. The first is that it can be used to reduce the
dimensionality of the feature vectors. The second useful property is that PCA eliminates all of the

statistical covariance in the transformed feature vectors [67].

Sirovich and Kirby [68, 69, 70] first used PCA to efficiently represent pictures of human
faces. They showed that any particular face can be (i) economically represented along the
eigenpictures coordinate space, and (ii) approximately reconstructed using just a small collection of
eigenpictures and their corresponding projections (‘coefficients’) [71]. Within this context, Turk
and Pentland [72, 73] presented the well-known Eigenfaces method for face recognition in 1991.
Since then, PCA has been widely investigated and has become one of the most successful

approaches in face recognition [74].
11.5.2. Face Recognition using PCA (Eigenfaces method):

PCA based approaches typically include two phases: training and classification [75] as shown in
figure 11.2.
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Figure 11.2: An illustration of PCA based face recognition system.

I. Training phase:

In the training phase, an eigenspace is established from the training samples using PCA and the
training face images are mapped to the eigenspace for classification. The steps involved in this
phase are:

Stepl: A training set S of M face images (I;; i = 1,. .. ,M) is first acquired.

_Y11 Y12 = Viwn

Y21 VY22 - V2w
=\ : S fori=12,...M (IL.1)
YN1 VN2 - VNN

“"NXN

Where [y; ] , are the grey values of the pixels.

ij=12,
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Step2: Each face image I; is expressed as a vector I'; (i=1...M) by concatenating each row (or

column) into a long thin vector as shown in figure I11.2. Since each image is (NxN) matrix so I'; is

(N2x1) vector.

_Y11_
Y12
Y11 Y12 Yin Y.11v
Y21 VY22 Yan y
concatenation .21
I; = —_— ;=] ¢ (I1.2)
Y2n
Yn1 Vw2 YN Yni
| | VN2
NXN A
YN
“N2X1
III:I:I:EEE|| LELN NOEEE Ni BN |
T ]
[
Figure 11.3: Construction of face vector.
Step3: Compute the average face vector of the set, which is given by:
M
1
w = MZ r, (IL.3)
i=1
(V11 [yl + v 4 + yu™
1/)'12 Yiz'! + vi? o+ + vi2"
VYin yuw' + yw? + + yu"
1[{21 1|V Yai® + + a1
p=| ' |==| : : : : : : (IL.4)
Yon| Mlyan® + va® + + v
L% yv' o+ ovnd? + + v
¢{V2 Ynz' + ova® + + va"
Yy Yo'+ vw? o+ + vy
i - “NZX1

Where M is the number of images in the training set.
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Step 4: The images are mean centered by subtracting the mean image from each image vector.

[dn =T;- ‘1’] i=1,2 ..M (IL.5)
NZX1
The purpose of subtracting the mean image from each image vector is to be left with only the

distinguishing features from each face and “removing” in way information that is common.

Step 5: Build the mean- subtract face matrix A.

The mean- subtract faces are arrayed in a matrix A, with one column per sample image.

A=|P1 &2 &3 .. Pu (11.6)

NZXM
Step 6: This set of very large vectors is then subjected to principal component analysis, which seeks

th
a set of M orthonormal vectors U, , which best describes the distribution of the data. The k

vector U, is chosen such that

M
1 2

Ae=3: > (Uly) (L.7)

n=1

is a maximum, subject to
1 ifl=k

utu, = 8, = 1.8
1=k kl {0 otherwise ( )

Note: The vectors U, and scalars 4, are the eigenvectors and eigenvalues respectively of C.

Step 7: Getting the eigenvalues and eigenvectors.

The covariance matrix is given as:
1 M
C=2) (@udh) = A4 (IL.9)
n=1

2 2

Where CisN x N
The covariance matrix C however is N2x N? real symmetric matrix, and determining the N2
eigenvectors and eigenvalues is an intractable task for typical image sizes. We need a

computationally feasible method to find these eigenvectors.

T
Consider the eigenvectors V;of A A such that

ATAV; = w;v; (I1.10)
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Premultiplying both sides by A, we have

AAT AV, = w;AV; (I1.11)

From which we see that AV; are the eigenvectors of € = AAT
Thus AAT and ATA have the same non zero eigenvalues and their eigenvectors are related as
follows:

U; = AV; (11.14)
Following these analysis, we construct the M x M matrix L

L=A"TA (I1.15)

Where Lyn= @' @,
Step 8: Getting the Eigenfaces.
The M eigenvectors, V; of L determine linear combinations of the M training set face images to

form the eigenfaces U,

M
Ul = Z Vlk¢k l = 1 M (“ 16)
k=1

AV; need to be normalized in order to be equal to U;. Since we only sum up a finite number of
image vectors, M, the rank of the covariance matrix cannot exceed M -1 (The -1 come from the
subtraction of the mean vector y) [76].

Because U, are the eigenvectors of the covariance matrix corresponding to the original face images,
and because they are face-like in appearance, we refer to them as “Eigenfaces”.

With this analysis, the calculations are greatly reduced, from the order of the number of
pixels in the images (N?) to the order of the number of images in the training set (M). In practice,
the training set of face images will be relatively small (M << N?), and the calculations become
quite manageable. The associated eigenvalues allow us to rank the eigenvectors according to their
usefulness in characterizing the variation among the images.

Step 9: Compute for each face its projection onto the face space.
All the face images are projected into the subspace spanned by the computed M eigenvectors, the
projection weight are found using the following formula:
Wy =UNTr,—®) fork=1,2,..Mi=12.M (11.17)
Wi = UF o, (11.18)

Where Ul are the eigenvectors.
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These weights form the feature vectors
Q7 = Wy Wiy Wiyl fori=1,2,..M (I1.19)

The feature vector describes the contribution of each eigenfaces in representing the input face
image, treating the eigenfaces as a basis set for face images.

Step 10: Compute the threshold 6.

A distance threshold 6, that defines the maximum allowable distance from a face class as well as
from the face space, is set up by computing half the largest distance between any two face classes
[77]:

1 .
0= Emax{d,-]-} ij=1..M (11.20)

Where d;;denotes the distance between training images i and j.
++ Rebuilding a face image with Eigenfaces.
A face image can be approximately reconstructed (see figure 11.4) by using the mean image

and the eigenfaces as [26]

M
r;= W+Zwikuk i=1.M (I1.21)
k=1

Figure 11.4: Reconstruction of face image.

The degree of the fit or the "Rebuild Error Ratio (RER)" can be expressed by means of the
euclidean distance between the original and the reconstructed face image as given in:
r-r

RER = (I1.22)

It has been observed that, rebuild error ratio increases as the training set members differ
heavily from each other. This is due to the addition of the average face image. When the members
differ from each other (especially in image background) the average face image becomes messier

and this increases the rebuild error ratio.
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I1. Classification phase:

In the classification phase, an unknown face is presented to the system. The system projects it onto
the same eigenspace and computes its distance from all the stored faces. The face is identified as
being the same individual as the face which is nearest to it in face space. The steps involved in this
phase are:

Step 1:

The test face image to be recognized I, is expressed as a vector I;,,; by concatenating each row

(or column) into a long thin vector.

-Y11-
}’.12
Yin
Y21

T =| (I1.23)
Yan
VN1
Y2

YNN

“NZXx1

Step 2: Subtract the average face from it.

Prest = Test - P (I1.24)

Step 3: Compute its projection onto the face space.

The weight of the test image is determined by the following formula:
Wi=Ul(lpee—¥) fork=1..M (IL. 25)
The weights form a feature vector,
Qiost? = Wi W, .. Wyl (11.26)
Step 4: Computing the distance between the test face and all known faces.
The simplest method for determining, which face class provides the best description of an

input face image is to find the face class k that minimizes the distance between the input face and

all the stored faces.
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There are several methods of computing the distance between multidimensional vectors.
Here, seven different distance measures will be used.
0.+ 1 the feature vector of the test face and (Qesp); IS itS i component.

0, is a vector describing the k™ face class and (24); is its i"™ component.

1. Cityblock or L; distance
£k('Qtestr ﬂk) = |ﬂtest - ﬂkl = |(ﬂtest)i - (-Qk)il k= ..M (H- 27)
i=1

2. Euclidean Distance or L, distance: The Euclidean Distance is probably the most widely used

distance metric. It is a special case of a general class of norms and is given as:
M
sk(ﬂtest: ﬂk) = ”Qtest - -lelz = Z((Qtest)i - (-Qk)i)z k=1,..M (H' 28)
i=1
3. Cosine or Negative Angle between feature vectors:

Qioer. Q M (Q0er)i(Q2):
ek(Qtest: Qk) = _ “Rtest- 2"k Zl—l( test)l( k)l . k=1. M (11.29)

el N[5 (000002 5, (@007

4. The Mahalanobis Distance: The Mahalanobis Distance is a better distance measure when it
comes to pattern recognition problems. It takes into account the covariance between the variables
and hence removes the problems related to scale and correlation that are inherent with the
Euclidean Distance. It is given as:

Ek(ﬂtestr 'Q'k) = \/(ﬂtest - Qk)TC_l(ﬂtest - ﬂk) (H. 30)

Where C is the covariance between the variables involved.

Eq (11.30) can be reduced to obtain another formula of mahalanobis distance which is given by:

M
£ Otests %) = = ) e @iz k=1,..,M (1.31)
i=1
1
Z; = ﬁ (“ 32)

L

Where A;= eigenvalues of the ith eigenvector.
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5. L1 + Mahalanobis distance:

M
£ @test ) = ) |@ues)i — (@il 2z k=1, M (11.33)
i=1

6. L2 + Mahalanobis distance:

M
£ eest @) = ) (Qesi = @Oz k=1,..,M (11.34)
i=1

7. Angle + Mahalanobis distance:

M (Qest)i(Qp)iz;
E(Qpes, Qi) = — 221 (Drese)i( )iz k=1,..M (IL.35)

[SM L (Rees)d)? T, ((@002]

Step 5: Classification of the input face.

Classification is performed by comparing the feature vectors of the face database members with the
feature vector of the input face image. This comparison is based on the distance between the two
members to be smaller than a user defined threshold 0.

% Ifmin{e,} = 0(k = 1,...M) itis classified as unknown face.

s If min{e,} < 0 itis classified as known face.

11.5.2.Drawbacks of PCA approach and variants:

Penev and Sirovich [78] discussed the problem of the dimensionality of the “face space” when
eigenfaces are used for representation. Wiskott et al. [79] pointed out that PCA could not capture
even the simplest invariance unless this information is explicitly provided in the training data. They
proposed a technique known as elastic bunch graph matching to overcome the weaknesses of PCA.
Extensions of the PCA include the Nonlinear PCA [80]. Bartlett et al. [81] and Draper et al. [32]
proposed using ICA for face representation. Yang [82] used Kernel PCA for face feature extraction
and recognition. PCA represents image intensity as a vector, thus the size of the vector could be
very large. This large size of vector creates problem to the PCA implementation when estimating
the eigenvectors of the covariance matrix of the sample data. To avoid such drawback, Yang et al.
[83] proposed the two-dimensional PCA (2DPCA), (or IMPCA [84]) which works directly with the
2-D matrix of the image intensity.

In [85], the authors proposed to transform the transpose of the face images into image matrices,
while in [86] DiaPCA proposed to transform the original face images into diagonal face images by

rotating each row one pixel to its right.
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Inspired by the idea of 2D process, MatPCA [87] was proposed by matrixizing 1D input into 2D
matrices and then applying the 2D PCA. Usually, compared with PCA, 2D PCA methods need
more coefficients for image representation. To solve this problem, several alternatives were
proposed. For instance, the Bilateral-projection-based 2DPCA (B2DPCA) [88] reduces the
redundancies among both rows and columns of the face images by projecting them to the left- and
right multiplying projection matrices. Similarly, Bidirectional PCA (BD-PCA) [89] utilizes the two
projection matrices. Both the PCA and 2DPCA rely on a single projection subspace. The subspace
dimension d significantly affects the recognition accuracy of these methods. If d is small, the
images could lose valuable discrimination information when projected onto the subspace. A large
value of d could make the projected images overfitted to the sample data and reduce the recognition
accuracy. The overfitting problem could be solved by using the random subspace (RS) technique as
demonstrated in [90]. Nguyen proposed a method that combines the 2DPCA and RS technique in
face recognition (RS-2DPCA) [91]. Shan et al. proposed other method called Unified Principal
Component Analysis (UPCA) [92]. Jiang proposed an asymmetric principal component analysis

(APCA) to remove the unreliable dimensions more effectively than the conventional PCA [93].




Face Recognition Methods Chapter Il

11.6.Fisher Linear Discriminant (FLD)

The Fisherface method is based on the linear discriminant analysis (LDA, also known as
FLD) and is used to find the optimal set of projection vectors which maximizes the determinant of
the between-class scatter matrix (Sp) and at the same time minimizes the determinant of the within
class scatter matrix (Sy) [94]. Fisher’s Linear Discriminant is a “classical” technique in pattern
recognition, first developed by Robert Fisher in 1936 for taxonomic classification. Depending upon
the features being used, it has been applied in different ways in computer vision and even in face

recognition.

Fisher discriminant group images of the same class and separates images of different classes.
Images are projected from N®-dimensional space to C dimensional space (where C is the number of
classes of images). For example, consider two sets of points colored red and blue, in 2-dimensional
space (Figure 11.5 (a)) that are projected onto a single line. Depending on the direction of the line,
the points can either be mixed together (Figure 11.5 (b)) or separated Figure I1.5 (c)). Fisher
discriminant finds the line that best separates the points. In terms of face recognition this means

grouping images of the same class and separate images of different classes [58].

(@) (t) ()
Figure 11.5: Point projection (a) Points in two-dimensional space (b) Points mixed when projected onto a

line. (c) Points separated when projected onto another line.

By applying the FLD method, we find the projection directions that on one hand maximize
the distance between the face images of different classes and on the other hand minimize the
distance between the face images of the same class. In another words, maximizing the between-
class scatter matrix S, while minimizing the within-class scatter matrix Sy, in the projective

subspace. Figure 11.6 shows good and bad class separation.

2%
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Figure 11.6: Class separation (a) Good class separation (b) Bad class separation.

The Eigenface method is based on linearly projecting the image space to a low dimensional
feature space. However, the Eigenface method, which uses principal components analysis (PCA)
for dimensionality reduction, yields projection directions that maximize the total scatter across all
classes, i.e., across all images of all faces i.e.

W = argmax|WTS;W| (11.36)

In choosing the projection which maximizes the total scatter, PCA retains unwanted
variations due to lighting and facial expression. As stated by Moses et al., “the variations between
the images of the same face due to illumination and viewing direction are almost always larger
than image variations due to change in face identity”. Thus, while the PCA projections are
optimal for reconstruction from a low dimensional basis, they may not be optimal from a
discrimination standpoint [94].

The Fisher’s Linear Discriminant (FLD) overcomes the limitations of the Eigenfaces method
by applying a new criterion. This criterion tries to maximize the ratio of between-class scatter to
that of within-class scatter.

IWTS,W|

_— I1.37
WS, W] (11.37)

]FLD(Wopt) = argmax
Where S}, is the between-class scatter matrix and Sy is the within-class scatter matrix [58].
e The within-class scatter matrix:
The within-class scatter matrix Sy, also called intra-personal, represents variations in appearance
of the same individual due to different lighting and face expression and it represents how face
images are distributed closely within classes,
e The between-class scatter matrix:
The between-class scatter matrix S, also called the extra-personal, represents variations in
appearance due to a difference in identity and it describes how classes are separated from each
other.
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I1.6.1.The “small sample size problem” (SSS) problem:

The face recognition problem, one is confronted with the difficulty that the within-class scatter
matrix S,, € R™" is always singular. This problem is known as the “small sample size problem” or
(SSS) problem. It stems from the fact that the rank of S, is at most M - ¢, and, in general, the
number of images in the learning set M is much smaller than the number of pixels in each image n.
This implies that the traditional FLD algorithm fails to use [94].

Recently several variants of LDA [58, 95, 96, 97, 98, 99, 100, 101, 102, 103] have been introduced,
mainly to solve the small sample size (SSS) problem [104]. In the Fisherface method, PCA is
applied first as a pre-processing step aiming to reduce the dimensionality prior to performing FLD.

In this method the final optimal projection vector matrix becomes

Wopt = WpcaWrLp (1L.38)
Where
Wpca = argmax|WTS;W| (11.39)
|WTWpca' SyWpcaW |

Wgip = argmax (I1.40)

|WTWPCAT SwWpcaW|

11.6.2. Face Recognition using FLD (Fisherfaces method):

PCA is a classical technique for signal representation, but fisher's linear discrimanant (FLD) is a
classical technique for pattern recognition [105]. The basic steps in Fisherfaces method are as
follows [106]:

Stepl: We need a training set composed of a relatively large group of subjects with diverse facial
characteristics. The database should contain several examples of face images for each subject in the
training set and at least one example in the test set. These examples should represent different
frontal views of subjects with minor variations in view angle. They should also include different
facial expressions, different lighting and background conditions, and examples with and without
glasses.

Step 2: For each image starting with the two-dimensional N XN array of intensity values I(x, y), we
construct the lexicographic vector expansion I' € RNV This vector corresponds to the initial
representation of the face. Thus the set of all faces in the feature space is treated as a high-

dimensional vector space.
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Step 3: Define all instances of the same person’s face as being in one class and the faces of
different subjects as being in different classes for all subjects in the training set, also having labeled

all instances in the training set and having defined all the classes.

| Class 1 | | Class 2 :
| L |
1 r 1 B 1
: Y11 Y11 L Y11 Y11 '
| 1 I
: Y12 Y12 L Y12 Y12 :
! 1 I
| |
: Yin Yin i i Yin Yin :
: Y21 Y21 L Y21 Y21 :
Cort= St =] BEE PLE r,?=|: !
: Yan Van : | Yan Yan |
: 4% VN1 o VN1 4% !
: VN2 Y2 ! i y{vz VN2 !
I : : I : I
1 1
: yNN yNN i : yNN yNN :
| N%X1 - INx1 Lo NZx1 N%X1
| L |
L e e e e e e e e e e e e e e e e ——— — — —————— I e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = 1
Class 3 Class c

Y11 Y11 Y11 y11

1’12 7’12 y12 y12

le le y1N le

Y21 V21 Y21 Y21

I"13 — I'vn33 _ : I'vlc — I'anC _

YZN yZN YZN yZN

le le le le

VN2 VN2 VN2 VN2

yNN yNN yNN yNN

N%x1 - IN%x1 - N%x1 - IN%x1

N1,N,,..., ncare the number of samples in class 1,2,...,c respectively.

Step 4: In order to overcome the problem of a singulars,,, we use PCA first to reduce the
dimension of the feature space to M - c, and then applying the standard FLD to reduce the

dimensiontoc - 1.
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! Class 1 : Class c
1 |
1 |
: Wiy W11;11 i 11 W1
| (4
: Wi, Waga | | 12 W
I.- — —
i -QPCAi = -QPCAn1 | 'QPCAi = -QPCA,C1C =
1 |
I ! ¢
: Wi(M—C) W1111(M—c) : _WI(M—C) ] _W;C(M—C) |
|
e |
Step 5: Calculate the mean of each class y; .
1 nj
W = n_z Qpcal j=1,..,c (I1.41)
1=
[ Wi+ W, Wi+ Wha
wi, + Wi, 2+ W32
1 1
U1 = "_1 - Ue n—c (11.42)
1 1 c 1
Win-o + Wh, o). Wim-o + W (=0
Where
wj is (M — ¢)X1 column vector.
n; is the number of samples in class j.
i . -th .
Qpca’ isthe i PCA feature vector of class j.
Dpca is (M — c)XM matrix M is the total number of images.
Step 5: Calculate the mean of all classesu.
c
1 ]' .
U= MZ 'QPCAi L= 1,...,nj (114’3)
j=1

Where
uis (M — ¢)X1 column vector.

M is the total number of images.
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Step 6: Subtract the mean of each class from the PCA projected images.

1,..,c
wl . -
ny1 — H11
1
Whi2 — B2

1
W, (M-0) — B1(m—0) |

c —
Wncl ”Cl

c —
WnCZ MCZ

(I1. 44)

¢€='QPCA]1'_M]' i=1,,n] j=
i Class 1
| 1
! Wi — 11
: Wi — H12
1
L @1 =0pca; — M1 = WD = Qpcay, — 1 =
1
:
: Wim-o) = 1m0 |
R P .
Class c
W%l - ”11
W%Z - ”12
1
DF = Dpca; — He = 5 . @n, = Dpca, — M, =
wl -
(Vim—o) = Bym—o) |

Where

@/ are (M — ¢)X1 column vectors.

Step 7: Build scatter matrices for each class Sy, S;... S..

nj
S; = Z((pb (¢{)T j=1..c¢c
i=1
nj
$j = Z(ﬂpm’; —) @peal — 1T j=1...c
i=1

Where

Sis(M —c)X(M — c¢) matrix.

(Wi i—c) = Be—c) |

(11. 45)

(11.46)
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Step 8: Calculate within-class scatter matrix S,,, .
The within-class scatter matrix S,, shows the average scatter (i of the sample vectors (2pc,4) of

different classes c; around their respective mean vectors u;, given as follows :

c W
Sw = Z (2pca, — 1) @pcal — 1)" (11.47)
j=1i=1
c
S, = Z S; =581 +Sy+,..,5, (I 48)
j=1

S, is(M — c)X(M — c) matrix.

Where:
.QPCA’; is the i** PCA feature vector of class j.
u; is the mean of class j.
c is the number of classes.
n; is the number of samples in class j.

u represents the mean of all classes.

Step 9: Calculate between-class scatter matrix Sj,.

The between-class scatter matrix S;, represents the scatter of the conditional mean vectors (u;)

around the overall mean vector g, which is given by:
c

Sp= ) m(a— w)(py — )" (11.49)
j=1

Where

Sy is (M — ¢)X(M — ¢) matrix.

Step 10: Calculate the eigenvectors of the projection matrix.

The optimal projection W, is chosen as the matrix with orthonormal columns which maximizes
the ratio of the determinant of the between-class scatter matrix of the projected samples to the
determinant of the within-class scatter matrix of the projected samples, i.e.,

IWTS, W|

wW,,=argmax ————
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This ratio is maximized when the column vectors of the projection matrix W are the eigenvectors
of Sy 1S, ie.
W = eig(Sy'Sy) (I1.50)
Columns of W are eigenvectors satisfying
S,W; =4S, W, i=12,..,m (I1.51)
Where m=c-1

v The generalized eigenvalues are the roots of the characteristic polynomial:

1Sp — 4iSw| =0 (I1.52)

v' The generalized eigenvectors W; are obtained by solving directly:
Sp—A4S,)W; =0 (II.53)

These eigenvectors of Sy, 1S}, are also referred to as the Fisherfaces.
Wepi' = [Wiaa Wi Wiy fori=1,2,.M-c (IL. 54)
Step 11: Project faces onto the Fisher Linear Discriminant space.
Qrip = Werp' 2pca (IL.55)
Qpp is the fisher projection matrix and itis (c — 1)XM.
Dpcy isthe PCA projection matrix (M — ¢c)XM.
W g p is the Fisherfaces matrix and itis (M — c¢)X(c — 1).

Step 12: Classification of the test image.
The test image is first projected onto PCA subspace for dimensionality reduction and then projected

on FLD subspace for feature extraction.
v Projection of the test image onto PCA subspace:

To project the test image onto PCA subspace, follow the same steps as in Eigenfaces method.
Wi =Uldpest = Ur(Tese —¥) fork=1..M—c (I1.56)
2pcadiest = [WiW .. Wy_(] (IL.57)
Test 1S the concatenated vector of the test image.
Y s the mean image of the original set.
U7, are the eigenvectors of the covariance matrix.

(2pca)iest is the PCA feature vector of the test image.
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v Projection of the test image onto FLD subspace:
(2p1p)test = Wrrn' (@pcadtest
(2r1p)test 1S the FLD feature vector of the test image.
The test image is identified using a similarity measure. The face which has the minimum distance
with the test face image is labeled with the identity of that image. The minimum distance can be

calculated using the Euclidian distance method as given earlier in Eigenfaces method.
11.7. Singular Value Decomposition:

Most conventional techniques of image analysis treat images as elements of a vector space.
Lately, there has been a steady growth of literature which regards images as matrices, e.g. [83, 107,
108]. As compared to a vectorial method, the matrix-based representation helps to better exploit the
spatial relationships between image pixels. SVD is one of the methods which regard an image as a
matrix.

Singular value decomposition (SVD) [109] plays the central role in reducing high
dimensional data into lower dimensional data which is also called principal component analysis
(PCA) [65] in statistics. It often occurs that in the reduced space, coherent patterns can be detected
more clearly. Such unsupervised dimension reduction is used in very broad areas such as image
processing [69] and information retrieval [20].

Many successful methods have been proposed using holistic features of the faces and one popular
category is based on singular value decomposition (SVD) for face recognition [110, 111, 112, 113,
114].

11.7.1.Process of Singular Value Decomposition

If A € R™*™, then there exist orthogonal matrices U and V, Such that

A=UY VT (I1.58)
See figure 11.7 for illustration.
VT
A : U Ya
nxn
m X n mXxm m X n

Figure 11.7: lllustration of factoring A to USV".
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Where
Matrix U is an m x m orthogonal matrix.
U=lu,uy, .. U, Upiq, .., Uy (11.59)

Column vectors u; , fori = 1, 2, ..., m form an orthonormal set:

lifi=j
T _ —

And matrix V is an n x n orthogonal matrix.
V =[vq,v2, ..., V0, Vysq, - Unl (I1.61)
Column vectorsv; , fori = 1,2, ..., m form an orthonormal set:

lifi=]
T _ —

Here, Y 4 is an m x n diagonal matrix with singular values (SV) on the diagonal. The matrix )4 can

be shown in following

g 0 0 0 0

0 o, 0 0 0

0o o o, 0O 0
24=[0 0 ~ 0 0,4q 0 (I1.63)

0o o 0 0 oy

o o 0 0 0
Ya= diag( 01,02, ..,0,,0p41, -, ap), p = min(m,n) (I1.64)
61=20,>2>0,>0 (11.67)

Whereo;,i = 1,2,...,p, are the singular values of A and are the diagonal element of } 4. The

singular values are the square roots of the eigenvalues 4; of AA" or A" A, that isg; = \/Z The
superscript on A” stands for Hermitian transpose and denotes the complex conjugate transpose of a
complex matrix. If the matrix is real, then A" denotes the same matrix. Equation (11.58) called
singular value decomposition of matrix A. The columns in U and V are called left-hand and right-

hand singular vectors for A, respectively.
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11.7.2.Properties of the singular values:

The properties of the singular values are described in details as follows [27]:

-> The stability of Singular value.

Theorem 1:

Assume A, B € R™*™ , and their singular values are oy =,05,..., 2 g, and 71 2,73,..., = T,
respectively, then |o; — 1;| < ||A — Bl,

The stability of Singular value indicates that when there is a disturbance at A, the change of its

singular values is not more than the ||-||, -norm of the disturbance matrix.

-> Proportion invariance of singular value.
Theorem 2:

Suppose a matrix A € R™*™ and singular values of A and aA are denoted by g, >, 0y, ..., = g,

and o," >,0,", ..., = 0,” respectively thenla|( oy >, 05, ..., =2 0,) = (01" =, 0%, ..., = 3,°).

-> The rotation invariant property.

Theorem 3:

If P is a unitary matrix, then the singular values of PA are the same as those of A. Rotation
invariance of singular value indicates singular value invariance of matrix when the matrix is
multiplied by unitary matrix. The above properties of SVD are very desirable in face recognition,

especially when images are taken under different noise and viewpoint conditions.

11.7.3. SVD-Based Face Recognition:

In face recognition, singular valued decomposition (SVD) method had functioned as a new way for
extracting algebraic features from an image. Among the properties which made SVD approach
favorable in defining the face recognition process is defined as follows: the SVD of a face image
has good stability in which it defined that whenever a small disturbance is added to a face image, a
large variance of its singular values (SVs) will not occur. Singular values represent algebraic

properties of an image. Hence, SV features possess algebraic and geometric invariance.
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The block diagram of SVD-based face recognition is illustrated in figure 11.8.

SVD

Feature vector

v

Test image

Classifier " Result

A

SVD Feature
vectors
Database

Figure 11.8: Block diagram for face recognition using SVD.
Steps involved in SVD-based face recognition are:
Stepl: Training set of M face images (A;; i=1... M) is first acquired.
Step2: SVD is an efficient algebraic feature extraction method which regards an image as a matrix.
Conventional SVD based face recognition method uses the singular values as the feature vectors.
Singular values represent important attributes of a matrix. As images are regarded as matrices,
singular values can serve as image features in image similarity evaluation.
Suppose A4; is matrix of a face image. After A; is decomposed by equation (11.58), the new feature
vector Y3VP € RP is formed by arranging singular values:

YiVP = [64,0,,05,..,0p |7 (I1.68)

Step3: A test face image is also decomposed by equation (11.58) and its feature vector Y3v2 € RP is

formed by arranging singular values:

Yiest = [01,02,03,...,0p 1" (11.69)

Step 4: Compute the Euclidean distance between feature vector of the test face image and feature
vectors training face images.

d; = ||ysr2 —vivP|| fori=1..M (I1.70)

Step 5: The face which has the minimum distance with the test face image is labeled with the
identity of that image. When the minimum d; is less than some predefined threshold @ the face

image is classified as "known", otherwise the face is classified as “unknown face”.

2[4
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11.8.Discrete Cosine Transform (DCT)

The Discrete Cosine Transform (DCT) is a popular technique in imaging and video
compression, which was first applied in image compression [115] in 1974 by Ahmed et al.,
transforming signals in the spatial representation into a frequency representation. The family of
DCTs has been described by Wang and Hunt (1985). The set consists of 8 versions of DCT, where
each transform is identified as even or odd and of type I, 11, Ill, and IV. All present digital signal
and image processing applications involve only even types of the DCT [116]. DCT-II was the one
first suggested by Ahmed et al., and it is the one of concern in this project. The DCT was reported
to be the second best transformation after PCA in [117] with an energy compaction that closely
approximates that of PCA. Although PCA is the optimal transform in an energy packing sense,
most practical transform coding systems still apply the DCT. It offers numerous advantages over
PCA including producing good quality images at suitable compression ratios and the ability to
perform in real time situations due to its computational efficiency. Face recognition algorithms
incorporating DCT can be found in [38, 51, 118, 119, 120, 121].

11.7.1. DCT Theory:

The Discrete Cosine Transform (DCT) is an invertible linear transform that can express a
finite sequence of data points in terms of a sum of cosine functions oscillating at different
frequencies. The original signal is converted to the frequency domain by applying the direct DCT
transform and it is possible to convert back the transformed signal to the original domain by
applying the inverse DCT transform.

The Discrete Cosine Transform is one of many transforms that takes its input and transforms
it into a linear combination of weighted basis functions. These basis functions are commonly in the
form of frequency components [116]. The DCT is derived from the Discrete Fourier Transform
where the sine component of DFT is zero. One dimensional discrete cosine transform is useful in
processing one-dimensional signals such as speech waveforms. For analysis of two-dimensional

(2D) signals such as images, a 2D version of the DCT is required.
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The formal definition for the DCT of one-dimensional sequence of length N is given by the

following formula:

N-1
C(u) = a(u) Z I(x)cos l%l u=01..,N-1 (I1.71)
x=0
The inverse transformation is defined as
N-1
I(x) = Z a(u)C(u)cos l%l x=01.,N-1 (I1.72)
u=0
( 1
N foru=0
a(u) =« (11.73)

/2
- =1...N—-1
N foru

As can be seen from (11.71) the substitution of u = 0 yields €(0) = a(0) X¥-21(x), which is the
mean of the sample. By convention, this value is called the DC coefficient of the transform and the
others are referred to as AC coefficients. For every value u = 0, 1... N —1, transform coefficients
correspond to a certain waveform. The first waveform renders a constant value, whereas all other
waveforms (u=1, 2... N —1) produce a cosine function at increasing frequencies. The output of the
transform for each u is the convolution of the input signal with the corresponding waveform. Figure

11.9 shows plots of waveforms mentioned previously.

u=>0 u=1 u=2 u=3
o
”‘“ " ?I I’;I ||
% - e o " o
< 't I
[ (4]
u=4 u=3 u=7
A
I I ¢ I I 1
I Ih.
tat”
[

C(4,x)
|
]
[ ]
[ |

C(5,x)

C(6,x)

Figure 11.9: 1D basis functions for N=8.
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The two-dimensional DCT for a sample of size N x N is defined as follows:

N-1N-1

2y+1 2x+1
C(u,v) = a(w)a(v) Z Z I(x,y)cos [n( 4 )vl cos [n( ad )ul (I1.74)
2N 2N
x=0 y=
Foru,v = 1,2,...,N —1
The inverse of two-dimensional DCT for a sample of size N x N:
N-1N-1
2y+1 2x+1
I(x,y) = Z Z a(uw)a(v)C(u,v)cos Iul cos [ul (IL.75)
e 2N 2N

Forx,y = 0,1,2,...,N — 1

b |

Figure 11.10: 2D basis functions for N = 8.
11.8.2. Properties of DCT:

DCT has good properties which make it particularly useful in the image processing area. These
properties are: decorrelation, energy compaction, separability, symmetry, and orthogonality [122].
a. Decorrelation

The principle advantage of image transformation is the removal of redundancy between neighboring
pixels. This leads to uncorrelated transform coefficients which can be encoded independently.

b. Energy Compaction

Efficacy of a transformation scheme can be directly gauged by its ability to pack input data into as
few coefficients as possible. This allows the quantizer to discard coefficients with relatively small
amplitudes without introducing visual distortion in the reconstructed image. DCT exhibits excellent

energy compaction for highly correlated images.

2[5 %
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c. Separability

The DCT transform in equation (11.4) can be expressed as,

Np—1
Ext U] S 1 yreos[ 25 7
y=0

Np—1
C(u,v) = a(wa(v) cos

This property known as separability, has the principle advantage that C (u, v) can be computed in
two steps by successive 1-D operations on rows and columns of an image. This idea is graphically

illustrated in figure 11.11.

v
v

1(x,y) ") C(x,v) C(u,v)

Row Transform Column Transform

v \ 4 \ 4
Figure 11.11: Computation of 2-D DCT using separability property.

d. Symmetry

Another look at the row and column operations in equation 11.76 reveals that these operations are
functionally identical. Such a transformation is called a symmetric transformation. A separable and
symmetric transform can be expressed in the form

T = AIA (I11.77)
Where A is an NxN symmetric transformation matrix with entries a (i, j) which is given by

N-1
.. , 1n(2j + 1)i
a(i,j) = a(j) Y cos I— (11.78)

And | is the NxN image matrix. This is an extremely useful property since it implies that the
transformation matrix can be pre-computed offline and then applied to the image thereby providing

orders of magnitude improvement in computation efficiency.

e. Orthogonality

The inverse transformation of equation (11.77) isI = A7'TA™'. DCT basis functions are
orthogonal Thus, the inverse transformation matrix of A is equal to its transpose i.e. A=t = AT in
addition to its decorrelation characteristics, and this property renders some reduction in the pre-
computation complexity. It guarantees the independency between two components, that is, the
effect of modifying one component will not affect other components.

24X



Face Recognition Methods Chapter Il

11.8.3. Face recognition using DCT:
Face recognition using DCT is divided into two stages training and classification. Figure 11.12

shows the block diagram of DCT-based face recognition.

\ 4

Image Block 1 » DCT

Image Block 2 >

O
(@]
=
|

\A 4

Feature
Fusion

000000
000000
\ 4

A\ 4

Image Block N

v
v
9
I

Test image

Classifier > Result

A

DCT Feature
vectors
Database

Figure 11.12: Block diagram for face recognition using DCT
A. Training stage

The DCT transform is used for facial features extraction. Face images having high
correlation and redundant information cause computational burden in terms of processing speed and
memory utilization. Therefore, the 2D blocked-DCT segments an image non-overlapping blocks
and applies the DCT to each block, which results in low frequency and high frequency subbands.
Most of the visually significant signal energy lies at low-frequency sub-band which contains the
most important visual parts of the image. These coefficients can be used as a type of signature that
is useful for face recognition [123, 124, 125].

The given face image is analyzed on block by block basis. Given an image block 1 (X, y),
wherex,y = 0,1,...,N — 1, we decompose it in terms of orthogonal 2D DCT basis functions. The
result is a N x N matrix C (u,v) containing DCT coefficients. The DCT equations are given by
formula (11.74). The DCT coefficients with large magnitude are mainly located in the upper-left
corner of the DCT matrix. Accordingly, we scan the DCT coefficient matrix in a zig-zag manner
starting from the upper-left corner (reflecting the amount of information stored) and subsequently
convert it to a one-dimensional (1-D) vector [120, 126, 127, 128] as given in figure 11.13. For block
located at (b, a) the DCT feature vector is composed of:

T
2 =[S i C) (11.79)
Where C,(,“'b) denotes the nt" DCT coefficient and M is the number of retained coefficients.

2%
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To obtain the final feature vector, the DCT coefficients obtained from each block are concatenated
which is used by the classifier.

The first element, value of C (0, 0) is the average of all the samples in the input image and is
referred to as Direct Current (DC) component. The remaining elements in C (u, v) each indicate the
amplitude corresponding to the frequency component of I(x, y), and are defined as Alternate
Current (AC) coefficients. It is well-known that the DC coefficient is only dependent to the
brightness of the image. Consequently, it becomes DC-free (i.e., zero mean) and invariant against
uniform brightness change by simply removing the DC coefficient [126, 129].

415360 § 59 | 26 J61 48§ 10 11

1464 9 69 |54 8 5 4 5

DCT 77l l2slafusli1ls ]

BP9y 8]0 2 3

i’ I B - S o T

1-D vector L JoJofis)s Jr]4]2
60 1 3 1 4 2 5 4 2
146 2 0 1 0 2 1 1 1
7
9 C(0,0)

59
26

—

~ |eceoceo

~

1

1

Figure 11.13: Scheme of converting 2D DCT coefficients to 1-D vector

B. Classification Stage

The test face image is decomposed using DCT to form its feature vector following the same steps
done with the training set. Then, its distances to all stored feature vectors are calculated. The face
which has the minimum distance with the test face image is labeled with the identity of that image.

2[5
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11.9. Wavelet transformation:

In recent years, wavelet transformation is being increasingly used in signal processing,
image processing, computer vision and pattern recognition etc. Nastar et al. studied the relations
between face and its spectrum. He found that facial expression and few occlusions only affect
intensity manifold locally. If we represent by a frequency, it will only affect high frequency part. It
is called high frequency phenomenon. We will have better effect if we represent human face by low

frequency images and filter high frequency using wavelet.

Wavelet transformation is a method of representing signals across space and frequency. The
signal is divided across several layers of division in space and frequency and then analyzed. The
goal is to determine which space/frequency bands contain the most information about an image’s
unique features, both the parts that define an image as a particular type (fingerprint, face, etc.) and

those parts which aid in classification between different images of the same type.

Wavelet analysis decomposes (sounds and images) into component waves of varying
durations, called wavelets. These wavelets are localized vibrations of a sound signal, or localized
variations of detail in an image. The heart of wavelet analysis is multiresolution analysis.
Multiresolution analysis is the decomposition of a signal (such as an image) into subsignals

(subimages) of different size resolution levels [130].

The wavelet transform decomposes signals over dilated and translated wavelets. A wavelet is a

function 1 € L#(R) with a zero average [7]:
+oo
f P(®)dt =0 (11.80)

The wavelet transform of an image I(x,y) is a linear transformation of this image onto a set of its
inner products with basis functions 1, ¢(x,y) called wavelets These wavelets are generated from
dilation and translation of a mother wavelet ¥(x, y) as follows:

X—Sx J—

1 Sy
Y , us ER,u+0 (11.81)
/uxuy Uu, uy

Where u = (ux,uy)T and s = (sx,sy)T are the scaling, and the translation parameters respectively

lI’u,s (t) =

in X-y axes.
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11.9.1.Discrete wavelet decomposition (DWT):

Discrete wavelet transform (DWT) is a well-known signal analysis tool, is widely used in
feature extraction, compression and denoising applications. Discrete wavelet transform has been
used in various studies in face recognition [131, 132, 133, 134, 135, 136].

2-D wavelet decomposition is carried out by applying a 1-D transform to the rows of the
original image data and the columns of the row-transformed data respectively as shown in figure
11.14 (a). The original image of resolution NxN is first filtered along the rows and downsampled by
2 yielding two NxN/2 images that have high and low frequency contents, respectively. After this
decomposition, the wavelet transform is applied to the columns of these NxN/2 resolution images.
In the last stage of the decomposition, we have four N/2xN/2 resolution subband images as shown
in Figure 11.14 (b). This decomposition can be repeated for n-levels as shown in figure 11.14(c).
Figure 11.15 is 2-D wavelet decomposition of a face image. First, we decompose the original face
images (as illustrated in figure 11.15 (a)) into four sub-images via one level wavelet decomposition
as shown in figure 11.15 (b). Then, we decompose sub-image LL again, and we obtained 2-level
decomposition image of original image as shown in figure 11.15 (c). We can decompose sub-image
LLL again, and we obtain 3-level decomposition image of original image as shown in figure 11.15
(d). Following the process, we can make multiplayer wavelet decomposition. Sub-image LL
denotes low frequency component of original face image and it is smoothing similar image of
original image. In sub-image LH, sharp changes in the horizontal direction, i.e., vertical edges.
However, in the sub-image HL, sharp changes in the vertical direction, i.e., horizontal edges. In the
subimage HH, sharp changes in non-horizontal, non-vertical directions, i.e., inclined edges.

columns
rows Low LL
™ Low > columns
High —>@—>LH an
Image —» columns
HH LL LH
rows Low _'@_>
Ly High > columns
i HL HH
High —>@—>HL
b c
@ Downsample columns (&) (b) ©

@ Downsample rows

Figure 11.14 (a) 2-D wavelet decomposition (b) four sub-images after one-level wavelet decomposition (c)
n-level wavelet decomposition.

The term L and H refer to whether the processing filter is lowpass or highpass.
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Face Recognition Methods

@) G @ )
Figure 11.15: Wavelet Decomposition at different level (a) original image, Wavelet Decomposition (b) at
levels 1 (c) at levels 2 (d) at level 3.

11.9.2.Wavelet Packet Decomposition (WPD):
In the wavelet decomposition, only LL is further decomposed. Conversely, the wavelet packet

decomposition all LL, LH, HL and HH are further decomposed [137] as shown in figure 11.16 (c)
figure 11.16 (a) illustrates the wavelet packet decomposition at level 1 of the original image is given

in figure 11.15 (a). However, the wavelet packet decomposition at level 2 is given in figure 11.16 (b).

(@ (b) (c)
Figure 11.16: Wavelet Packet Decomposition (a) at levels 1 (b) at level 2 (c) n-level wavelet packet
decomposition.

11.9.3. Face recognition using DWT:

Face recognition system based on DWT consists of two processes, training and recognition
processes. In the training process; we adopt db4 wavelet to decompose images of training set. After
appropriate wavelet decomposition, we obtain the sub-image LL which is low dimension image.
And we can obtain the wavelet feature vector. In recognition process, for an unknown image, we
find wavelet feature vector from its sub-image LL after appropriate wavelet decomposition.

According to the Nearest Neighbor Classifier, we can recognize the unknown face image.
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11.9.4. Face recognition using PCA and DWT (DWT-PCA):

Li and Liu [138] used wavelet transformation prior to PCA in their work and reported a
considerable performance improvement. Zhang et al. [135] applied Daubechies D8 wavelet
transform to original face images, kept only the LL subband and used it as an input into the kernel
associative memory neural network. Ekenel and Sankur [131] made a multiresolution face
recognition system using Daubechies 4 wavelet and PCA and ICA for classification. The steps
involved in the used system are:

1. For images training set, wavelet decomposition was performed using appropriate level to reduce
the size of the original image and only the lowband wavelet was taken as the approximation image.
2. Next, PCA was performed on this approximation image to obtain its eigenfaces and were then
stored in the database as training images. 3. Eigenfaces of the testing and database images were

compared to find the best match.

11.9.4. Face recognition using PCA and WPD (WPD-PCA):

Face recognition using PCA and WPD is achieved by decomposing initial image into n parts using
the Wavelet Packet Decomposition. Then, PCA is applied on each subband. The results from the
various wavelet channels are fused to achieve possibly higher correct recognition rates. We

investigated two schemes, namely, feature vectors fusion, and decision fusion.

- Decision fusion

In decision fusion, face classification is run separately in each subband by computing the distances
between the feature vector of test face and feature vectors of the individuals in the database. The
final decision is made through these confidence values by using maximum rule and mean rule
(Figure 11.17).

- Feature fusion
In feature fusion, PCA is performed on each subband (approximations and details), and then the
extracted feature vectors are concatenated to construct a new feature vector to be used for

classification (Figure 11.18).
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Figure 11.17: Block diagram of decision fusion scheme for WPD-PCA method.
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Figure 11.18: Block diagram of feature fusion scheme for WPD-PCA method.
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11.10. Proposed method based on PCA and PWD using YCbCr color space (YCbCr-PCA-
PWD):

Much research on face recognition has focused on using grey-scale images. With the increasing
availability of color images, it makes sense to develop approaches for integrating color information
into the recognition process. Since the grey-scale approach is sensitive to lighting variations, we
have chosen an approach which takes into consideration the intensity information as well as the
chromatic information such as the YCbCr color space.

- YCbCr Color space:

YCbCr is a family of color spaces used as a part of the color image pipeline in video and
digital photography systems. It is a way of encoding RGB information. The RGB color space has
been widely used for processing and storing digital image data. This model describes each color as
a weighted combination of three base components Red, Green and Blue. However, high correlation
between components and mixing luminance with chromaticity makes it very sensitive to changes in
imaging conditions such as lighting [139]. Unlike the RGB space, YCbCr separates luminance from
chrominances using a linear transform consisting of a weighted sum of the three components [159,
10]. The Y value represents the luminance or brightness component while the Cr and Cb values also
known as the color difference signals represent the chrominance component of the image [140].

The Y, Cb, and Cr component can be obtained as follow:

Y = 16 + 0.2567882 R + 0.5041294 G + 0.0979059 B
Cb =128 — 0.148223 R — 0.2909928 G + 0.4392157 B (11.82)

Cr = 128 + 0.439216 R — 0.3677884 G — 0.0714274B
Where

Y is luminance, Cb is blue chromaticity, and Cr is red chromaticity.
The separate components of the YCbCr representation of the face are depicted in figure 11.19. The

person is recognizable form the Y image, but the Cr and Cb components are less recognizable.

Original image Y Component Cb Component Cr Component

100

200

300

400

100 200 300 400 100 200 300 400 100> 200 300 400 100 200 300 400

Figure 11.19: Different views of a face
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Figure 11.20: Block diagram of the proposed method.

Steps followed in this method are:

Stepl: Convert each face image into Y, Ch, and Cr components.

Step2: Decompose Y, Ch, Cr components obtained from the original images into k parts using the
Wavelet Packet Decomposition. In our method, we have used the wavelet packet decomposition at
level two. At the second level of decomposition, we obtain one image of approximation (low-
resolution image) and 15 images of details. Therefore, the face image is described by 16 wavelet
coefficient matrices, which represent quite a huge amount of information (equal to the size of the
input image). Each of the 16 coefficient matrices contains information about the texture of the face.
Step3: Perform PCA for k-times on the Y, Cb, and Cr subbands (approximations and details). After

the training, we get k eigenspaces and k feature vectors for each of Y, Cb, and Cr subbands.
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Step4: The k feature vectors obtained from k eigenspaces are merged into one vector. The features
are selected corresponding to the largest eigenvalues of the merged and sorted eigenvalues vector.

Step5: In the classification phase, the test image is projected onto the Y-eigenspace, Ch-eigenspace,
and Cr-eigenspase after being decomposed into k part using the Wavelet Packet Decomposition.
Then, compute the euclidean distance between the test image and all the training images in Y-
subspace, Ch-subspace, and Cr-subspace. The euclidean distance is computed between the merged
feature vectors. In the decision level, we compute the mean of the euclidian distances obtained from
Y, Cb, and Cr subspaces. The face that has best match with the test image is which has the

minimum distance.

11.11. Fusion Methods:

The pronounced need for establishing identity in a reliable manner leads to an active
research in the field of biometrics. It is now evident that a single biometric is not sufficient to meet
the variety of requirements including matching performance imposed by several large-scale
authentication systems. Multibiometric systems seek to remove some of the drawbacks encountered
by unibiometric systems by consolidating the evidence presented by multiple biometric
traits/sources. These systems can significantly improve the recognition performance of the
biometric system, besides improving population coverage, deterring spoof attacks, and reducing the
failure-to-enroll rate. Although the storage requirements, processing time and the computational
demands of a multibiometric system are much higher than a unibiometric system, the above
mentioned advantages present a compelling case for deploying multibiometric systems in large-
scale authentication systems. Biometric fusion or multibiometric system is the use of multiple types
of biometric data, or methods of processing, to improve the performance of biometric systems
[141].
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11.11.1. Fusion scenarios:
Depending on the number of traits, sensors, and the used feature sets, different scenarios are
possible in a multibiometric system (see figure 11.21) [142, 143, 144, 145, 146].

Range 2D
Sensor Sensor
- % -
CE
@

MULTI-SENSOR

MULTI-ALGORITHM MULTI-SAMPLE

222

Multiple profile face image

MULTIBIOMETRIC
SOURCES

Texture-based Minutiae-based

MULTI-INSTANCE MULTI-MODAL
Right and left iris images m g Q

Figure 11.21: The various sources of information in a multibiometric system.

11.11.1.1.Multi-sensor systems:

Multi-sensor systems employ multiple sensors to capture a single biometric trait of an individual.
Chang et al. [147] acquire both 2D and 3D images of the face and combine them at the data level as
well as the match score level to improve the performance of the face recognition system. Kumar et
al. [148] describe a hand based verification system that combines the geometric features of the hand
with palmprints at the feature and match score levels. An infrared sensor may be used in
conjunction with a visible-light sensor to acquire the subsurface information of a person’s face
[149, 150, 151, 152]. A multispectral camera may be used to acquire images of the iris, face, or
finger [153], or optical and capacitive sensors may be used to image the fingerprint of a subject
[154].

11.11.1.2.Multi-algorithm systems:

In some cases, invoking multiple feature extraction and/or matching algorithms on the same

biometric data can result in improved matching performance.

2%



Face Recognition Methods Chapter Il

Multi-algorithm systems consolidate the output of multiple feature extraction algorithms or that of
multiple matchers operating on the same feature set. Ross et al. [155] combine the matching score
of a minutiae-based fingerprint matcher with that of a texture-based matcher to improve matching
performance. Lu et al. extract three different types of feature sets from the face image of a subject
(using PCA, LDA and ICA) and integrate the output of the corresponding classifiers at the match
score level [156]. In [157], they combine visual and infrared images for face recognition, and in
[158], they fuse the audio and visual features for speaker identification.

11.11.1.3.Multi-instance systems:

These systems use multiple instances of the same body trait and have also been referred to as multi-
unit systems in the literature. For example, the left and right index fingers, or the left and right irises
of an individual, may be used to verify an individual’s identity [159].

11.11.1.4.Multi-sample systems:

A single sensor may be used to acquire multiple samples of the same biometric trait in order to
account for the variations that can occur in the trait or to obtain a more complete representation of
the underlying trait [160]. A face system, for example, may capture (and store) the frontal profile of
a person’s face along with the left and right profiles in order to account for variations in the facial
pose. Similarly, a fingerprint system equipped with a small size sensor may acquire multiple dab
prints of an individual’s finger in order to obtain images of various regions of the fingerprint. A
mosaicing scheme may then be used to stitch the multiple impressions and create a composite
image. Uludag et al. [161] discuss two such schemes in the context of fingerprint recognition.
Examples of Multi-sample for face recognition are given in [162, 163].

11.11.1.5.Multimodal systems:

Multimodal systems establish identity based on the evidence of multiple biometric traits. For
example, some of the earliest multimodal biometric systems have utilized face and voice features to
establish the identity of an individual [164, 165]. Also, face and gait [166], Face and speech [167],
palm and finger [168], ear and face [169], face and palmprint [170] have been used.

11.11.1.6. Hybrid systems:

Chang et al. use the term hybrid to describe systems that integrate a subset of the five scenarios
discussed above. For example, Brunelli et al. [171] discuss an arrangement in which two speaker
recognition algorithms are combined with three face recognition algorithms at the match score and
rank levels via a HyperBF network. Thus, the system is multi-algorithmic as well as multimodal in
its design. Hybrid systems attempt to extract as much information as possible from the various

biometric modalities such as multi unit and multi sample [172].
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11.11.2. Levels of Fusion:

Based on the type of information available in a certain module, different levels of fusion may be
defined. Sanderson and Paliwal categorize the various levels of fusion into two broad categories:
pre-classification or fusion before matching and post-classification or fusion after matching. Pre-
classification schemes include fusion at the sensor (or raw data) and the feature levels while post-

classification schemes include fusion at the match score, rank and decision levels.

11.11.2.1. Sensor-level fusion:

Sensor-level fusion refers to the consolidation of (a) raw data obtained by using multiple sensors or
(b) multiple snapshots of a biometric using a single sensor [173, 174]. Another example of sensor
level fusion is the mosaicing of multiple fingerprint impressions to form a more complete
fingerprint image [175, 176, 177, 178, 179].

11.11.2.2. Feature-level fusion:

In feature-level fusion, the feature sets originating from multiple biometric algorithms are
consolidated into a single feature set by the application of appropriate feature normalization,
transformation, and reduction schemes [180]. When the feature sets are homogeneous (e.g.,
multiple fingerprint impressions of a user's finger), a single resultant feature set can be calculated as
a weighted average of the individual feature sets (e.g., mosaicing of fingerprint minutiae [173]).
When the feature sets are non-homogeneous (e.g., feature sets of different biometric modalities like
face and hand geometry), we can concatenate them to form a single feature set. Examples of feature
level fusion schemes proposed in the literature can be found in Gan and Liang [181] (face and iris),
Kumar et al. [182] (hand geometry and palmprint) and Ross and Govindarajan [183] (face and hand

geometry).

11.11.2.3. Score-level fusion:

In score-level fusion the match scores output by multiple biometric matchers are combined to
generate a new match score (a scalar) that can be subsequently used by the verification or
identification modules for rendering an identity decision [184]. Fusion at this level is the most
commonly discussed approach in the biometric literature primarily due to the ease of accessing and
processing match scores (compared to the raw biometric data or the feature set extracted from the
data). Fusion methods at this level can be broadly classified into three categories [185]: density-

based schemes [186, 141], transformation-based schemes [187], and classifier-based schemes [188].
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11.11.2.4. Rank-level fusion:

This type of fusion is relevant in identification systems where each classifier associates a rank with
every enrolled identity (a higher rank indicating a good match). Thus, fusion entails consolidating
the multiple ranks associated with an identity and determining a new rank that would aid in

establishing the final decision.

11.11.2.5. Decision-level fusion:

Decision-level fusion and score-level fusion methods are most popular in the field of multimodal
biometrics [145, 181]. When each matcher outputs its own class label (i.e., accept or reject in a
verification system, or the identity of a user in an identification system), a single class label can be
obtained by employing techniques like majority voting, behavior knowledge space, etc. Methods
proposed in the literature for decision-level fusion include “AND” and “OR” rules [189], majority
voting [190], weighted majority voting, Bayesian decision fusion [191], the Dempster—Shafer
theory of evidence [191], and behavior knowledge space [192].

11.11.3. Fusion rules:

In the fusion approach, the individual matching scores are combined to generate a single scalar
score, which is then used to make the final decision. The matching scores are the outputs of the
classifiers measuring the similarities of the testing samples to the claimed class. The classifier
combination can be implemented at two levels, feature level and decision level. We use the decision
level combination that is more appropriate when the component classifiers use different types of
features [194]. Let Sy, S,,...,Sy, be the matching scores generated from different classifier, where
m is the number of feature vectors or classifiers. A few of the well-known fusion techniques are the

mean, minimum, maximum and product rule [193, 195].

- Mean or Sum Rule

S=(81+S,++8,)/m (11.82)
- Min Rule

S/ =min(54, S5, ..., Sm) (I1.83)
- Max Rule

S/ =max(51,53, ..., Sm) (I1. 84)
-> Product Rule

S/ = product(5.,S, ..., Sm) (I1.85)

2[5 %



Face Recognition Methods

Chapter Il

11.11.4.Face recognition using fusion:

Given different types of feature vectors Y¥¢4, YLD y$VD yDCT and YPWT  the task is how to form

the final distance measure. Four strategies are used averaging, multiplying, minimum and

maximum. The possible combinations are given in the table 11.1 below when we use only two and

three types of features vectors.

Feature vectors

PCA
FLD
SVvD
DCT
DWT

Methods using two types of | Methods using three types of
feature vectors feature vectors
PCA+FLD PCA+FLD+SVD
PCA+SVD PCA+FLD+DCT
PCA+DCT PCA+FLD+DWT
PCA+DWT PCA+SVD+DCT
FLD+SVD PCA+SVD+DWT
FLD+DCT PCA+DCT+DWT
FLD+DWT FLD+SVD+DCT
SVD+DCT FLD+SVD+DWT
SVD+DWT FLD+DCT+DWT
DCT+DWT SVD+DCT+DWT

Table 11.1: Possible combination in fusion methods.

Process of fusion using two types and three types of feature vectors and the block diagram of face

recognition using fusion are given in figure 11.22 and figure 11.23 respectively.
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Figure 11.22: Process of fusion using two types and three types of feature vectors.
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Figure 11.23: Block diagram of face recognition using fusion method.
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The process of testing is:

1) Choose one of the method proposed in table 11.1.

2) Input a query face image x; , extract different types of feature vectors depending on the method
chosen.

3) Compute the distances of the query face image to all the training images:

T 1 T 1 T 1 T 1
d ype L _ (d ype , dizype d.rpPe )

) ey iM
: (11.86)
dZ"ype N — (dType N' d’{zype N' - d?ﬂ};pe N)
Where: M is the number of training images.
N is the number of features vectors
If the Type 1,..., Type N feature vectors of training images x; are YT" pel ., Y].Ty PN vespectively.
Then,
Type 1 __ Type 1 Type 1
dgv = vt -yt
: (11.87)
T N T N T N
dijype — | yTyre N _ yType ”

i J

4) Calculate the final distances which contain information of different types of feature vectors using
different fusion rules such as:

1. The minimum rule:

d; = (dil'diZJ ---rdiM)

(11.88)
(mln(dType 1’ Type N) mln(dType 1’ .,dlfzype N mln(dType 1’ ., dLTIaI/Pe N )
ied; = mm(dT]ype ! dgype N) (I1.89)
2. The maximum rule:
di = (di1, dig, - dim )
(I1.90)
(max(dType 1’ . Type N) max(dType 1’ .’dl?"zype N max(dTyPe 1' ",diTI'\a[/Pe N )
: T 1 T N
ie.d; = max(d i e d ) (I1.91)

2[a |8



Face Recognition Methods Chapter Il

3. Mean rule:

d; = (dilldiz' ---:diM)

dType 1 4ot dType N dType 1 + ot dType N dType 1 + ot dType N (1192)
- N Y N )y N

qryee 1 4ot qryee N

. _ Yy ]

4. The Product rule:

d; = (dilfdiZ: ---:diM)

(11.94)

Type 1 Type N Type 1 Type N Type 1 Type N
= (prod(d}y™ ", ..., d7"* "), prod(a3?* ", .., dy" "), ., prod(dfF® *, ... afyP M)

iLed; = product(dType L. dzype N (I11.95)

4) Based on the distances(d;q, d;2, ..., d;p ), the nearest neighbor classifier is employed to
accomplish the task of classification. Categorize the face image x; into class label k, where k is

determined by

min
dy = 1<]Jw{ i} 1<k<c (I1.96)

The goal of fusion is to get a higher accuracy than each individual classifier or feature vectors. The

premise of fusion is that different classifiers or features can overcome the drawbacks of each other.

11.12.Conclusion:

In this chapter, the role of face in modern life has been presented, and the properties and
tasks associated to face recognition systems have been introduced. Many methods of face
recognition have been proposed. Basically, they can be divided into three categories: Global-
Appearance-based methods, local appearance-based methods and hybrid methods. The most
successful and well-studied techniques are the appearance-based methods. So, in this thesis some of
them are discussed namely: PCA, FLD, SVD, and DWT or WPD. The local appearance-based
methods can be divided into two groups: The ones that require the use of specific regions and the
ones that simply partition the input face image into blocks without considering any specific regions.

For the latter type we have implemented the Discrete Cosine Transform (DCT) method.
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Since the grey-scale approach is sensitive to lighting variations we have chosen an approach
which takes into consideration the intensity information as well as the chromatic information.
Method has been proposed by combining principal component, wavelet packet decomposition and
YCDbCr color space.

It is now evident that a single biometric (unibiometric) is not sufficient to meet the variety of
requirements including matching performance imposed by several large-scale authentication
systems. Multibiometric systems seek to overcome some of the drawbacks encountered by
unibiometric systems by consolidating the evidence presented by multiple biometric traits/sources
or methods of processing. Based on the nature of these sources, a multibiometric system can be
classified into one of the following six categories: multi-sensor, multi-algorithm, multi instance,
multi-sample, multimodal and hybrid. In this thesis we have utilized multi-algorithm systems that
consolidate the output of multiple feature extraction algorithms. We have used fusion of two types
and three types of feature vectors at score levels using four fusion rules i.e. minimum, maximum,
mean, and product. In the next chapter, we will discuss the experimental results of the methods

described in this chapter.
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Chapitre 111

|

Experimantal results
and discussion

I11.1.Introduction:

To evaluate the efficiency of the methods discussed in the previous chapter, we have used
three face database, ORL database, Yale database, and FEI database. These databases are presented
with depiction of some sample images in the first section. In the second section, the experiments
carried out on the databases are presented and discussed. The accuracy of each algorithm has been
identified and a comparison was performed between them in terms of recognition rates or Equal
Error Rate (EER) or the Receiver Operating Curves (ROC). All of our experiments have been carried
out through the use of a laptop with dual CPU T2330 1.4 GHz and 2GB memory and the MATLAB

as developing software tool.
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111.2.Face databases:

111.2.1.The ORL database:
The ORL database (http://www.cl.cam.ac.uk/research/dtg/attarchive/facedatabase.html) consists

of 40 distinct persons. There are 10 images per person. The images are taken at different times and

contain various facial expressions (open/closed eyes, smiling/not smiling) and facial details (glasses
or no glasses). The size of the images is 92 X 112 pixels with 256 gray levels. Figure 111.1 depicts
some sample images in the ORL database. None of the 10 samples are identical to each other; so
there was no overlap between the training and test sets. Besides, the original images are used in

training and testing without pre-processing.

(b)

Figure I11.1: Example images of ORL database (a): Training images (b): Testing images.

111.2.2.The Yale database:

The Yale face database (http://cvc.yale.edu/projects/yalefaces/yalefaces.html) contains 165

grayscale images of 15 individuals. There are 11 images per subject, and these images demonstrate
variations in lighting condition (center-light, left-light, right-light) and facial expression (happy,
normal, sad, sleepy, surprised, and winking) and facial details (glasses/no glasses). All face images
were cropped into 100 X 100 from original frames based on the location of the two eyes. Figure 111.2
shows the presentations of one individual. There was no overlap between the training and test sets.

Besides, the original images are used in training and testing without pre-processing.



http://www.cl.cam.ac.uk/research/dtg/attarchive/facedatabase.html
http://cvc.yale.edu/projects/yalefaces/yalefaces.html
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Figure 111.2: Examples of one subject in the Yale Face Database under: (a) facial details (glasses/no glasses)
(b) Different lighting conditions (c) Different facial expression.

111.2.3.The FEI database:

The FEI face database is a Brazilian face database that contains a set of face images taken between
June 2005 and March 2006 at the Artificial Intelligence Laboratory of FEI in S&o Bernardo do
Campo, Sédo Paulo, Brazil. There are 14 images for each of 200 individuals, a total of 2800 images.
All images are colorful and taken against a white homogenous background in an upright frontal
position with profile rotation of up to about 180 degrees. Scale might vary about 10% and the
original size of each image is 640x480 pixels. All faces are mainly represented by students and staff
at FEI, between 19 and 40 years old with distinct appearance, hairstyle, and adorns. The number of
male and female subjects is exactly the same and equal to 100. Figure I11.3 shows some examples of
image variations from the FEI face database. This database is available at
http://www.fei.edu.br/~cet/facedatabase.html

tidd

Figure 111.3: Some examples of image variations from the FEI face database.
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111.3.Experiments results and discussion:
111.3.1.Experiments on Yale database:

These experiments are carried out on the Yale face database with a special emphasis on testing the
effects of various changes in face images, such as variations of facial expressions, illumination and

facial details.
- PCA under facial details:

To evaluate the effect of facial details (glasses, and no glasses) on the system performance of PCA
(eigenfaces) we have used the Yale face database. The face images of different facial details from
Yale face database were used in the experiments (Figure I11.3 (a)). The faces in neutral expression
were used as single models of the subjects. Totally, there were 15 models (representing 15
individuals) and 30 test images. The experimental results were summarized in table 1ll.1. Facial
details using glasses do not affect the recognition rate in Eigenfaces using L2 and Mah ; while with
L1+Mah caused the recognition rate to drop by 33.3% as compared to no glasses, the L1, COS,
L2+Mah, COS+Mah caused only a 6.67 % drop of the rate.

Recognition rate (%)
Facial
Details NG al I
Similarity 0 glasses glasses
Measure
L1 93.33 86.67
L2 100 100
COoSs 100 93.33
Mah 100 100
L1+Mah 80 46.67
L2+Mah 100 93.33
C0S+Mah 100 93.33

Table 111.1: Result of face recognition under facial details.
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- PCA under varying lighting conditions:

To evaluate the effects of different illumination (left light, center light, and right light) on the system
performances we have used Yale face database. The face images of different illumination from Yale
face database were used in the experiments (Figure 111.3 (b)). The faces in neutral expression were
used as single models of the subjects. Totally, there were 15 models (representing 15 individuals)
and 45 test images. The experimental results were summarized in table I11.2. We have found that the
recognition rates with left light on were always higher than that with right light on using different
distance measure except when using L1+Mah. This could be due to the fact that the illumination on
faces from the right light was slightly stronger than that from the left light. The recognition rates with
center light are always higher than that with right light on and left light on.

Recognition rate (%0)
Different

IHlumination . . . .

Similarity Left light Center light Right light
Measure

L1 33.33 33.33 20.00

L2 33.33 46.67 26.67

COS 33.33 40.00 26.67

Mah 26.67 46.67 20.00

L1+Mah 6.67 20.00 13.33

L2+Mah 26.67 46.67 26.67

C0S+Mah 33.33 46.67 26.67

Table 111.2: Result of face recognition under varying lighting conditions.

- PCA under Facial Expression Changes

To evaluate the effects of different facial expressions (happy, sleepy, sad, surprised, and winking) on
the system performances we have used Yale face database. The face images of different facial
expressions from Yale face database were used in the experiments (Figure 111.3 (c)). The faces in
neutral expression were used as single models of the subjects. Totally, there were 15 models
(representing 15 individuals) and 75 test images. The experimental results on faces with happy,
sleepy, sad, surprised, and winking expressions were summarized in table I11.3. The happy
expression in eigenfaces using COS, Mah, and COS+Mabh attain a recognition rate of 100%, whereas
in eigenfaces using L1+Mah gives the lowest rate of 60%. The sad expression attains the highest
recognition rate of 100% using Mah distance and the lowest recognition of 40% using L1+Mah

distance.
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In sleepy expression, the best recognition rate of 100% is given by L1, L2, COS, and L2+Mah
distances. In surprised and winking expressions the lowest recognition rate of 40% and 60%

respectively is given by L1+Mah distance.

Recognition rate (%)
Facial
Sim”arliit;pression Happy Sad Sleepy Surprised Winking
Measure

L1 93.33 93.33 100 86.67 93.33

L2 93.33 93.33 100 73.33 93.33

COoSs 100 93.33 100 86.67 93.33

Mah 100 100 93.33 80.00 86.67

L1+Mah 60.00 40.00 60.00 40.00 60.00

L2+Mah 93.33 93.33 100 80.00 93.33

C0S+Mah 100 93.33 93.33 93.33 93.33

Table 111.3: Result of face recognition under facial expression changes.

111.3.2.Experiments on ORL database:

In this set of experiments, we have compared nine methods namely PCA using (L1, L2, COS, Mah,
L2+Mah, and COS+Mah distances), DWT, SVD, and DCT methods. All experiments were
performed using the ORL database with 5 training images (figure 111.3 (a)) and 5 test images per
person (figure 111.3 (b)) for a total of 200 training images and 200 test images. The experimental
results are summarized in table 111.4. We have found that the DWT method gives the best recognition
rate of 93% compared with other methods. PCA using COS gives the best rate of 92% compared
with PCA using L1, L2, Mah, L2+Mah, and COS+Mah methods.

Methods
PCA
DCT SVvD DWT
L2 COS
L1 | L2 | COS | Mah +Mah | +Mah
Recognition
8 |905| 92 |855| 915 91 715 64 93
rate (%)

Table 111.4: Result of face recognition using different methods.
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111.3.3.Experiments on FEI database:

For this set of experiments, part 1 of FEI database was divided on two parts. First part represented
authorized persons and has 10 persons, from which 5 random images were used for training (total 50
images), other 5 for testing (total 50 images). Second part represented unauthorized persons. It has
10 persons and 5 images per person (total 50 images) only for testing purposes. Thus system has 50
images for training, and 100 for testing (50 authorized and 50 unauthorized). In order to measure

performance of the verification system we have used following factors:

v' The false acceptance rate, or FAR, is the measure of the likelihood that the biometric security

system will incorrectly accept an access attempt by an unauthorized user.

v The false rejection rate, or FRR, is the measure of the likelihood that the biometric security
system will incorrectly reject an access attempt by an authorized user. The values of FAR and

FRR are computed using:

ac nre

n
FAR =—— FRR =—

n, n,
Where
n, is the number of access attempts by an authorized user,
n,, is the number of access attempts by an unauthorized user,
n,. 1S the number of acceptances for unauthorized users , and

n,. IS the number of rejections for unauthorized users.

v The Receiver Operating Curve (ROC) plots FAR versus FRR .The closer the ROC curve lies to

the x and y axes, the lower the verification error and thus the more reliable the system.

v The Equal Error Rate (EER) is defined as the point where the value of FAR equals the value of
FRR in the ROC-curve. The EER is a quick way to compare the accuracy of devices with

different ROC curves. In general, the device with the lowest EER is most accurate.
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111.3.3.1. PCA and FLD (PCA-LDA) methods:

Various groups have reported various performance results for PCA and FLD algorithms and no
straightforward conclusion can be easily drawn. Beveridge et al [196] claim that in their tests using
different distance measures LDA performed uniformly worse than PCA, but they do not give any
explanation as to why it is so. Martinez and Kak [61] state that PCA is better for some tasks; PCA
might outperform LDA when the number of samples per class is small or when the training data
nonuniformly sample the underlying distribution. Belhumeur et al [94] and Navarrete [197] claim
that LDA outperforms PCA on all tasks in their tests (for more than two samples per class in training
phase). Zhao et al [198] report improved performance for combined PCA and LDA approach over
the pure LDA.

R h :
esearc Database Algorithms tested Best result
group
Zhao FERET&USC LDA, PCA+LDA PCA+LDA
Beveridge FERET PCA, PCA+LDA PCA
Belhemur Harvard & Yale Correlation, linear subspace, PCA, LDA
LDA
Navarrete FERET & Yale PCA, LDA, EP LDA
Martinez AR PCA, LDA PCA for some
tasks

Table I11.5. Results reported by different research groups.

In this experiment we compare PCA and FLD methods. The comparison is performed between them
in terms of Equal Error Rate (EER). We have used three, five, and six samples per class. We have
plotted the FAR vs FRR graphs and ROC curves for different number of samples per class. From the
figures we can see that the system performance increases as the number of samples per class

increases. We have found also that PCA outperforms FLD in the three cases.
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FAR vs FRR graph of FLD with 3 samples per class

Chapter 11

FAR vs FRR graph of PCA with 3 samples per class

Error
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Figure I111.4: FAR vs FRR graphs of FLD and PCA with three samples per class.
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Figure 111.5: FAR vs FRR graphs of FLD and PCA with five samples per class.
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Figure 111.6: FAR vs FRR graphs of FLD and PCA with six samples per class.
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ROC curves of PCA method ROC curves of FLD method

100 ! T T T T T T T - 100 T T T T T T T T T

a0 I S AR )| —=—6 samples perclass |______ r,—
: : : 5 samples per class

—=— 3 samples per class |---

6 samples per class |-
5 samples per class
| —=— 3 samples per class |~

L R :

FRR (%)
FRR (%)

: : ; )
0 10 20 30 40 50 60 70 80 90 100 0 10 20 30 40 50 60 70 80 90 100
FAR (%) FAR (%)
Figure 111.7: ROC curves of FLD and PCA with three, five and six samples per class.
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Figure 111.8: ROC curves of FLD and PCA with (a) 3samples per class (b) 5 samples per class (c) 6 samples
per class
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111.3.3.2.FLD (PCA-LDA) and DWT-LDA methods:
Many methods have been introduced to solve the small sample size (SSS) problem. In the Fisherface

method, PCA is applied first as a pre-processing step aiming to reduce the dimensionality prior to
performing LDA. We have another approach that uses the discrete wavelet decomposition (DWT)
before performing LDA (DWT-LDA). In this experiment we will compare the two methods. The
comparison was performed between them in terms of Equal Error Rate (EER). The FAR vs FRR
graphs and ROC curves are given in figures 111.9 and 11.10 respectively. The DWT-LDA performs
better than FLD since it has the lowest EER of 19%.

FAR vs FRA graph for FLD method

FAR ws FRR g'aph DWT-LOA mathed

Errar

0 R PR Ta—T 1 YV
Thresheid Thiashold
_ (a) (b)
Figures 111.9: FAR vs FRR graphs of (a) FLD (PCA-LDA) method (b) DWT-LDA method.
ROC curves

L3

FRR (%)

0 10 20 30 40 50 60 70 80 90 100
FAR (%)

Figure 111.10: ROC curves of FLD (PCA-LDA) and DWT-LDA methods.
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111.3.3.3. SVD and DWT-SVD methods:

To show the effect of applying DWT before SVD, we have compared between SVD and DWT-SVD.
The comparison was performed between them in terms of Equal Error Rate (EER). The FAR vs FRR
graphs and ROC curves are given in figure 111.11 and figure 111.12 respectively. The EER rate is

reduced by 2%, so the wavelet decomposition has improved the system performance.

FAR vs FRR: graph for SYD method . FAR va FRR graph for DWT-5VD
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Figure 111.11: FAR vs FRR graphs of (a) SVD method (b) DWT-SVD method.
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Figure 111.12: ROC curves of SVD and DWT-SVD methods.
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111.3.3.4. WPD-PCA and PCA methods:

In WPD-PCA, the fusion is done at feature level and at decision level. In decision level, two rules
have been used: maximum and mean rules. In this experiment, we have compared these methods
with PCA method. The FAR vs FRR graphs and ROC curves are given in figure 111.13 and figure
111.14 respectively. WPD-PCA method using Maximum decision fusion gives the best result since it
has the lowest EER of 14%.

FAR vs FRR graph for WPD-PCA using feature fusion FAR vs FRR graph for WPD-PCA using decision fusion (Ma:amum)

L

1
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Threshold
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FAR vs FRR graph for WPD-PCA using decision fusion (Mean)

1

or

Error

04
(] — _ .

(©)
Figure 111.13: FAR vs FRR graph of (a) WPD-PCA method using feature fusion (b) WPD-PCA method
using Max decision fusion (¢) WPD-PCA method using Mean decision fusion (d) PCA method

A7



Experimental results and discussion Chapter 11
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Figure 111.14: ROC curves of WPD-PCA and PCA methods.

111.3.3.5. YCbCr-WPD-PCA method:

To identify the accuracy of our algorithm, a comparison was performed with other methods in terms
of recognition rates and Equal Error Rate (EER).

Experiment 1

In this experiment, we have selected from FEI face database 20 images from part 1. The images with
extensions (-01, -03, -05, -07, -09, -12, -13, and -14) are selected for testing and the remaining
images are used in the training. In this Experiment, we have compared between PCA, DWT, DWT-
PCA and YCbCr-WPD-PCA methods in terms of the recognition rates for one sample, three and six
samples per class in the training set. The results of the tests are summarized in table 111.6. We have
seen that the recognition rates increase as we increase the numbers of samples per class. Our method
(YCbCr-WPD-PCA) outperforms other methods; since it reaches recognition rates of 82.50%,

86.87%, and 93.12% with one sample, three and six samples per class respectively.
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Number of Number of Recognition rate
Method images misclassified
: : (%)
per class [/rejected images

1 52 67.50
PCA 3 30 81.25

6 / /
1 43 73.31
DWT 3 24 85.00
6 17 89.37
1 64 60.00
DWT-PCA 3 40 71.87
6 31 80.62
YCbCr- 1 28 82.50
WPD-PCA 3 21 86.87
6 11 93.12

Table 111.6: Result of the test.
- Experiment 2

In this Experiment, we compare five methods (PCA, DWT, DWT-PCA, WPD-PCA using feature
fusion, and WPD-PCA using decision fusion) with the proposed method. We plot the FAR versus
FRR graphs and the ROC curves for the different methods which are given in figure 11.15 and figure
11.16 respectively. From the figures we can see that YCbCr-WPD-PCA method, achieved an equal
error rate of 10%; this is the lowest EER. So, our method gives significant performance compared to

other methods.
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FAR vs FRR graph for DWT mathad FAR ws FRR graph for YCbCe-WPD-PCA method
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Figure 111.15: FAR vs FRR graph of (a) YCbCr-WPD-PCA method (b) DWT-PCA method
(c)DWT method.
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Figure 111.16: ROC curves of PCA, DWT, DWT-PCA, WPD-PCA using decision fusion and feature
fusion, and YCbCr-WPD-PCA methods.
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111.3.3.6. Fusion methods:
In this experiment, we have compared each method separately using minimum, maximum, mean, and

product rules. The comparison was performed between them in terms of Equal Error Rate (EER).
The FAR vs FRR graphs and ROC curves are given bellow. We have 10 methods for each method
we have 4 fusion rules have been utilized. So, the totals of 40 methods have been compared.

-> PCA+FLD
FAR vs FRR graph of PCA+FLD using minimum rule FAR vs FRR graph of PCA+FLD using maximum rula

Error
Errar

0 2 4 6 ] 10 12 14 16 1% 20
Threshald Threshald

FAR vs FRR graph of PCA+FLD using mean rule FAR vs FRR graph of PCA+FLD using product rule

Error
Errar

0 10 20 30 40 50 60
Threshald Threshold

Figure 111.17: FAR vs FRR graphs of PCA+FLD method using different fusion rules.
PCA+FLD associated with mean rule gives the best result, since it has the lowest EER of 18%.
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FAR vs FRR graph of PCA+SVD using maximum rule

FAR vs FRR graph of PCA+SVD using minimum rule

-> PCA+SVD
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Figure 111.18: FAR vs FRR graphs of PCA+SVD method using different fusion rules.

PCA+SVD associated with product rule gives the best result, since it has the lowest EER of 16%.
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Figure 111.19: FAR vs FRR graphs of PCA+DCT method using different fusion rules.

PCA+DCT through the use of mean and product rules give the best result with EER of 16%.



Chapter 11

Experimental results and discussion

-> PCA+DWT

FAR vs FRR graph of PCA+DWT using maximum rule

FAR vs FRR graph of PCA+DWT using minimum rule

0.2

04

Threshold

Threshald

0.4

T
'
'
'
'
T
'
'
'
'
!
T
'
'
'
'
L
'
'
'
'
'
T
'
'
'
'
'
T
'
'
'
'
1
v
'
'
'
'
+
'
'
'
'
'
T
'
'
'
'
1
v
'
'
'
|

FAR vs FRR graph of PCA+DWT using product rule

FAR vs FRR graph of PCA+DWT using mean rule

Threshold

Thrashald

Figure 111.20: FAR vs FRR graphs of PCA+DWT method using different fusion rules.

PCA+DWT associated with product rule gives the best result, since it has the lowest EER of 13%.
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FAR vs FRR graph of FLD+SVD using maximum rule
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Figure 111.21: FAR vs FRR graphs of FLD+SVD method using different fusion rules.

FLD+SVD associated with product rule gives the best result, since it has the lowest EER of 29%.
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FAR vs FRR graph of FLD+DCT using maximum rule

FAR vs FRR graph of FLD+DCT using minimum rule
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Figure 111.22: FAR vs FRR graphs of FLD+DCT method using different fusion rules.

FLD+DCT through the use of product, mean and minimum rules give the same result with EER of

26%.
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Figure 111.23: FAR vs FRR graphs of FLD+DWT method using different fusion rules.
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FLD+DWT associated with product rule give the best result with EER of 18%.
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Figure 111.24: FAR vs FRR graphs of SVD+DCT method using different fusion rules.

SVD+DCT associated with mean rule gives the best result with EER of 21%.
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Figure 111.25: FAR vs FRR graphs of SVD+DWT method using different fusion rules.

SVD+DWT associated with mean rule gives the best result with EER of 15%.
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Figure 111.26: FAR vs FRR graphs of DCT+DWT method using different fusion rules.

DCT+DWT associated with product rule gives the best result with EER of 16%.

The ROC curves of the all fusion methods are given bellow:
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Figure 111.28: ROC curves of PCA+SVD.
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Figure 111.32: ROC curves of FLD+DCT.
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Figure 111.36: ROC curves of DCT+DWT.
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Figure 111.39: ROC curves of the different fusion methods using Mean rule.
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The results are summarized in table I11.7

Rule EER
Method Minimum | Maximum Mean Product
PCA+FLD 0.34 0.20 0.18 0.22
PCA+SVD 0.28 0.20 0.19 0.16
PCA+DCT 0.20 0.17 0.16 0.16
PCA+DWT 0.18 0.20 0.14 0.13
FLD+SVD 0.30 0.32 0.31 0.29
FLD+DCT 0.26 0.27 0.26 0.26
FLD+DWT 0.19 0.32 0.25 0.18
SVD+DCT 0.30 0.25 0.21 0.22
SVD+DWT 0.30 0.19 0.15 0.20
DCT+DWT 0.20 0.24 0.20 0.16

Table 111.7: EER of fusion methods.

111.4.Conclusion:

In this chapter, several experiments are carried out using ORL, Yale, and FEI face databases. To
evaluate the effect of different facial details (glasses, and no glasses), different facial expressions
(happy, sleepy, sad, surprised, and winking), different illumination (left light, center light, and right
light) on the system performance of PCA using (L1,L2, COS, Mah, L1+Mah,L2+Mah, COS+Mah)

we have used the Yale face database.

The experiments are carried out on the ORL face database to compare nine methods namely PCA
using (L1, L2, COS, Mah, L2+Mah, and COS+Mah distances), DWT, SVD, and DCT methods. We
have found that the DWT method gives the best recognition rate of 93% compared with other
methods. and PCA using COS gives the best rate of 92% compared with PCA using L1, L2, Mah,
L2+Mah, and COS+Mah methods.

Many experiments are carried out on the FEI face database:

In the first experiment, we have compared between PCA and FLD (PCA-LDA) methods. In order to
see the effect of the number of sample per class on the system performance, we have used three, five,
and six samples per class. We have found that the system performance increases as the number of

samples per class increases. We have found also that PCA outperforms FLD in the three cases.

In the second experiment, we have done a comparison between FLD (PCA-LDA) and DWT-LDA
methods. We have found that DWT-LDA performs better than FLD (PCA-LDA) since it has the
lowest EER of 19%.

2]
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In the third experiment, we have compared between SVD and DWT-SVD methods to show the effect
of applying DWT before SVD. The comparison was performed between them in terms of EER. The

EER rate is reduced by 2%, so the wavelet decomposition has improved the system performance.

In the fourth experiment, WPD-PCA and PCA methods were compared. In WPD-PCA, the fusion
was done at feature level and at decision level; and at decision level two rules (maximum and mean
rules) have been used. We have found that WPD-PCA method using maximum decision fusion gives
the best result since it has the lowest EER of 14%.

In the fifth experiment, two set of experiments are carried on to identify the accuracy of our
algorithm (YCbCr-WPD-PCA). In the first experiment, we tested the recognition rate of PCA, DWT,
DWT-PCA and YCbCr-WPD-PCA for one sample, three and six samples per class in the training
set. We have seen that the recognition rates increase as we increase the numbers of samples per class.
Our method outperforms other methods; it reaches recognition rates of 82.50%, 86.87%, and 93.12%
with one sample, three and six samples per class respectively. In the second experiment, we compare
five methods (PCA, DWT, DWT-PCA, WPD-PCA using feature fusion, and WPD-PCA using
decision fusion) with our proposed method in terms of Equal Error Rate (EER). YCbCr-WPD-PCA
method, achieved an equal error rate of 10%; this is the lowest EER. So our method gives significant

performance compared to other methods.

In The last experiment, we have compared each fusion method separately using minimum,
maximum, mean, and product rules. We have found that PCA+FLD using mean rule, PCA+SVD
using product rule, PCA+DWT using product rule PCA+DCT using mean and product rules,
FLD+SVD using product rule, FLD+DCT using minimum, product and mean rules, FLD+DWT
using product rule, SVD+DCT using mean rule, SVD+DWT using mean rule, and DCT+DWT using
product rule give the best result since they reach the lowest EER of 18% , 16%, 13%; 16%, 29%
26% 18% 21% , 15%, and 16% respectively, so, PCA+DWT using product rule outperforms the
other methods. From the table 111.7 we have concluded that in minimum rule DCT+DWT method
gave the best result with lowest EER of 18%, in maximum rule PCA+DCT method gave the lowest
EER of 17% ,in mean rule PCA+DWT method gave the lowest EER of 14%, and in product rule
PCA+DWT method gave the lowest EER of 13%.

In the next chapter, we will present an overview of graphical user interface developed.
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Graphical User Interface
(GUID)

1VV.1.Introduction:

This chapter deals with the used software in our experiments that are carried out through the use of
a laptop (dual CPU T2330 1.4 GHz and 2GB memory) and the MATLAB language as tool of
development.
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IV.2: Application:
Our application consists of many graphical interfaces. Each interface contains buttons and menus.

The main interface is given in figure IV.1.

. Presentation of bicmetric system: face recognition Qlﬂu

File Edit ‘Wiew Insert Tools Desktop Window Help

Figure IV.1: Main interface.

In order to go to the next interface, it is required to press the push button "Next >>". This interface
(figure 1V.2) contains the methods of face recognition. The methods are divided into three
categories: simple methods, cascade methods, fusion methods, and proposed method. In the simple
methods, we have five methods namely PCA, FLD, SVD, DCT and, DWT. In the cascade methods,
we have four methods DWT-PCA, WPD-PCA, DWT-SVD, and finally DWT-FLD. To show the
fusion methods or the proposed method interfaces, press the push buttons "*fused methods' or

"YCbCr-WPD-PCA" respectively.
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,
B ropioniormss

Sirnple Methods —— C s Fuzion Methods e——

—

Proposed Metho e—

—

—

Figure 1V.2: Face recognition methods interface.

1VV.2.1.Face recognition using PCA:
After pressing the push button "PCA" the interface of figure IV.3 will appear.

—
-
. Presentation Of Face Recognition using eigen‘l'acesl ‘

Test of eigenfaces method —— — File Managerment

Displaying Figures

| e |
||7 The Training St~
The Training Set
The mean image
I The Carricatures
The Eigenvalues

I

Figure IV.3: The main interface of face recognition using Eigenfaces.
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To show the training set, the mean image, caricatures or eignvalues select from the popup menu one

of the items and then press the push button "show". The results are given in figure IV.4, figure IV.5,
figure IV.6, and figure IV.7 respectively.

- Presentation Of Face Recognition using eigenfaces

B Training Set

- —

Figure 1V.4: The training set.

- Presentation Of Face Recognition using eigenfaces = | = X4

Test of eigenfaces method File Management

B Mean Image Of The Training Set

F¥(mean image)

Figure IV.5: Mean image in PCA method.
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-
. Caricatures of the training set

- Presentation Of Face Recognition using eigenfaces

Caricatures

14

12+

Figure IV.7: Eigenvalues in PCA method.
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To show the effect of the number of eigenfaces selected for reconstructing the images, select the
number of eigenfaces which must be a number between 1 to M where M is the total number of
images and then press the push button "Reconstructed images". To show the rebuilt error and
eigenfaces press the push button "rebuilt error images"” and "Eigenfaces" respectively. We have

seen that the rebuilt error decreases as the number of eigenfaces increases.

. Presentation Of Face Recognition using eigenfaces

. Reconstructed Images Of The Training Set

. Rebult Error Images Cf The Training Set

200856016 7.5209e-016 10821e-015 7.549e-016 8.8134e-016 09.3884e-016 1.0857e-015

7.1471e-016 1.0264e-015 9.1613e-016 9.6958e-016 6.9534e-016 1.2141e-015 7.5876e-016

1.3299e-015 7.9158e-016 7.3748e-016 7.8816e-016 B.1279e-016 1.0584e-015 1.1787e-015

Figure IV.9: Rebuilt error images with N=39.
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J. Presentation Of Face Recognition using eigenfaces =8| %

. Reconstructed Images Of The Training Set

est of eigenfaces method————— — File Management

Figure 1V.10: Reconstructed images with N=15.

I. Presentation Of Face Recognition using eigenfaces =|E] &

r
. Rebult Error Images Of The Training Set

011725 0.16685 0.16128 0.17629 0.13415
= :st of eigenfaces method ——— File Management:

. | e L
012191 0.16097 012614 0.099952 0.1463

014017 0.1557 01445 0.13808 012535 0.1553

0.17825 0.16625 0.1506 0.089418 0.17623 0.17961 0.13705

0.11206 014171 0.1858

Figure 1V.11: Rebuilt error images with N=15.

To test the system, press the push button "Test the system”, it will appear a new window (figure
IV.12). Seven similarity measures are used: city block, euclidean, mahalanobis, COS,
L1+mahalanobis, L2+mahalanobis, and COS +mahalanobis; select one of them, then press the
push button “select”, it will appear a prompt window, select an image and then press the push
button "search” to do the test. If you want to show the different similarity measures press the push

button "show". The results are given in the figures bellow.
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B Test OF PCA Using Different Similarity Measure [E= R

(o | [emm ] [[am | [ em ]

Similarity Mesures,

Figure 1V.12: Test of PCA using different similarity measure Interface.

o
- PCA Using Euclidean Distance (== = ‘

- Select an Image For Face Recognition

Regarder dans : I |, TestDatabase j - £ E
MNom Date de la prise de vue Mots-clés Taille
Lpgm 2.pgm
Fichier PGM Fichier PGM
10,0 Ko 10,0 Ko
i 3.pgm i

Fichier PGM
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4.pgm
Fichier PGM
10,0 Ko

[ LS -

Nom du fichier : I

Types de fichiers : Ilmage Files (*bmp,*tf *tff," jpg," jpeq,”.af,” pgm) LI

Figure 1V.13: Select window.




Application Chapter IV

.
- PCA Using Euclidean Distance @Elg

Similarity Mesures.

Figure 1V.14: Selected image in PCA method.

r 3
. PCA Using Euclidean Distance I.‘:' E] & I

B DataBase Information

The nearest face present in D ataBaze which matchs input face iz -1 PGM
with a minimum Euclidean distance of :3435.3729 and the Threshold nilarity
=4086.7402 i

Figure 1V.15: Result of test in PCA method.
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- PCA Using Euclidean Distance EM“
[ . The Similarity Measure Of Eigenfaces Method
Euclidean Distance Of Input Face
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Figure 1V.16: Euclidean distance of the test image.
(B PCA Using Cityblock Distance (=[=] = )
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Figure 1V.17: City block distance of the test image.
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B PCA Using Mahalanabis Distance =|E] %

- The Similarity Measure Of Eigenfaces Method =HEC)

Mahalanobis Distance Of Input Face
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Figure 1V.18: Mahalanobis distance of the test image.

P
- The Similarity Measure Of Eigenfaces Method
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Figure 1V.19: Cosine distance of test image.
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r- PCA Using L1+Mahalanobis Distance IEIEAP
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L1+Mahalanobis Distance Of Input Face
16 T T T T T
o]
14+ B
< T o
ol
£ 12t o 9FT 9T
E— o}
= o]
L o] [ i
g 10 o =T|F
= 7l eof
Z 4 o) I 4
=
=
S gl .
=
©
=
= 4r B
T
O
2 [eaol- scb )
OT Mafk=f-1g3035341 5049
0 5 10 15 20 25 30 35 40
Training Set
Figure 1V.20: L1+mahalanobis distance of test image.
r- PCA Using L2+Mahalanobis Distance IEMP
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Figure IV.21: L2+mahalanobis distance of the test image.
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[ . PCA Using Cos+Mahalanobis Distance =|E] ® ]
[ B The Similarity Measure Of Eigenfaces Method E=HEEE
w10° Cos+Mahalanobis Distance Of Input Face
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Figure 1V.22: Cos + mahalanobis distance of the test image.

To quit the system press the push button "Exit™ it will appear a message box, for the confirmation

to exit the application.

. Presentation Of Face Recognition using eigenfaces.

. Close Presentation Of Face Recognition using eigenfa...

@ Cloze Presentation Of Face Recognition using eigenfaces?

Figure 1V.23: Exit window.




Application Chapter IV
IVV.2.2.Face recognition using FLD:
After pressing the push button "FLD" the interface (figure 1V.24) will appear.
Face Recognition using Fisherfaces |LI&J ]
Display ‘ BRemove an image from Database
e N S j AedanimseE Train Database
Test Database
<<Back ‘ Help ‘ Exit ‘
Figure 1V.24: Face recognition using FLD interface.
= P

Face Recognition using Fisherfaces

The Plot of the eigenvalues
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0
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Remove an image from Datahase

The Eigenvalues

Add an image to:
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i

Test Database

<<Back

Help

‘ Exit |
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Figure 1V.25: Eigenvalues in FLD method.
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(== = )

- Face Recognition using Fisherfaces

- Fisherfaces

Fisherfaces

Figure 1V.26: Fisherfaces.

- Face Recognition using Fisherfaces |EIM|

- DataBase Information

The nearest face present in Datallase which matchs input face iz :8.PGM
with a minimum distance of (436 and the Threshold FLD =972

Figure IV.27: Result of the test in FLD method.




Application

Chapter IV

Face Recognition using Fisherfaces

Weight of Input Face =

150
100

Weight of Input Face

Remove an image from Database

I

A o] -

Add an image to:
Train Datahase
Test Database

[P

<<Back

Help

‘ Exit |

Figure 1V.28: Weight of test image in FLD method.

1VV.2.3.Face recognition using SVD interface:

After pressing the push button "SVD" the interface in figure (1V.29) will appear.

To do the test you follow the same steps as before. To see the euclidean distance and the SVD

component press the push button "show".

Face Recognition Using Singular Value Decomposition

Exit
Back << Help

Select

EEn
=N
==l
==l

Clear

Search

Show

Figure 1V.29: Face recognition using SVD interface.
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Face Recognition Using Singular Value Decomposition

= % |

DataBase Information

&

The nearest face present in DataE aze which matchs input face iz :3.PGM
with a mikimum distance of 1322 and the Threshald_SWD =3562

Select

SVD Component of Input Face & Eucludean distance

Euclidean Distance Amplitude

15000

10000

5000

Search
Exit Show
Back << Help Clear
Figure 1V.30: Result of the test in SVD method.
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Figure 1V.31: Euclidean distance and SVD component.
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IVV.2.4.Face recognition using DCT interface:

After pressing the push button "DCT" the interface in figure (1\VV.32) will appear. To do the test you
follow the same steps as before. If you want to see the Euclidean distance and the DCT component
press the push button "show". The results are given in the figures bellow.

- Face Recognition Using Discrete Cosine Transform (DCT) E@Ig

=

I—
-]

Figure 1V.32: Face recognition using DCT interface.

- Face Recognition Using Discrete Cosine Transform (DCT) |EIEIA|

B DataBase Information

The nearest face present in DataB ase which matchs input face is (5.PGM
with a minimurn distance of :1.9057 and the Threshold_DCT =10.9647

Figure 1V.33: Result of the test in SVD method.




Application

Chapter IV

Face Recognition Using Discrete Cosine Transform (DCT) =

L

The Euclidean Distance and DCT component

Euclidean Distance Of Input Face

Euclidean Distance Amplitude

Training Set
2-D DCT Of Input Face [80 80]

2D DCT Of Input Face [160 160] - D
: Y
—

lear Show

2-D DCT Of Input Face [40 40]

i

AT
— ik

Exit

Figure 1V.34: Euclidean distance and DCT component.

1VV.2.5.Face recognition using DWT interface:

After pressing the push button "DWT" the interface bellow (figure IV.35) will appear.

Face Recognition Using Wavelet Decomposition

l= — &3 =

Decomposition Level| 0

WDT of Training Set |

Training Set ‘

Euclidean Distance ‘

Wavelet Decomposition

Wavelet Reconstruction

<<Back ‘ Help

Exit ‘

Figure 1V.35: Face recognition using DWT interface.
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f B’
- Face Recognition Using Wavelet Decomposition |E|M|

- DataBase Information

The nearest face present in DataBase which matchs input face is :1.PGM
with a minimum distance of :33 and the Threshold_Dw'T =83

Figure IV.36: Result of the test in DWT method.

- Face Recognition Using Wavelet Decomposition |EIE|£|

- The Euclidean Distance Of Input Image
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Figure IV.37: Euclidean distance of test image in DWT method.

DIFTEI



Application

Face Recognition Using Wavelet Decomposition

= 28

Wavelet Decompesition Of Input Image =

20 40 60

Original Image

20 40 60 80 100 120

Wavelet Decomposition at Level 3

100 |
120

80 100 120

20 40 60 80

100 120

Clear

Euclidean Distance ‘

Wavelet Decomposition

Wavelet Reconstruction

Exit

Chapter IV

Figure 1V.38: Wavelet decomposition of input image at level 1, 2 and 3 in DWT method.

Reconstruction image A0

| |

Approximation A1

L3
A

Approximation A2

Haorizontal Detail H2 Vertical Detail W2 Diagonal Detail D2

Haorizontal Detail H3 Vertical Detail V3 Diagonal Detail D3

Euclidean Distance ‘

Wavelet Decomposition

Wavelet Beconstruction

Exit

Face Recognition Using Wavelet Decompaosition l=|E] &
Wavelet Reconstruction Of Input Image E=RECH X
— _—
o s TR N 4

original image !

o —— |
- A r,_."'r

Horizontal Detail H1 Vertical Detail V1 Diagonal Detail D1 Clear

Figure 1V.39: Wavelet reconstruction of input image in DWT method.
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To show the wavelet decomposition of training set, select first the decomposition level and then

press the push button "WDT of training set".

Face Recognition Using Wavelet Decomposition =

Wavelet Decomposition | (S [ S

1 Wavelet Decomposition at Level 1

Select

Decomposition Level| 1

WDT of Training Set ‘

Training Set

<<Back _L

Figure IV.40: DWT at level 1.

u Face Recognition Using Wavelet Decomposition ‘Li‘

[=E—)

Wavelet Decomposition

Wavelet Decomposition at Level 2

Decomposition Level| 2

WDT of Training Set ’

Training Set

<<Back

Figure IV.41: DWT at level 2.
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IVV.2.6.Face recognition using PWD and PCA interface:
After pressing the push button "PWD-PCA" the interface bellow will appear

B Face Recognition using WPD_PCA = |

Eigfaces/Caricature Level Training Set
+ Feature Fusion 0

Mean Images

" Decision Fusion using Max Eigenfaces
" Decision Fusion using Mean Eigenvalues

Caricatures

WPD of Training Set
<<Back Help Exit

Figure 1V.42: face recognition using PWD-PCA interface.
To test the system, select one of the methods proposed: "Feature Fusion”, "Decision Fusion using
Max", or "Decision Fusion using Mean". By pressing the push button "Select”, it will appear a
prompt window. Then, you can select an image from the Test database. To see if the selected
image belongs to the database or not press the push button "Search™; the selected image is
compared against the images stored in the database and the system will return the image that
minimize the euclidian distance. To show the euclidean distance and DWT at level 1and 2 press the

push button "Show". The figures are given bellow.
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rn Features Fusion of WPD and PCA |EIM|1
n DataBase Information
The nearest face prezent in Datab aze which matchs input face iz :1.PGM
with & minimum distance of :22 and the Threzhold WFPDPCA =32
Figure 1V.43: Result of the test of WPD-PCA method using features fusion.
n Features Fusion of WPD and PCA |EIM"

n The Euclidean Distance & WPD at different level Of Input Image

Euclidean Distance Amplitude

Euclidean Distance Of Input Face Original Image

40
30 P Ll =
20| L - i,

0

0 10 20 30 40
Training Set

Wavelet Packet Decomposition at levell Wavelet Packet Decomposition at level2

1ying Figures

Figure 1V.44: Euclidean distance and WPD of test image at level 1 and 2.
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To show the mean images of the 16 subspaces press the push button "Mean Images™.

n Features Fusion of WPD and PCA
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Figure 1V.45: Mean images in PWD-PCA method.

To show the eigenvalues of the 16 subspaces press the push button "Eigenvalues".

B Features Fusion of WPD and PCA
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Figure 1V.46: Eigenvalues in PWD-PCA method.
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To show the wavelet packet decomposition of training set press the button "WPD of training set".

Features Fusion of WPD and PCA (= %
e -t
k. Mg
The Wavelet Packet Decomposition of The Training Set {h §-|
LT o
Clear
Training Set

Mean Images

Eigenvalues

WPD of Training Set

i
m

Figure IV.47: WPD at level 2 of training set.

1V.2.7.The proposed method (YCbCr-WPD-PCA) interface:

The interface of YCbCr-WPD-PCA method is given in figure 1V.48. To test the system, press the
push button "Select”, it will appear a prompt window then select an image from the Testdatabase.
To see if the selected image belongs to the database or not press the push button "Search™. To show
the euclidean distance of Y, Ch, and Cr subspaces press the push button "Show". To show the Y,
Cb, and Cr, components of the training set press the push buttons, "Y_component”,
"Cb_component”, and "Cr_component" respectively. To show the Mean images of Y, Cb, and Cr,
subspaces press the push buttons "Y_Mean images”, "Cb_Mean images"”, and "Cr_Mean images"
respectively. To see the eigenvalues of Y, Ch, and Cr Cb subspaces press the push buttons

"Y _eigenvalues”, "Cb_eigenvalues”, and "Cb_eigenvalues" respectively.
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To show eigenfaces or caricatures of Y, Cr, and Cr subspaces select first the node which is a

number between land 16 and then press the push button ™Y or Cb or Cr _Eigenfaces"” or "Y or Cb

or Cr_Caricatures.

Face recognition using WPD and PCA in YCbCr color space

¥_Component

¥y WPD

y_Mean Images

¥_Figenvalues

y¥_Eigfaces/Caricature Level

o

y_Eigenfaces

y_Caricatures

ch_Component

ch_WPD

ch_Mean Images

ch_Eigenvalues

cb_Eigfaces/Caricature Level

o

ch_FEigenfaces

ch_Caricatures

cr_Component

cr_WpPD

cr_Mean Images

cr_Eigenvalues

cr_Eigfaces/Caricature Level

o

cr_Figenfaces

cr_Caricatures

<<Back

Help

Exit

Figure 1V.48: YCbCr-WPD-PCA method interface.
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T

u Face recognition using WPD and PCA in YCbCr color space | == R

B DataBase Information

The nearest face present in DataB ase which matchs input face is :2.jpg
with a minimum distance of :9 and the ycberThreshold_WPDPCA =13

u The Euclidean Distance Of Input Image
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Figure 1V.50: Euclidean distances of the input image in YCbCr-WPD-PCA method.
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- cb Component of Training Set
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[ - Face recognition using WPD and PCA in YCbCr color space |Ml
- Y Component of Training Set
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Figure 1V.52: Cb component of the training set.
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== = |

- Face recognition using WPD and PCA in YCbCr color space

B cr Component of Training Set

Displaying figures

Figure 1V.53: Cr component of the training set.

- Face recognition using WPD and PCA in YCbCr coler space |EIEIL|

Figure 1V.54: Mean images of Y subspace.
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- Face recognition using WPD and PCA in YCbCr color space |EIEIA|

- cb_Mean Image Of The Training Set lilglg

1 w2 w3 P4

Figure 1V.55: Mean images of Cb subspace.

| I
n Face recognition using WPD and PCA in ¥CbCr color space EIM
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Figure 1V.56: Mean images of Cr subspace.
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u Face recognition using WPD and PCA in YCbCr color space
u ¥_Eigenvalues @M
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Figure IV.57: Eigenvalues of Y subspace.
n Face recognition using WPD and PCA in YCbCr color space |EIM|
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Figure 1V.58: Eigenvalues of Cbh subspace.
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- Face recognition using WPD and PCA in YCbCr color space |EIM|
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Figure 1V.59: Eigenvalues of Cr subspace.
ru Face recognition using WPD and PCA in YCbCr color space |EIM|

u ¥_Eigenfaces ofThe Training Set | = = P _|1
Y-Eigenfaces of node 2-0

= ey

Figure 1V.60: Eigenfaces of Y subspace of node 2_0.
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- Face recognition using WPD and PCA in YCbCr color space |EIEIA|

- cb_Eigenfaces ofThe Training Set

ch-Eigenfaces of node 2-0

B cr_Eigenfaces ofThe Training Set

cr-Eigenfaces of node 2-0

Displaying figures

Figure IV.62: Eigenfaces of Cr subspace of node 2_0.
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1VV.2.8.Face recognition using fusion methods interface:

After pressing the push button "DWT_SVD" the interface in figure 1V.63 will appear. To test the
system; select one of the fusion methods: "PCA+FLD", "PCA+SVD", "PCA+DCT", "PCA+DWT",
"FLD+SVD", "FLD+DCT", "FLD+DWT", "SVD+DCT", "SVD+DWT", "DCT+DWT",
"PCA+FLD+SVD", "PCA+FLD+DCT", "PCA+FLD+DWT", "PCA+SVD+DCT",
"PCA+SVD+DWT", "FLD+SVD+DCT", "FLD+SVD+DWT", "FLD+DCT+DWT",
"SVD+DCT+DWT" and one of the fusion techniques : maximum, minimum, mean and product.
Then, press the push button "select”, it will appear a prompt window, select an image and then press
the push button "search” to do the test. If you want to see the euclidean distance press the push

button "show". The results are given in the figures bellow.

Face Recognition Using Fusion |L|i-J

&+ PCA+FLD " PCA+FLD+SVD
T PCA+5YD " PCA+FLD+DCT
I PCA+DCT " PCA+FLD+DWT
T PCA+DWT ' PCA+SYD+DCT = Fusion using Minimum
T FLD+SYD  PCA+SYD+DWT " Fusion using Maximum
T FLD+DCT " PCA+DCT+DWT " Fusion using Mean
T FLD+DWT " FLD+SYD+DCT " Fusion using Product
T SYD+DCT T FLD+SYD+DWT
1 SYD+DWT  FLD+DCT+DWT
I DCT+DWT " SVD+DCT+DWT
=< Back Help Exit

Figure 1V.63: Face recognition using fusion interface.
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Fusion Of PCA and 5VD Using Minimum Rule
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The nearest face present in DataBase which matchs input face is :1.PGM
with a minimum distance of :421 and the the Threshold PCA+SYD Min =486
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<<Back ‘ Help ‘ Exit ‘

Figure 1V.64: Result of the test of PCA+SVD using minimum.
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Fusion Of PCA and FLD and SVD Using Minimum Rule
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Figure 1V.66: Result of the test of PCA+FLD+SVD using minimum.
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To quit the system press the push button "Exit" it will appear a message boxe, for the confirmation to exit
the application.
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Figure 1V.68: Exit window.

1VV.3.Conclusion:

Details of the implemented face recognition methods were given in this chapter. The method are
divided into three categories simple methods, cascade methods and fusion methods plus the
proposed method which is face recognition using wavelet packet decomposition (WPD) and
principle component analysis (PCA) in YCbCr color space YCbCr-WPD-PCA method.
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1. Conclusion:

Biometric systems are going to get more and more common in everyday applications due to
the fact that new technologies are rapidly developing, they are widely used to overcome the
traditional methods of authentication. Face recognition is a biometric method which has in recent
years become more relevant and needed. Face recognition is difficult because there are lots of
factors that distort the face images of a person such as illumination, pose, facial expression, camera
distortion, and so on. Several face recognition algorithms were introduced. The new algorithms
promised to have better recognition rate. The goal for researchers was to try to implement
recognition algorithms that are more accurate in terms of face identification. In this thesis, we have
implemented some of the popular face recognition methods which are PCA, FLD, SVD, DCT, and
DWT. We have applied DWT and WPD as preprocessing step for PCA, also DWT for FLD and
SVD to improve their performances. We have proposed a method that uses color information; we
have chosen an approach takes into consideration the intensity information as well as the chromatic
information. The proposed method combined between principal component analyses (PCA),

wavelet packet decomposition (WPD), and YCbCr color space.

We have introduced as well as the multibiometric system since unibiometric systems fail in
some cases. We have utilized multi-algorithm systems that consolidate the output of multiple
feature extraction algorithms at score levels. We have used the fusion of two types and three types
of feature vectors using four fusion rules minimum, maximum, mean, and product. All of our
experiments are programmed in the MATLAB language. We have developed a graphical user
interface (GUI) for testing the algorithms implemented. Experiments were carried out using three
databases: ORL, Yale, and FEI face databases.

To evaluate the effect of different facial details (glasses, and no glasses), different facial
expressions (happy, sleepy, sad, surprised, and winking), different illumination (left light, center
light, and right light) on the system performance of PCA, seven similarity measures are used (L1,
L2, COS, Mah, L1+Mah, L2+Mah, COS+Mah) and the experiments are carried out on the Yale

face database.

We have compared nine methods using the ORL face database. The methods are PCA using
(L1, L2, COS, Mah, L2+Mah, and COS+Mah distances), DWT, SVD, and DCT. We have found
that the DWT method gives the best recognition rate of 93% compared with other methods. and
PCA using COS gives the best rate of 92% compared with PCA using L1, L2, Mah, L2+Mah, and
COS+Mah methods.
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Many experiments were carried out on the FEI face database:
v

We have compared PCA and FLD methods for different sample per class (three, five, and six
samples per class). We have found that the system performance increases as the number of
samples per class increases. We have found also that PCA outperforms FLD in the three cases
tested.

To solve the small sample size (SSS) problem of LDA, we have applied PCA as a pre-
processing step prior performing LDA. We have also used another approach that uses the
discrete wavelet decomposition (DWT) before performing LDA (DWT-LDA). We have
compared the two methods FLD (PCA-LDA) and DWT-LDA. We have found that DWT-LDA
performs better than FLD (PCA-LDA) since it has the lowest EER of 19%.

To see the effect of performing DWT before SVD we have compared between SVD and DWT -
SVD methods. The EER rate is reduced by 2%; we have concluded that the wavelet
decomposition has improved the system performance.

We have compared between WPD-PCA using different fusion and PCA methods. In WPD-
PCA, the fusion was done at feature level and at decision level. In the decision level two rules
have been used maximum and mean rules. We have found that WPD-PCA method using
maximum decision fusion gives the best result since it has the lowest EER of 14%.

To identify the accuracy of our proposed algorithm (YCbCr-WPD-PCA). A comparison was
performed with other methods (PCA, DWT, and DWT-PCA) using one sample, three and six
samples per class in the training set in terms of recognition rates. We have found that the
recognition rates increase as we increase the numbers of samples per class, and our method
outperforms other methods; it reaches recognition rates of 82.50%, 86.87%, and 93.12% with
one sample, three and six samples per class respectively. Another comparison was performed in
terms of Equal Error Rate (EER) between our method and (PCA, DWT, DWT-PCA, WPD-PCA
using feature fusion, and WPD-PCA using decision fusion). Our method achieved the lowest
EER of 10%. So, our method gives significant performance compared to other methods.

Each fusion method is compared separately using minimum, maximum, mean, and product
rules. we found that PCA+FLD using mean rule, PCA+SVD using product rule, PCA+DWT
using product rule PCA+DCT using mean and product rules, FLD+SVD using product rule,
FLD+DCT using minimum, product and mean rules, FLD+DWT using product rule,
SVD+DCT using mean rule, SVD+DWT using mean rule, and DCT+DWT using product rule
give the best result since they have the lowest EER of 18% , 16%, 13%; 16%, 29% 26% 18%
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21% , 15%, and 16% respectively, so, PCA+DWT using product rule outperforms the other

methods.

2.Perspectives:

Some perspectives that may help extend the work in this thesis are:

v

In this thesis we have chosen the face as biometrics, we propose to see other biometrics such as
iris, retina, fingerprint etc.

The current face recognition systems take the face images for testing from files of an existing
photograph. We suggest implementing a system that identifies the persons automatically after
capturing its image with the camera.

In the systems implemented the recognition was done without detection of the face. We suggest
adding the detection part to obtain a more robust system.

The methods implemented in this study are for still images we can use video instead.

In the proposed method, we have used the YCbCr color space. We suggest using other color
spaces and doing a comparison between them in order to choose the best one. We have also
used PCA as dimensionality reduction technique we can try other techniques such as SVD or
FLD.

In the multibiometric system, we have utilized multi-algorithm systems that consolidate the
output of multiple feature extraction algorithms at score levels. The multibiometric system relies
on the evidence presented by multiple sources of biometric information. There are six categories
based on the nature of these sources: multi-sensor, multi-algorithm, multi instance, multi-
sample, multimodal and hybrid. So, we can choose one of them instead of multi-algorithm
systems that we have used. The fusion can be done at different levels based on the type of
information available in a certain module. This includes fusion at the sensor, fusion at the
feature levels, fusion at the match score, rank and decision levels. In this thesis we have used the
fusion at decision level we suggest to integrate other fusion levels.

Integrate face recognition to video surveillance. It is becoming more and more essential
nowadays as society relies on video surveillance to improve security and safety.

To improve the effectiveness of traditional face recognition systems working on 2D still images.
We propose to use 3D face models since the availability of three dimensional (3D) data

increased.
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