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!ōǎǘǊŀŎǘ 

Digital transformation in Algeria is now a must to keep up with the fast-changing world; and 

universities are expected to lead this transformation. However, many procedures in the 

Algerian universities are done in the traditional way, including the registration of students, 

display of grades, and sharing of important news. This leads to less efficiency for the 

university and a degrading in students' performance and mental health. The aim of this 

work is to create a system in order to make the interaction between the university and the 

student more efficient and convenient for both. The project includes the creation of a cross 

platform mobile application with few features; It allows the administration to share 

important news easily without resorting to other platforms, gives the students the ability to 

receive their grades privately, provide a tool to manage their tasks, and allow them to share 

posts to inform their colleagues of something or ask for help. The application is supposed to 

be managed by the university, and the used students' data is acquired when the 

administration registers the new student. This is possible because we have created a server 

where we implemented API endpoints that receive requests from a client to manipulate 

data that is stored in a cloud database. The server is hosted on the cloud to make it more 

accessible, and images are stored in a cloud object storing service. This implementation 

makes the students' information easier to control, which is convenient. An early version of 

the user-friendly application was released before making all the features and received 

positive results from the students whom we showed it to. Finally, after adding the main 

features we described the app is ready to be tested with a bigger database in our institute. 

 

Keywords: Digital transformation, mobile application, clouŘ ǎŜǊǾŜǊΣ ǎǘǳŘŜƴǘǎΩ ŘŀǘŀōŀǎŜ 
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DŜƴŜǊŀƭ LƴǘǊƻŘǳŎǘƛƻƴ 

Digital Transformation is an ongoing process that leverages technologies, data and innovation 

to be applied on different levels in order to have an economic growth or improve people's 

social lives. This is done by providing digital services for individuals and organizations to 

improve productivity, provide convenient access to private services, protect people's privacy, 

and avoid corruption.[1] 

In Algeria, the new government has made digitalization as one of its main goals in addition to 

supporting startups by the establishment of deputy ministries and preparation of related 

legislations. That being the case, universities are expected to take the lead in this process. 

Currently, many procedures are done in the traditional way, including the registration of 

students, display of grades, and share of important news (Taking IGEE as an example). 

 Parts of the registration process are considered redundant and can be replaced by a digital 

procedure, to gain time and convenience. And posting the grades publicly can lead to toxic 

comparison between students making their student life more stressful. 

 News sharing is mostly done using the website, physical papers, or social media platforms as 

a more effective way. Students usually try to communicate with each other and with the 

administration via Facebook as an example, and as the platform uses persuasive design 

techniques to keep its users, the use of Facebook for a small task often keeps the students 

ǳǎƛƴƎ ƛǘ ŦƻǊ ǿŀȅ ƭƻƴƎŜǊ ǘƘŀƴ ƛǎ ƴŜŎŜǎǎŀǊȅΦ tŜǊǎǳŀǎƛǾŜ ŘŜǎƛƎƴ ƳŜŀƴǎ άŎƻƳǇǳǘŜǊƛȊŜŘ ǎƻŦǘǿŀǊŜ 

or information systems designed to reinforce, change or shape attitudes or behaviors or both 

ǿƛǘƘƻǳǘ ǳǎƛƴƎ ŎƻŜǊŎƛƻƴ ƻǊ ŘŜŎŜǇǘƛƻƴέ ώhƛƴŀǎ-Kukkonen and Harjumaa 2008].[2] Although it is 

claimed that no deception is used social media can affect students' sense of belonging, 

psychosocial well-being, and identity development according to Allen, Ryan, Gray, McInerney, 

& Waters in a research paper published in 2014[3]. This study and other studies have been 

carried out to determine the effects of social media on students' cognitive development as 

well proving that more use of social media negatively predicted academic performance.[4] 

For these reasons our project tries to find solutions to these issues to increase student's 

performance and wellbeing, make the registration process more convenient, and avoid the 

previously stated issues. By creating a database that holds students' data in a secure way 

available to be used by the administration with an API. In addition to a mobile app for 

academic news sharing and other features for the users such as receiving their grades 
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privately and tools to manage their time. The app will make the use of social media for the 

previously stated reasons unnecessary, and although we will try to make use of persuasive 

design techniques later, it will be in contrast to Facebook used to make the students more 

motivated by encouraging collaborations and using some reward for example. 

The report is organized as follows: 

ω /ƘŀǇǘŜǊ мΥ /ƻƳǇǊƛǎŜǎ ŀ theoretical background on mobile app development with Flutter, 

Backend development, and the different used tools 

ω /ƘŀǇǘŜǊ нΥ 5ŜǎŎǊƛōŜǎ ǘƘŜ design of the project from both a frontend and backend 

perspectives with the implementation steps. 

ω /ƘŀǇǘŜǊ оΥ /ƻƴǘŀƛƴǎ ǘƘŜ testing and results that we got from the implementation. 

Finally, the report is ended with a general conclusion. 
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1 Chapter1 

1.1 Introduction 

The use of mobile applications is growing year by year and along with the need for better 

mobile app development tools. Different companies came up with various solutions, including 

Google in May 2017 by releasing Flutter. 

 This chapter will present more details about Flutter, the tools used with it, as well as the 

backend that has been made for the project. 

1.2 Concepts 

1.2.1 Mobile App Development 

Mobile app development is the of developing a mobile apps for mobile devices. These apps 

are considered a software application and are designed to run on mobile devices, such as a 

smartphones or tablet computers.[5] 

Frontend:  

mobile user interface (UI) design is part of the app development process. The design takes 

few things into consideration, such as constraints, contexts, and inputs from the user. The 

interaction between the user and the app system is done as inputs from the to manipulate 

the system, and outputs from the device to indicate the effects of the users' manipulation.[5] 

 

1.2.2 Asynchronous Programming 

An asynchronous computation is a computation that needs to wait for something external to 

the program which takes time such as querying a database. The asynchronous computation 

immediately returns a Future instead of blocking the code process until the result is available, 

The Future will eventually be a value when it is complete. 

Future<T> class 

In dart, you can make a function asynchronous which produces a future by adding the async 

keyword. The await operation can then be used to delay execution of it until another 

asynchronous computation is complete. [6] 
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1.2.3 State Management 

In frontend state management, the app or browser maintains the state of the program data. 

It reacts to changes from user interface features where sending the state is sent to the 

necessary destination in the app to perform the task as intended. [7]  

It can be said that state management for flutter consists of a set of design techniques and 

patterns used to increase the app performance by avoiding unnecessary rebuilds and passing 

data to different widgets in an efficient way.  

1.2.4 Backend development 

Backend development focuses on working on the server-side application. The backend is 

ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ ǘƘŜ άōŜƘƛƴŘ ǘƘŜ ǎŎŜƴŜǎέ ǿƘƛŎƘ Ŏƻƴǎƛǎǘǎ ƻŦ ǘƘƛƴƎǎ ǘƘŀǘ ǳǎŜǊǎ Ŏŀƴƴƻǘ ǎŜŜ ǎǳŎƘ ŀǎ 

servers and databases. It is the engine that powers up the client with data through Application 

Programming Interfaces (APIs), and it is where the application business logic resides. [8] 

1.2.5 Application programming interfaces (APIs) 

An application programming interface or an API is a way for two computers to talk to each 

other. Using an API is just like using a website in a web browser, but instead of clicking buttons 

and filling forms, some code needs to be written to explicitly request data from a server. [9] 

1.2.6 RESTful APIs 

REST stands for representational state transfer, which is an architectural style first introduced 

by Roy Fielding in his dissertation in 2000. For an API to be RESTful, it needs to comply with 

some guiding principles and constraints: Uniform interface, statelessness, layered system, 

cacheability, and code on demand. [10] 

A RESTful API organized data entities or resources into a bunch of unique uniform resource 

identifiers or URIs that differentiate different types of data resources on a server. A client can 

get data about a resource by making a request to that endpoint over HTTP. 

The request message has a very specific format. The start line contains the URI that is meant 

to be accessed, which is preceded by an HTTP verb or request method which signals what the 

client wants to do with the resource as shown below: 

Table 1.1 A table mapping each HTTP verb to its corresponding CRUD operation 

HTTP verb CRUD operation 

GET READ 
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POST CREATE 

PUT or PATCH UPDATE 

DELETE DELETE 

Such that: 

- A GET request means that the client wants to read the data 
- POST means the client wants to create a new resource 
- PUT/PATCH are for updating data 
- DELETE is for removing data 

Below the start line there are the headers which contain metadata about the request. 

Following the headers, there is the body which contains the data payload. The server will 

execute some code after receiving the request, usually interacting with the database, then 

the result will be formatted into a response message. The top of the message contains a status 

code to indicate to the client what have happened. After the status code there is the response 

headers which contain information about the server. These headers are followed by the 

response body which contains the data payload and is usually formatted in JSON. [11] 

An important part of this architecture is that it is stateless which means that the two parties 

ŘƻƴΩǘ ƴŜŜŘ ǘƻ ǎǘƻǊŜ ŀƴȅ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ŜŀŎƘ ƻǘƘŜǊ ŀƴŘ ŜǾŜǊȅ ǊŜǉǳŜǎǘ-response cycle is 

independent from all other communication, which leads to well-behaved, predictable, and 

reliable applications. 

1.2.7 HTTP status codes 

The status code is a three-digit code returned by the server in response to the client request. 

It indicates whether the server responded to the request successfully or if anything went 

wrong [12]. Some of the most encountered status codes are given down below: 

Table 1.2 A table showing the definitions for some popular status codes 

Status Code  Definition  

200  OK  

401  Unauthorized  

404  Not Found  

500  Internal Server Error  

Generally, the 200-level means that things went successfully, the 400-level means that the 

client did something wrong, and finally the 500-level is related to errors in the server. 
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1.2.8 Databases 

A database is a collection of data or information that is stored in a specific way for easy and 

quick access. Data is organized in tables in case of SQL databases, whereas in NoSQL 

databases, data is retrieved in collections. 

Almost every application relies heavily on databases to manage their data. Databases store a 

variety of data. Most common databases are relational databases and non-relational 

databases. 

Database management systems are software that handles the storage, retrieval and updating 

of data. The common two types are: non-relational databases (NoSQL) and relational 

databases (SQL). 

A relational database is collection of data that is organized in tables, where rows are for 

entries and columns are for fields. These tables may have some predefined relationships 

between them, which are simply some links established for easy access to related data points. 

This type of databases is suitable for managing large amounts of structured data. Some of the 

most commonly used relational databases are PostgreSQL and MySQL. [13] 

A non-relational database, commonly known as NoSQL database which stands for Not only 

SQL is a collection of information where data is stored in a non-tabular form like documents. 

These documents allow for storing different types of data in different formats such as nested 

objects and arrays. This type of databases is suitable for managing complex unstructured data, 

and data that is updated frequently because they tend to perform faster than the traditional 

relational databases. MongoDB and Redis are some popular options when considering 

working with NoSQL databases. [14] 

1.2.9 Security 

1.2.9.1 Hashing and salting 

Hashing is the process of passing a string into a hashing function in order to obtain another 

value called the hash. This hashing operation cannot be reversed, meaning we cannot go 

backward from the hash to the original string. However, if we pass in the same string again to 

the same hashing function, we will obtain the same hash. The only problem with hashing 

though is that people have started constructing hashing tables, which are a mapping of 

common passwords combinations and their hashed values [15].  Therefore, if someone 

manages to have access to some hashes, there is a chance of mapping those hashes to their 

corresponding passwords. This issue can be solved using salting, which is adding some 

randomly generated characters to the original password before hashing it. That way, it would 
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be nearly impossible to map the hashed value to its original value, especially if there have 

been many hashing rounds. 

1.2.9.2 JSON web tokens 

A JSON web token or JWT is an open standard used to share encoded JSON data between a 

client and a server. It belongs to the token-based authentication where the client sends their 

login credentials to the server, then the server generates a JSON web token using a private 

key and returns it back to the client where it is normally kept in local storage. In future 

requests the JWT will be added to the authorization header prefixed by bearer. The server 

then will only need to validate the signature, and decide upon that whether it responds to 

that request or not. However, JWTs can be hijacked by an attacker and used for unauthorized 

access, the reason why they are usual set to be valid for only a short period of time [16] [17]. 

1.2.9.3 Environment variables 

An environment variable is a name-value pair that is defined outside of a program, typically 

in a hidden file called .env that will not be uploaded to GitHub. It affects the way the program 

behaves and can be accessed from the process.env that gets loaded with the environment 

variables during runtime [18]. 

The main purpose of using environment variables is to keep some information secure such as 

API URLs and private keys. They can also be used to store the configuration data to limit the 

need for editing a deployed application when its configuration changes [19]. 

1.3 Frameworks 

1.3.1 Flutter 

1.3.1.1 Why Flutter 

For the last few years until now (2022) Flutter started to gain more and more attention from 

developers, mainly promoted by Google. One indication of this increasing popularity is 

Developer Survey 2019 of StackOverflow [20ϐ ǿƘŜǊŜ ƛǘ ǊŀƴƪŜŘ ǘƘƛǊŘ ƛƴ ǘƘŜ άaƻǎǘ [ƻǾŜŘ 

CǊŀƳŜǿƻǊƪǎΣ [ƛōǊŀǊƛŜǎΣ ŀƴŘ ¢ƻƻƭǎέ ǇǊŜŎŜŘŜŘ ƻƴƭȅ ōȅ .NET Core and Torch/PyTorch. Flutter also 

has a highly growing trend among questions created on the platform compared to its 

competitors such as react native (Figure 1.1). 
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Figure 1.1 Flutter development compared to other frameworks [21] 

 

1.3.1.2 Flutter Definition 

Flutter is a cross-platform framework, that enables developers to build applications for 
different operating systems: Android, iOS, Windows, macOS, and Linux, and offers web 
experiences for four web browsers: Chrome, Firefox, Safari, and Edge. All of that with a single 
codebase for their front-end.[22] 

 Flutter solves a common issue with native mobile development. It is that the developer must 
create an application for iOS and another for Android which can be costly and time-
consuming. 

 

 

Figure 1.2 Flutter logo [23] 
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1.3.1.3 Dart 

CƭǳǘǘŜǊΩǎ ǇǊƻƎǊŀƳƳƛƴƎ ƭŀƴƎǳŀƎŜ ƛǎ 5ŀǊǘΣ ǿƘƛŎƘ ƛǎ ŀƭǎƻ ƳŀŘŜ ōȅ ƎƻƻƎƭŜ ŀƴŘ ƛǎ ƻŦǘŜƴ ǊŜŦŜǊǊŜŘ ǘƻ 
as a UI-toolkit. It provides reusable UI elements such as buttons, containers, app bars and 
others, with flexibility in customization. 

The Dart language is type safe. meaning that the compiler will validate types while compiling, 

and throw an error if you try to assign the wrong type to a variable. The Dart typing system 

offers flexibility as well, as it allows the use of a dynamic type which can be useful during 

experimentation or for code that needs to be dynamic. Dart also offers sound null safety, 

ƳŜŀƴƛƴƎ ǘƘŀǘ ǾŀƭǳŜǎ ŎŀƴΩǘ ōŜ ƴǳƭƭ ǳƴƭŜǎǎ ǘƻƭŘ ǘƻ ōŜ ƴǳƭƭ ōȅ ǘƘŜ ǇǊƻƎǊŀƳƳŜǊΦ ¢ƘŜǊŜŦƻǊŜΣ ƛǘ ƘŜƭǇǎ 

avoid null exceptions at runtime.[24] 

With flexible compiler technology Dart compiler runs the code in different ways, depending 

on the targeted platform [25]. 

ω 5ŀǊǘ bŀǘƛǾŜ ς For programs targeting mobile, desktop, servers, and more). It includes 

a Dart VM with two compilation types: Just-in-Time (JIT) compilation, which converts 

only the part of coded needed at the time and produces an intermediary language 

code from the dart code for faster development. And an Ahead-of-Time (AOT) 

compilation to produce machine code and compiles the entire code which is made for 

the production phase. 

ω 5ŀǊǘ ²Ŝō ς For programs targeting the web. With both a development time 

compilation (dartdevc) and a production time compilation (dart2js). 

 

 

Figure 1.3 Dart Logo [26] 

 

Dart's JIT compilation is convenient for development. When a flutter app is JIT compiled, it 

runs in a Dart virtual machine (VM). Hot reload updates the app with new code changes in 

few seconds, but if new objects are added Hot restart needs to be performed which does not 

take much longer. They both allow you to keep the state of the application and reload it with 
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the new elements that you have inserted into your application, which decreases development 

time significantly, and allow you to keep testing what you have added.  

 

Figure 1.4 Dart Platforms [24] 

 

1.3.1.4 Flutter's Architectural layers 

Flutter is a layered system. Each layer in flutter is composed of independent libraries that 

depend on that layer. When using Flutter, developers usually care only about the upper layer 

which they use to create their apps without worrying about the lower layers for most cases 

(Figure 1.5). 

Flutter Engine is mostly written in C++. It is responsible for Flutter's API low level 

implementation including graphics through Skia which is open source 2D graphics library that 

It serves as the graphics engine for Google Chrome and ChromeOS, and Android. 

The Embedder is platform specific, currently written in Java and C++ for Android, Objective-

C/Objective-C++ for iOS and macOS, and C++ for Windows and Linux. It is used to coordinate 

with the underlying operating system to use different services.[27] 
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Figure 1.5 Flutter's Architectural layers [27] 

 

1.3.1.5 Flutter Widgets 

An interface's UI in flutter consists of a layout that defines the overall structure of the screen, 

and individual components that are also part of this layout. The layout can for example be an 

app bar at the top and a navigation bar at the bottom, the components can be something like 

action buttons, icons, drawers and other things. The layout and those components that we 

mentioned are all widgets. From a simple text to complex combination of components such 

in rows and columns, they are all widgets. 

Figure 1.6 shows an example of how to display "Hello World!". In this example Center is a 

widget and its child is a Text widget. The widget Center in this example is not a visible widget, 

it is used to control the layout of the screen. Similarly, a Row widget can be used to display 

some widgets in a row. 
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Figure 1.6 Hello World example 

Material and Cupertino from the top layer of the framework in Figure 1.5, are sets of widgets 

that define Material Design components for Android systems, and Cupertino Design 

components for Apple and can be used for different applications. 

 

1.3.1.6 Widget Tree 

A Flutter app can be described in a widget tree since widgets are built in hierarchical structure. 

Each widget has at most one parent and zero or more children.  A child widget can access the 

context passed down by its parent and either use it or continue passing it down to its 

descendants. The tree for the previous simple example is shown in Figure 1.7 below. 

 

Figure 1.7 Simple Widget Tree 
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1.3.1.7 Stateless and Stateful Widgets 

A stateless widget is a widget that cannot change. Icon, Icon-Button, and Text for example, 

are stateless widgets. Stateless widgets are a subclass of StatelessWidget, and their state does 

not change. 

If a widget can change when a change occurs, either from a user's interaction with it, or in 

response to a change in data then it is stateful. Slider, InkWell, Form, and TextField, are 

examples of stateful widgets, they subclass StatefulWidget. 

Flutter is a declarative framework; a build function takes the current state of a widget to 

output the UI of that widget.[29] 

 

Figure 1.8 State change example [28] 

      

A State object stores the state of the widget. The state holds values such as the current value 

of a counter as the example in (Figure 1.8). setState() from the state object is called for the 

change in state to be reflected on the UI; it tells the framework to redraw the widget.[29] 

 

Local State and Application State 

ω [ƻŎŀƭ ǎǘŀǘŜΥ ŀ [ƻŎŀƭ ǎǘŀǘŜ ƛǎ ǘƘŜ ǎǘŀǘŜ ǊŜƭŀǘŜŘ ǘƻ ƻƴŜ ǿƛŘƎŜǘΣ ǎǳŎƘ ŀǎ ǘƘŜ Ŏounter value for the 

example in Figure 1.8. 



CHAPTER1 

 

 

15 
 

 ω !ǇǇƭƛŎŀǘƛƻƴ ǎǘŀǘŜΥ !ǇǇƭƛŎŀǘƛƻƴ {ǘŀǘŜ ƛǎ ƴŜŜŘŜŘ ǘƻ ǎƘŀǊŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀŎǊƻǎǎ ƳǳƭǘƛǇƭŜ ǿƛŘƎŜǘǎΦ 

An example of application state is user Login information, which does not relate to one widget 

only. 

1.3.1.8 Widget Life Cycle 

Widgets have some Lifecycle methods. 

initState(): it is the first method to be called once a new state object has been created. A 

subclass of the State class can override this method to do something that needs to happen 

only once when the widget is created.[25] 

dispose(): this method is called when the object is no longer needed in order to clear allocated 

resources. Similarly to initState(), we can override dispose() for example when we use a 

controller for a text field, we need to call dispose() on it as we no longer need it 

afterwards.[25] 

build(): the build() function builds the widget tree and it is what we were referring to in 

"Stateless and Stateful widgets" section previously. It is triggered every time we call the 

setState() method in a stateful widget, and runs only once for a stateless widget. 

 

1.3.1.9  Flutter State Management 

To illustrate the importance of state management in Flutter app development we will take a 

simple app as an example. 
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Figure 1.9 Counter Example 

In this app we have two buttons that whenever pressed, are supposed to increase the counter 

value or decrease it.  The app should reflect that change on the UI accordingly by updating 

the Text widget. The layout of the application is shown in Figure 1.9. 
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Figure 1.10 Counter Wdget Tree [30] 

The widget tree for this example is displayed in Figure 1.10. Here both the Text widgets and 

the buttons must have access to the state which is counter value. Therefore, the state is 

declared within the whole application, in this case the HomePage widget. 

 

Figure 1.11 ŎǊŜŀǘƛƴƎ ǘƘŜ ŎƻǳƴǘŜǊΩǎ ŜȄŀƳǇƭŜ ǎǘŀǘŜŦǳƭ ǿƛŘƎŜǘ 

As the state needs to be changed to display the counter value whenever a button is pressed, 

we make our widget a stateful widget by extending the StatefulWidget class (Figure1.11). This 

widget declares a state objected associated with it which is HomePageState. 
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Figure 1.12 counter widget build 

The definition of HomePageState is shown in Figure 1.12, in which the _counter variable 

represents the state and is initialized to zero. With two private methods called 

_incrementCounter and _decrementCounter to increment or decrement the counter value 

respectively. setState() is called in both of these functions in order to update the state when 

the counter value changes and rebuild the widgets. These two functions are called inside the 

onPressed() function which fires whenever a button is pressed. 

The state (_counter in this case) is passed to the constructor CounterTextContainer(Figure 

1.13) of a class that represents a widget to display the counter value in a Text widget. 
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Figure 1.13 Counter container 

Although we only need two text widgets to be rebuilt when the state changes after pressing 

a button, setState() actually triggers a rebuild for the whole HomePage widget tree as the 

state is declared within it. Figure 1.14 illustrates this process. 

 

Figure 1.14 Counter widget tree rebuilt [31] 

Although using setState() in this case is not a problem since the app is relatively small, it could 

lead to a significant drop in performance if the app becomes more complicated. That is why 

State Management is needed. There are many solutions to the problem we described in the 

previous section and the approach we will be taking is the use of Provider package. It is 

explained in the packages section. 



CHAPTER1 

 

 

20 
 

 

1.3.2 Node.js 

Node.js is an open-source, cross-platform, JavaScript runtime environment, which allows 

developers to run JavaScript code on the server-side. It was created by Ryan Dahl in 2009 and 

is dependent on the Google V8 engine and the libuv library [32]. 

Node.js runs on the Google V8 engine which is written in C++, the reason that makes it 

incredibly fast. This engine is implemented in any Chromium web browser and it is responsible 

for executing the JavaScript code [32]. 

The libuv library is the core reason that gives Node.js its asynchronous behavior i.e., its non-

blocking input/output operations. 

 

Figure 1.15 Node.js logo 

1.3.2.1 JavaScript 

JavaScript is a dynamically typed, object-oriented, just-in-time compiled programming 

language. It was developed by Brenden Eich in 1995 and has made its way to become the 

most popular programming language according the 2022 survey on Stack Overflow [33] 

 

Figure 1.16 Statistics on Stack Overflow showing the most popular programming 
languages of 2022 [33] 

It was originally used as a client-side scripting language for web development, until Node.js 
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has become widely used for server-side applications, which is a JavaScript runtime 
environment. Nowadays, JavaScript is being used for building web, mobile, and desktop 
applications...etc. [34] 

 

Figure 1.17 JavaScript logo 

1.3.2.2 Express 

The most popular framework for building RESTful APIs in Node.js is Express. It is minimal and 

easy to learn for JavaScript programmers. Express allows developers easily implement the 

handlers for different types of HTTP requests. 

By default, Express cannot parse the request body, so we need to explicitly use its built-in 

parsers as shown in the figure: 

 

Figure 1.18 Coding example showing how to use Express parsers 

This way, we can tap into the properties of the body of the request. 

In addition to that, it makes creating a server very easy an simple in few steps, by creating an 

express app and then use the listen() method to listen for incoming requests on a specific port 

on our server. 

Express also provides dynamic routing through the use of the route parameters. The 

parameter can be accessed from the req.body.params [35]. 
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1.4 Packages and Plugins 

1.4.1 Provider 

Created by Remi Rousselet, Provider is a community-built package for state management. It 

is mostly used with ChangeNotifier class which is used to notify its listeners about something 

changes in the ChangeNotifier.  

We can modify the code of previous example using Provider, Figure 1.19 shows the counter 

model (the provider) that we use to hold the state. The notifyListeners() method as the name 

suggests is used to notify the listeners to any change that occurs to the variable _counter (the 

state) to cause a rebuild. 

 

Figure 1.19 Counter Provider 

We then wrap the HomePage with ChangeNotifierProvider, and create an instance of the 

counter model. By doing this, any widget that belongs to the widget tree HomePage can have 

access to CounterModel. 

 

Figure 1.20 Instantiating the Provider 

In the build function of the HomePage widget, we can get the information that CounterModel 

provides using the model variable using Provider.of<Type>(context) as shown in (Figure 1.21). 
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The type in our case is CounterModel since we are getting an instance of it. Setting listen 

property to false here is necessary to avoid rebuilding the entire widget since the previous 

statement makes the widget it is called in subscribed to the changes by default. 

 

Figure 1.21 Calling the provider 

This allows us to access the methods we defined in Counter Model and call them when the 

buttons are pressed.  

We want the text widgets to be the only widgets that rebuild when the counter value changes. 

For that we wrap the Text widget with a Consumer widget, making it subscribed to the 

changes from our provider.  
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Figure 1.22  Counter container updated 

Since notifyListeners() is called whenever the increment or decrement methods are invoked, 

the Consumer widget (text in this case)  will rebuild each time and this change is reflected on 

the UI. 

 

Figure 1.23 Efficient widget rebuild [31] 
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Using Provider gives the same results as the previous example but with better efficiency. 

Figure 1.23 illustrates how Provider approach is done on the widget tree. Although all the 

widgets bellow HomePage could have been rebuilt and can still access the Provider, setting 

listen property and making the Text widgets as the only consumers made them the only 

widgets that are rebuilt. 

1.4.2 Storing data on the local device (sqflite, shared_preferences) 

For some applications it is necessary to store data on the local device, an example is the To-

Do section of our app, for that reason sqflite package can be used to store data on an SQLite 

database. 

For small data however shared_preferences plugin can be used, it supports the following data 

types: int, double, bool, String and List<String>. Shared Preferences is used to persist key-

value data on disk, such as the token for our app. 

1.4.3 Mongoose 

Mongoose is a JavaScript library that creates a connection between Node.js and MongoDB. 

When a schema is defined for some data, it will be used to create a model 

Mongoose is an object relational model or ORM which represents MongoDB documents as 

JavaScript objects. [36] 

In order for Mongoose to work, it requires connecting to a MongoDB database, whether it is 

hosted locally or on the cloud. This can be achieved by using the connect() method, and 

passing in the database URL string as a parameter. 

Before creating Mongoose models, a schema is required. This schema could be either a 

Mongoose schema object or a simple JavaScript object, defining the properties that our data 

has along with their types, in addition to some constraints and default values. However, 

Mongoose schema objects give more functionality than simple JavaScript objects, such as 

plugins which can only be used on Mongoose schema objects. This schema will then be used 

to create a Mongoose model, which will be used as a template to create documents. The 

figure down below illustrates an example on how to create Mongoose schema and model for 

a post: 
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Figure 1.24 An example of a Mongoose schema 

In the code ŀōƻǾŜΣ ǘƘŜ tƻǎǘ ƳƻŘŜƭ ǿƛƭƭ ƳŀǇ ŀƴȅ ŘƻŎǳƳŜƴǘ ǊŜƭŀǘŜŘ ǘƻ ƛǘ ǘƻ ǘƘŜ άǇƻǎǘǎέ 

collection in the database if it already exists, otherwise it will create one. This model will be 

ǳǎŜŘ ǘƻ Ǌǳƴ ǉǳŜǊƛŜǎ ŀƴŘ ǇŜǊŦƻǊƳ ǘƘŜ /w¦5 ƻǇŜǊŀǘƛƻƴǎ ƻƴ ǘƘŜ ŘƻŎǳƳŜƴǘǎ ƛƴ ǘƘŜ άǇƻǎǘǎέ 

collection. 

Some of the Mongoose methods that are used to perform CRUD operations on models are 

given in the table below: 

Table 1.3 A table listing some Mongoose methods categorized by CRUD operation 

Operation Mongoose methods 

Create - save() 

Read - find() 
- findById() 

Update - findByIdAndUpdate() 

Delete - findByIdAndDelete() 
- deleteMany() 

These methods are called on models, and they take in some query parameters and a callback 

function to tap into the result and handle any errors [37]. 

1.4.4 Multer 

Multer is a Node.js middleware used for uploading image files to the server. This middleware 

enables our Express application to parse data formatted in Multipart which is not supported 

by default in our application. It also provides us with the ability to choose where to store the 

ǳǇƭƻŀŘŜŘ ƛƳŀƎŜǎΣ ǿƘŜǘƘŜǊ ƛǘ ƛǎ ŀ ŦƻƭŘŜǊ ƛƴ ƻǳǊ ŦƛƭŜǎȅǎǘŜƳ ƻǊ ŀ ōǳŦŦŜǊ ƛƴ ƳŜƳƻǊȅΧŜǘŎΦ [38] 

Multer can be initialized as shown in the figure: 
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Figure 1.25 Coding example showing how to initialize Multer 

In this example, the uploaded image file is intended to be kept temporarily as a buffer in 

memory. 

In addition to that, Multer enables the developer to filter the incoming image files depending 

ƻƴ ǘƘŜƛǊ ǎƛȊŜΣ ǘȅǇŜΣ ŜƴŎƻŘƛƴƎΧŜǘŎΦ 

When the Multipart request body is parsed using Multer, we can tap into the image file in the 

req.body.file property. Other information that was associated with image file can be accessed 

through the regular req.body object [39]. 

1.5 Tools 

1.5.1 Android studio 

Android studio is used as the development environment for our project. It is the official 

Integrated Development Environment (IDE) for Android app development from Google, based 

on IntelliJ IDEA. It provides a code editor and developer tools, and more features to enhance 

productivity when building Android apps. 
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Figure 1.26 Android Studio [40] 

Figure 1.26 shows the user interface of android studio and its different features. It also comes 

with an Android Emulator that simulates Android devices that can be used to test applications 

on different devices and Android API levels without having each physical device, by creating 

Android virtual devices.[40] This along with Hot-Reload and Hot-Restart of Flutter makes 

previewing the application easier and leads to faster development. 
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1.5.2 Visual Studio Code 

Visual Studio Code is an open-source lightweight editor for software development. It was built 

by Microsoft using Electron which is based on web technologies making it easy to build and 

debug modern web and cloud applications [41] 

 

Figure 1.27 Visual Studio Code logo 

It has a friendly graphical user interface that makes it very approachable for beginners, but it 

also has a bunch of built-ƛƴ ǎƘƻǊǘŎǳǘǎ ǘƘŀǘ ǿƻǳƭŘ ǎƛƎƴƛŦƛŎŀƴǘƭȅ ƛƴŎǊŜŀǎŜ ǘƘŜ ŘŜǾŜƭƻǇŜǊΩǎ 

productivity. 

 

Figure 1.28 Visual Studio Code user interface [42] 

 

An even bigger benefit of VS Code is the fact that it is the most popular code editor in 2022 

according to a survey on Stack Overflow where more than 70000 developers have 

participated [43]. 

 This popularity has led to a huge extension ecosystem, such that developers can benefit from 

additional help when working with almost anything. 
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Figure 1.29 Statistics on Stack Overflow showing the most popular IDEs [43] 

Lǘ Ŏŀƴ ŜŘƛǘ ŦƛƭŜǎ ǊŜƳƻǘŜƭȅ ƻƴ DƛǘIǳōΣ ŎƻƴƴŜŎǘ ǘƻ ǊŜǎƻǳǊŎŜǎ ƛƴ ǘƘŜ ŎƭƻǳŘΧŜǘŎ 

1.5.3 Insomnia 

Insomnia is an open-source GraphQL and REST client for debugging APIs. It provides the ability 

to send all type of requests and structure the body in the different available formats: JSON, 

Form URL Encoded, GraphQL Query, and Multipart [44]. 

 

Figure 1.30 Insomnia logo [44] 

It also allows developers to save reusable requests, so that at a later stage they will not have 

to structure the request all over again, and hence saving them time and effort. Insomnia has 

a beautiful well laid out user interface which makes it user friendly. It contains a section for 

previewing the response in a well-organized structure, which gives an awesome overall 

developer experience. 
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Figure 1.31 Insomnia user interface 

1.5.4 Heroku 

Heroku is a platform as a service (PaaS) that supports several programming languages, in 

which developers can deploy their applications and operate them entirely in the cloud. It also 

provides many services in their free plans such as servers and PostgreSQL databases [45]. 

 

Figure 1.32 Heroku logo [45] 

1.5.5 Amazon Web Services 

Amazon Web Services is one of the most adopted cloud platforms. It provides many cloud 

computing services such as the Amazon S3 buckets, AWS Lambda and much more following 

the pay-as-you-go pricing strategy [46]. 

 

Figure 1.33 AWS logo [46] 
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1.5.6 Amazon Simple Storage Service Bucket 

Amazon Simple Storage Service (Amazon S3) is a safe and secure object storage service 

offered by Amazon Web Services. Developers only need to choose a region, create a bucket, 

and some policies to get started. With S3 buckets, there is no need to predict how much 

storage will be needed, because it follows pay-as-you-go pricing strategy, offering industry-

leading scalability. It also allows the developers to preserve, retrieve, and restore every 

version of every object in an S3 bucket, and hence if an object was accidently meddled with, 

the service provides a recovery option [47]. 

An application can interact with the S3 buckets by setting it as programmatic users, where 

some secret keys will be used to authenticate itself to those buckets. 

Each object stored in an S3 bucket will have a key associated with it to be identified. This key 

will be used along with other commands to manipulate that object after setting the required 

policies [48]. 

1.5.7 MongoDB 

aƻƴƎƻ5. ƛǎ ǿƻǊƭŘΩǎ Ƴƻǎǘ ŀŘǾŀƴŎŜŘ ŀƴŘ ǇƻǇǳƭŀǊ ŘƻŎǳƳŜƴǘ-oriented database. 

A database where all data is stored in JSON-like documents, which are organized into 

collections where they can be queried. Unlike a relational table, a predefined schema for a 

collection is optional, which allows developers to evolve their data structures rapidly without 

running complex database migrations. It also allows data that is frequently accessed together 

by an application to be stored in the same place, which makes the read operations extremely 

fast because no JOINs are required [49]. 

When a new document is created in MongoDB, it is assigned an object ID that is unique to 

that collection. Inside that document, multiple fields can be defined where the values might 

ōŜ ƻŦ ŀƴȅ Řŀǘŀ ǘȅǇŜΥ ǎǘǊƛƴƎΣ ƻōƧŜŎǘΣ ƛƴǘŜƎŜǊΧŜǘŎΦ 

To work with that data in any programming language, the query API is used to perform basic 

CRUD operation: create, read, update, and delete; as well as complex queries and 

transformations across the database. In addition to that, it supports data aggregation 

pipelines, which can group documents and reduce them to single result [50]. 

 

Figure 1.34 MongoDB logo [50] 
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1.5.8 MongoDB Atlas 

 

We chose MongoDB Atlas to be our cloud database. MongoDB Atlas database is multi-cloud 

database service, that enables us to have access our data securely on the web. 

MongoDB is free to use and can be self-hosted, but the quickest way to get started is with the 

free tier on Atlas. It scales automatically and it provides a user interface where developers 

can interact with their data [51]. 

 

Figure 1.35 MongoDB Atlas user interface 

It also provides a bunch of great features: the full text search, a serverless option which lets 

the users only pay for the exact amount of resources they use, and the triggers that make it 

easy to run serverless functions when the underlying data changes. 

 

1.6  Conclusion 

In this chapter we have introduced the concepts that are related to our work; such as Dart 

programming language, RESTful APIs, JavaScript, State management, Asynchronous 

programming, Hashing, and others. We have also highlighted the technologies involved in its 

implementation and their uses. These technologies are mainly Flutter, Android Studio, 

MongoDB Atlas, Visual Studio Code, and Heroku. 
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2 Chapter 2 

2.1 Introduction 

In this chapter we will describe the overall design of our project from frontend to backend. In 

addition, the implementation steps will be explained for the different parts. 

 

2.2 Front-end 

2.2.1 Use cases 

 

Figure 2.1 Use Cases 

a- UC1: Login as a new user 

Pre-Conditions: The User is new and viewed the Introduction screen 

Basic flow:  
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 1- The user launches the app for the first time and views the introductory 

 Screens to learn more about the app. 

2- The user is prompted to enter the username (email in our case), and password given 

by the administration 

 3- The user enters his credentials as asked and presses "Login" 

 4- A request is sent to the server to verify the credentials. 

 5- A response from the server is received indicating that the user has been 

 authenticated successfully 

 6- The user is redirected to the Reset Password screen 

Alternative Flow1: If the user enters a username/password that is shorter then 6 characters, 

an error message is displayed before sending a request to the server, asking the user to enter 

correct credentials (return to 2). 

Alternative Flow2: If the user enters wrong credentials. The server responds negatively to the 

request, an error message is displayed (return to 2). 

Alternative Flow3: Another error occurs between the app and the server, an error message 

is displayed (return to 2). 

 

b- UC2: Reset Password 

Pre-Conditions: The new user has logged in successfully 

Basic flow: 

 1- The new user logs in successfully and is directed to the Reset Password 

 Screen. 

 2- The user is asked to enter his new password twice for confirmation. 

 3- The passwords match and are more than 6 characters long. 

 4- A patch request is sent to the server to update the password. 

 5- A positive response is received from the server confirming the password 

 reset. 

 6- The user is redirected to the Feed Screen. 

Alternative Flow1: If the passwords do not match, or shorter than required, the user is 

notified and prompted to re-enter the passwords (return to 2). 



CHAPTER 2 

 

 

37 
 

Alternative Flow2: An error occurs between the app and the server; a message displays the 

error (return to 2). 

c- UC3: Log-in 

Pre-Conditions: The User is not new and is Logged-out. 

Basic flow:  

 1- The user launches the app and is Logged-out. 

 2- The user is prompted to enter the username (email in our case), and  password. 

 3- The user enters his credentials as asked and presses "Login" 

 4- A request is sent to the server to verify the credentials. 

 5- A response from the server is received indicating that the user has been 

 authenticated successfully 

 6- The user is redirected to the Feed Screen 

Alternative Flow1: If the user enters a username/password that is shorter than 6 characters, 

an error message is displayed before sending a request to the server, asking the user to enter 

correct credentials (return to 2). 

Alternative Flow2: If the user enters wrong credentials. The server responds negatively to the 

request, an error message is displayed (return to 2). 

Alternative Flow3: Another error occurs between the app and the server; an error message 

is displayed (return to 2). 

 

d- UC4: Navigate 

Pre-Conditions: User Logged-in successfully. 

Basic flow: 

 1- The successfully logged-in user is directed to the Feed Screen. 

 2- The user uses the bottom navigation bar to browse the Home Screen, Add 

 Post Screen, Search Screen, and News Screen. 

Alternative Flow1: The user opens the drawer Menu and accesses one of the following the 

Profile page, Grades page, Students list, To-Do section. 

Alternative Flow2: The user opens the drawer Menu and Logs-out. 
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e- UC5: View Posts 

Pre-Conditions: Navigate 

Basic flow:  

 1- The user is on the home screen page. 

 2- The user can see the different posts created by him or by others. 

 3- The user can like the post 

 4- The user opens the comment section, views the comments or add a new 

 comment. 

Alternative Flow1: The user deletes his post 

 

f- UC6: Add Post 

Pre-Conditions: Navigate 

Basic flow: 

 1- The user selects Add Post screen from the bottom navigation bar. 

 2- Clicks on the upload icon. 

3- The user is asked to select a way of uploading an image for the post (either from 

Camera or from Gallery). 

 4- The user is prompted to enter a description for the post. 

 5- Presses Post to post it. 

Alternative Flow1: The user cancels the processes and goes back to Add Post page. 

 

g- UC7: View Tasks 

Pre-Conditions: Navigate and open the Drawer Menu. 

Basic flow: 

 1- The user opens the Menu and selects To-Do 
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 2- Redirected to the Tasks page the user can view the list of tasks he had  created 

with their titles and descriptions. 

 3- Presses on one of the tasks to view its details. 

 4- The user is redirected to the corresponding task page. 

 5- The user views the task information and to-do list. 

 6- The user checks a to-do if it is done, or adds a new to-do. 

Alternative Flow1: The user clicks on a task then presses the delete button to delete it. 

Alternative Flow2:  

 1- The user presses the add button to add a new task 

 2- Redirected to the task page the user adds a task title and description. 

 3- The user adds to-dos. 

 

2.2.2 Widget Tree 

Drawing the widget tree first helped us structure the app and organize our work flow. It can 

also be used to have an overview of the app architecture when explaining how the app 

functions for others. 

The widget tree of our app can be summarized in the following diagram: 
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Figure 2.2 Widget Tree 

 

As shown in the diagram (Figure 2.2), a provider (UserAuth) is created and initialized on the 

top of the hierarchy. It is used to provide user information and authentication methods. 

Making it on top of the hierarchy allows all the widgets that are below it to have access to it. 

This is useful as authentication methods and user information are extensively needed in the 

app.  
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Figure 2.3 User Auth Provider 

Figure 2.3 shows the created provider UserAuth. The methods loginRequest(), 

resetPassword(), and logOut(), do as their names suggest. Their implementation details will 

be further explained in the next section. A getter is also created to get the information of the 

current student who is using the app. 

User is a model class for user (student) objects. The attributes represent different user 

information details. The function toJson() is used to convert a User object to JSON format. 

fromJson() does the opposite, and it is also a factory constructor used because we do not 

want a constructor to create a new instance of the class. 

MaterialApp is a convenience class widget, it contains widgets that are needed for Material 

Design (as mentioned in chapter 1). 

Wrapper widget is another convenience but one that we have created ourselves to redirect 

the user to the appropriate screen when the app is launched. If it is a new user, the 

Introductory screens are shown. If the user is not new and is logged-out, the Login Screen is 

what they will first see. If the user is not new and is logged-in, they are redirected to the Feed 



CHAPTER 2 

 

 

42 
 

Screen (that is wrapped by the MobileScreenLayout widget). the next steps have been 

described in the use cases section and will be further illustrated later. 

MobileScreenLayout widget is a widget that we created to have a layout for the app navigation 

system, it provides a Bottom-Navigation-Bar, an App-Bar, a Drawer-Menu, and chat action 

button. 

Note: the actual widget tree is much more complicated than the one shown in the diagram 

of Figure 2.2, as each widget here is in fact a widget tree itself. For readability and simplicity, 

we have included the main important widgets. The Figure below (2.4) shows the 

NewLoginScreen widget as an illustration. 

 

Figure 2.4 New-User-Screen Widget Tree 

These widgets are mainly UI and layout widgets for representing the different page elements. 
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2.2.3 Summarizing the app in more details 

Since there are many widgets to navigate to and the related code is relatively long, we will try 

to describe it efficiently with diagrams; custom diagrams for the UI, and UML class diagrams 

for the details.  

2.2.3.1 Start-up and Authentication 

 

 

Figure 2.5 High-level view of the start-up and authentication procedure 

From Figure 2.5, we get a general illustration of the introductory screens UI of the app. The 

meaning of the used icons is shown in the icon explanation part. Please refer to the widget 

tree from Figure 2.2 for an overview of the procedure. 

Note: A Route here is also a widget, but one that leads to other widgets. 
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Figure 2.6 Wrapper class 

The Wrapper widget shown in Figure 2.6 has two methods to check if the user is new or 

logged-in, the token and username are used for this checking. We do that by getting an 

instance of SharedPreferences and fetching the value corresponding to the 'username' and 

'token' keys. 

 

 

Figure 2.7 Wrapper functions 

Inside the builder function of the widget, we use FutureBuilder, which allows us to build the 

UI once a connection with a Future is done. The Future in this case is the completion of the 

two functions; checkIfNew(), and checkIfLogged() (Figure 2.7). 



CHAPTER 2 

 

 

45 
 

 

Figure 2.8 Wrapper build function  

If the ConnectionState is done and the snapshot we get has no errors we check if the 

username is null, meaning that no username is stored; this is the case for a new user and so 

we return the IntroScreen as explained previously. If the username exists and the token is null 

this means that the user is logged-out and we return the LoginScreen. However, if none of 
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these is null then the user is logged-in and so the MobileScreenLayout is returned with the 

FeedScreen as the initial page. 

Figure 28 shows the widget classes of the screens a new user goes through to access the app. 

The form keys (_ResFormKey and _newFormKey) are just to identify the form that is used to 

get the username and passwords from the user. FocusNode is used to make it convenient for 

the user to move between the form fields.  

The _isLoading is to display a loading spinning ring when a requested is being processed. 

Note: Each of them extends the State class and StatefulWidget class. 

For the login screens, a Login button is created and wrapped with an Inkwell widget to provide 

onTap functionality (Figure 2.10). The onTap function is an asynchronous function because 

asynchronous requests will be used and we need to await them. 

When tapped we check if the form is validated according to the rules we have set, then we 

set _isLoading to true because we want to indicate that the request is being processed. we 

can get access the functions we created in the provider because we call it in the build method 

of the widget (Figure 2.10 (a)). The implementation of the logInRequest() is partially shown in 

Figure 2.11. 

 

 

 

 

 

Figure 2.9 Initial screens classes 
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(a) Calling the provider inside the build function 

(b) Part of the Login button implementation. 

Figure 2.10 Login button functionality 

Once a response is sent back the _isLoading is set to false. If the result of the request is 

'success', the ResetPassword screen is shown, if not then an error message is displayed in 

snackbar. 
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Figure 2.11 Login function 

Note: the token, username, and id are stored in SharedPreferences, they are the values used 

by the Wrapper widget. The token expires after a specific time, when that happens requests 

sent to the server will fail with a status code 401; Unauthorized. The app therefore shows a 

dialog asking the user to logout because of this. A new token is provided after a successful 

login. 

The implementation of password reset is relatively similar. However, a patch request is sent 

instead with the token in the header for Authorization (Figure 2.12). 
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Figure 2.12 Reset-Password function 

2.2.3.2 Navigation and Layout 

The widget MobileScreenLayout is created to better organize the layout and navigation 

functionality (Figure 2.13). 

 

Figure 2.13 MobileScreenLayout widget class 
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The PageController is used to control the page view, to show the different pages of the 

bottom navigation bar. The search screen is not shown in the diagram because it has not yet 

been implemented. 

Figure 2.14 High-level view of the app widgets 

a) Feed Screen 

When the Feed Screen is loading, posts are fetched using a function that sends a GET request 

to the server to get the posts details, each item of the list we get is then mapped from JSON 

to a post object using the fromJson method of the Post model shown in Figure 2.15.  

 

Figure 2.15 FeedScreen class 
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In FeedScreenState (Figure 2.15), a getDetailedPosts is used to call the fetch method that 

returns a list of post object and convert each post to detailedPost by adding additional user 

information like the student Image, and name using the getpostOwner method. 

As the previously mentioned functions are asynchronous, we used a FutureBuilder to build 

the UI once the fetching is done. A ListView builder is then used to iterate through the list of 

detailed posts and a comment card is created for each post.  

For the comments' screen, there is no need to fetch the comments again since they are part 

of the post. However, fetching the information of the particular comment owner is necessary.  

 

Figure 2.16 Post model and Post card classes 

Figure 2.17 Comments Screen classes 
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A text field is available to add a new comment. When Post is pressed, the comment is posted 

to the data base. 

 

Each comment is converted into a detailed comment after fetching the data of the comment 

owner. The comment is then displayed via a comment card Figure 2.18. 

b) Add-Post screen 

Initially, the Add-Post screen loads with a button that if pressed will open a dialog. This dialog 

presents options for the user to either select an image from the camera, gallery, or to not 

include the image in the post. The information of the current user is then fetched to display 

their details. 

Figure 2.18 comment model and comment card 
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Figure 2.19 Add-Post screen class 

The User object current is passed to the screen to display the user information, a description 

can be added from a text field. Pressing post will send a post request to the server to add a 

post. Once that is done, _isLoading is set to false, and _editing is set too false as well to clear 

the page (Figure 2.19). 

 

c) News Screen 

The news are fetched from the database and mapped to News objects. A Future builder with 

ListView builder is used to display each news in a news card 

 

2.2.3.3 Drawer menu 

The Drawer Menu can be opened to access other sections like the students list page. Or To-

Do section. 

Figure 2.20 News model and news card classes 
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a) Students Page 

It displays a list of the registered students. The information of each student is displayed briefly 

in a StudenCard. 

Since each student is an app user, the information of each one is stored as an object when 

the students' list is fetched. 

 

Figure 2.22 User model class 

If the user taps on a student card, a User object is passed to the StudentProfile widget and the 

profile page of that user is opened to show more details about the particular student. 

Figure 2.21 Students list widget overvier (right), 
Student card (left) 
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Figure 2.23 Student Profile widget class 

Similarly, the profile of the current app user can be shown. In this case a GET request is sent 

to the server with the id of the student that we stored in shared_preferences, along with the 

token. 

b) Grades 

To get the grades of a particular student, a GET request is sent to the server with the id of the 

student that we stored in shared_preferences, along with the token.  

 

Figure 2.24 Grades model class 

The grades are mapped into a Grades object, which includes the module name, control grade, 

exam grade, module average, and the average of the students' averages for that module; the 

deviation from this average will be displayed for the student to know how well they did 

compared to the difficulty of the module. 

 

Figure 2.25 Grades page widget class 
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The methods _getColor, and _getDevColor are used to paint the cells of the grades table 

according to the grades and deviation. 

2.2.3.4 To-Do section 

Accessed from the Drawer Menu, the To-Do section will be explained with more detailed 

diagrams for the reader to have a better understanding of the different concepts that we have 

tackled about widgets. 

 

 

Figure 2.26 High level overview of the To-Do section 

TaskCard and ToDoWidget in Figure 2.27, are both stateless widgets. Therefore, they extend 

the StatelessWidget class. This is because they only take data and display it and no change of 

state is needed after their creation. The task card for example displays the title of a task and 

its description in a card to be displayed in the tasks list. 
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Figure 2.27 To-Do section class diagram 
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The stateful widget implementation is separated into two parts because it first needs to 

inherit from the StatefulWidget class then create its state that inherits from the State class. 

2.3 Backend 

2.3.1 General structure 

Our flutter mobile application representing the client, will be making requests to our Node.js 

server, which will be hosted on Heroku, and connected to a MongoDB Atlas cloud database. 

The server will also be connected to an Amazon S3 bucket as shown in the figure below:  

 

Figure 2.28 The general architecture of our project 

Any image that will be uploaded to our server will first be kept temporarily in memory until it 

gets a unique image key associated with it, then using that key it will be stored in our S3 

bucket. Once that is done, that key along with any other information that was submitted with 

the image file will get stored as a new document in the appropriate collection in our database. 

At a later time, that image key will be used to either fetch or delete the corresponding image 

in the Amazon S3 bucket. 

For fetching an image, there will be a signed URL generated. That URL points to that image on 

the S3 bucket. 

2.3.2 Data models 

To build our backend, we need to define what resources we would need for our application. 

²Ŝ ŀǊŜ ƛƴǘŜǊŜǎǘŜŘ ƛƴ ǘƘŜ ǎǘǳŘŜƴǘǎΩ Řŀǘŀ ŀƴŘ ǘƘŜƛǊ ǳǎŜǊ ŀŎŎƻǳƴǘǎ ŎǊŜŘŜƴǘƛŀƭǎΣ ǘƘŜ ƳƻŘǳƭŜǎΣ ǘƘŜ 

news, and the posts resources.  
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The diagram below illustrates each data model resource and the relationships between them:  

 

Figure 2.29 The entity relationship diagram for our data 

First, let us go through the data models for our resources: 

2.3.2.1 ¢ƘŜ ǎǘǳŘŜƴǘǎΩ Řŀǘŀ ǊŜǎƻǳǊŎŜ 

Each student should have a first name, family name, date of birth, e-mail address, registration 

number, and their current level. In addition to that, there is a unique identifier for each 

student that is automatically generated by MongoDB, and a student image. 

 

Figure 2.30 The Mongoose schema for the ǎǘǳŘŜƴǘǎΩ Řŀǘŀ ǊŜǎƻǳǊŎŜ 
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Note that the registration number can also uniquely identify every student. However, we will 

be using the generated ID for that purpose. We want to keep the registration number for 

identifying students at the administrative level, and the MongoDB generated ID for our 

system. The reason is that working with that ID would give us much flexibility and efficiency 

when querying for our data. 

2.3.2.2 The student account credentials resource 

Intuitively, each user account document should have username and password properties. 

However, we are going to explicitly set the ID field to the same value given in the student 

document i.e., the owner of the account. Note that the username property is going to have 

the same value as the one in the student document for the same student.  

Here we are creating a relationship between the student data document and the user account 

document for the same student.  

The user account properties and their types are shown in the table below. 

Table 2.1 A table showing the fields for the user document 

Property  Type  

_id  ObjectId  

username  String  

password  String  

However, the model shown above may result in a fatal security flaw. Here, the user password 

will be stored in our database in plain text, which is extremely dangerous, because if anybody 

manages to get access to our database, be it a hacker or a database administrator, they will 

be able to see the user password, and hence get hold of their credentials. Moreover, people 

tend to reuse their passwords everywhere, online bank accounts for example, and having 

those credentials exposed would cause a big problem. So, a better, more secure 

implementation would have the password hash and salt stored rather than the password 

itself.  

The previous model would be replaced by the following: 

 

Figure 2.31 The mongoose schema for the user data resource 
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2.3.2.3 The modules data resource 

The modules data resource will have the structure presented by the Mongoose schema 

depicted in the figure below: 

 

Figure 2.32 The Mongoose schema for the modules data resource 

 

 

Each module document will have a name, level, and an array of students grades and their IDs. 

2.3.2.4 The news data resource 

The news data resource will follow the schema shown in the figure below: 

 

Figure 2.33 The Mongoose schema for the news data resource 

 

 

The news document will consist of an ID, title, content, image key, and time when it was 

created. 
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2.3.2.5 The posts data resource 

The users of our application should be able see posts by other users, interact with them 

through the like and comment functionalities, and make their own posts.  

¢ƘŜǎŜ Ǉƻǎǘǎ ŘƻŎǳƳŜƴǘǎ ŀǊŜ ƎƻƛƴƎ ǘƻ ōŜ ǎǘƻǊŜŘ ƛƴ ǘƘŜ άǇƻǎǘǎέ ŎƻƭƭŜŎǘƛƻƴ ƛƴ ƻǳǊ ŘŀǘŀōŀǎŜΣ ŀƴŘ 

follow the schema given in the figure below: 

 

Figure 2.34 The Mongoose schema for the posts data resource 

 

 

Each post is going to have an ID, an author which is the ID of the user who posted it, a caption, 

an image key if that post has an image file, the time when it got posted, an array containing 

the ID of users who liked that post, and an array of comments which are objects having the 

actual comment, the ID of the user who posted that comment and the time when that 

happened. 

2.3.3 API endpoints 

Now that we have defined our data models, it is time to implement the endpoints for each 

resource. 

2.3.3.1 ¢ƘŜ ǎǘǳŘŜƴǘǎΩ Řŀǘŀ ǊŜǎƻǳǊŎŜ 

Table 2.2 A table showing the different CRUD operations for each route for the student 
data resource 

HTTP Verbs  /students  /students/studentId  

GET  Fetch all students documents  Fetch a specific student 
document  

POST  Create one new student 
document  

-  
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PUT  -  Update a specific student 
document  

PATCH  -  Update a specific student 
document  

DELETE  Delete all studentsΩ 
documents  

Delete a specific student 
document  

Now we are ready to start working on our request handlers for the /students route. For this 

route; we will implement three handlers for the GET, POST, and DELETE requests. 

a) The POST request handler 

First, we start implementing the POST request handler. Sending a POST request means that 

the client wants to insert some data into our database. So, in the callback function of the 

post() method we will try to get hold of the data sent along with the request and write it to 

the database as a new student document.  

Since the received data will contain an image file, it will be in Multipart format. By default, 

Express cannot parse this data, so we will have to use an external package called Multer. The 

student image file will be stored on an Amazon S3 bucket, and it will have a key pointing to it, 

which will be stored along with the rest of the student data in our database. This key will be 

the value of the studentImage property and will be used to look up the appropriate image in 

our Amazon S3 bucket.  

In the body of the callback function of the post() method, after parsing the request and getting 

hold of the student data, and before saving anything, we need first to check if that student 

already exists in our database. To do that, we need to use the findOne() method provided by 

aƻƴƎƻƻǎŜ ƻƴ ƻǳǊ {ǘǳŘŜƴǘ ƳƻŘŜƭΣ ƳŜŀƴƛƴƎ ƻǳǊ άǎǘǳŘŜƴǘǎέ ŎƻƭƭŜŎǘƛƻƴΦ ¢ƘŜ ŦƛƴŘhƴŜόύ ƳŜǘƘƻŘ 

takes in two parameters: a condition and a callback function. The condition here is going to 

be composed of two conditions combined using the OR logical operators. We need to check 

if there exists any student with the same registration number or the same e-mail that is going 

to be used as a username later when we automatically create user accounts for the students. 

This means that both fields have to be unique in order to proceed with adding the new 

student to our database. Now, inside the callback function we get access to the returned 

document from our database as a JavaScript object, and all we have to do is to check if that 

object is not null. If that is the case, then there exists a student satisfying that condition, and 

we need to stop here and send back a response informing the client of this issue. Otherwise, 

we proceed with creating our new document.  

²ƘŜƴ ǇŀǊǎƛƴƎ ƻǳǊ th{¢ ǊŜǉǳŜǎǘΣ ǿŜ Ŏŀƴ ǘŀǇ ƛƴǘƻ ŀ ǇǊƻǇŜǊǘȅ ŎŀƭƭŜŘ άǊŜǉΦŦƛƭŜέΦ ¢Ƙƛǎ ǇǊƻǇŜǊǘȅ 

contains the image file data such as some general information like the size, and the buffer 

which is the actual image binary data. Next, we must generate a unique string that will be 

used as the image key. Then, we will send the buffer data along with that key to our S3 bucket 

using the PutObject command. With that, we have our image successfully saved to our 
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bucket. After that, we need to store the image key and the student data that was sent along 

with the image file. We can tap into this data in the body of the request. To save this into our 

ŘŀǘŀōŀǎŜΣ ǿŜ ƘŀǾŜ ǘƻ ŎǊŜŀǘŜ ŀ ǎǘǳŘŜƴǘ ŘƻŎǳƳŜƴǘ ǳǎƛƴƎ ƻǳǊ ά{ǘǳŘŜƴǘέ model, then we use the 

Mongoose save() method on that document. Finally, we have our student image saved into 

the S3 bucket, and the student data saved to our database along with a key pointing to that 

image so that we can fetch it later. 

 

Figure 2.35 A flowchart summarizing the logic behind creating a new student document 

 

 

b) The GET request handler 

When a GET request is made to the /students route, we want to return the data of all students 

along with their images. For that, we will be using the Mongoose find() method. This method 

ǿƛƭƭ ǊŜǘǳǊƴ ŀƭƭ ŘƻŎǳƳŜƴǘǎ ƛƴ ƻǳǊ άǎǘǳŘŜƴǘǎέ ŎƻƭƭŜŎǘƛƻƴ ƛŦ ǿŜ Řƻ ƴƻǘ ǎǇecify any condition. The 

returned value is going to be an array of objects containing the data of each student if they 

exist. Now, we want to return a student image URL with each object representing the student 

data. To do that, we need to use the Amazon software development kit package, and loop 

through each document in the returned array, obtaining the image key and using it with 

GetObject command to get a signed URL that points to the appropriate image on our S3 

bucket. Note that we will modify each object in the returned array to have an extra property 
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having the signed image URL before returning it to the client. This way, the client will have an 

array of the data of all students, with a URL to their images included. 

 

Figure 2.36 A flowchart explaining how to fetch all students data 

 

 

c) The DELETE request handler 

If a client sends a DELETE request to the /students route, we want to get rid of the data of all 

students in our database, along with their images in the S3 bucket. To achieve that, we first 

need to get an array of all documents in our database using the Mongoose find() method, and 

then loop through it and obtain the image key for each student and use it in the DeleteObject 

command to delete the appropriate image. Once all students' images in our S3 bucket are 

ŘŜƭŜǘŜΣ ǿŜ Ŏŀƴ Ǝƻ ŀƘŜŀŘ ŀƴŘ ŘŜƭŜǘŜ ŀƭƭ ǎǘǳŘŜƴǘǎϥ ŘƻŎǳƳŜƴǘǎ ƛƴ ƻǳǊ άǎǘǳŘŜƴǘǎέ ŎƻƭƭŜŎǘƛƻƴ ǳǎƛƴƎ 

the Mongoose deleteMany() method. Not specifying any condition when calling the 

deleteMany() method will result in deleting all documents in the collection, which is exactly 

what we want. This way, when a DELETE request is made to the /students route, the data of 

all the students along with their images will get deleted. 
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Figure 2.37 A flowchart showing how a student document is deleted 

 

 

d) The GET request handler to /students/studentId 

Here, the parameter we will be using is going to be the student ID, the one that was auto 

generated by MongoDB. This student ID will be used to fetch, update, and delete the data 

along with the image for that specific student.  

We can tap into the student ID parameter using the req.params property. After that, we are 

able to use the Mongoose findById() method which will take that parameter as an input. This 

method will return the found student document with the ID specified as a parameter. Then, 

we will again use the Amazon software development kit to get the student image based on 

its key and generate a signed URL for it, and then add it to the returned student document 

and send it to the client. 
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Figure 2.38 A flowchart showing how a specific student document is fecthed 

 

 

e) The PATCH request handler to /students/studentId 

The PATCH and PUT requests are kind of similar to the POST request because we are receiving 

data. So, here we need to use the Multer middleware to parse the incoming request. First, 

we have to check if there is an image supplied with the request, meaning that the client want 

to update the image of the student with the specified ID as the parameter. If there is an image, 

we need to find the key to the existing image in our S3 bucket for that student in order for us 

to overwrite it with the new image, using the PutObject command as we have done 

previously. After that, we use the Mongoose findByIdAndUpdate() method to update the 

student document with the data supplied in the req.body property. 

f) The DELETE request handler to /students/studentId 

When the client sends a DELETE request to the /students route specifying a student ID 

ǇŀǊŀƳŜǘŜǊΣ ǿŜ ŦƛǊǎǘ ƴŜŜŘ ǘƻ ƭƻƻƪ ǳǇ ǘƘŜ ƛƳŀƎŜ ƪŜȅ ƛƴ ǘƘŜ άǎǘǳŘŜƴǘǎέ ŎƻƭƭŜŎǘƛƻƴ ƛƴ ƻǳǊ ŘŀǘŀōŀǎŜ 

for that specific student, then delete the image in our S3 bucket using the DeleteObject 

command with that key. After that, we need to delete the data related to that student in our 

database using the Mongoose findByIdAndDelete() method, passing the student ID as a 

parameter. 
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Figure 2.39 A flowchart explaining how to delete a specific student document 

 

 

2.3.3.2 The student account credentials resource 

Now, after finishing with the students data resource, we need to implement their user 

accounts resource.  

Typically, users are able to create their accounts when they sign up. Then at a later stage, they 

would provide those credentials when they want to log in. However, there will be no sign-up 

functionality in our case, since we are limiting on the number of users to only the students of 

the university. The process of creating students accounts will be automated, such that when 

the students are registered, their e-mail will be used as a username and an auto-generated 

string will be used as a password. This data will be provided to students in order for them to 

be able to log in to their accounts in our application.  

As we mentioned earlier, we will not be saving the generated password as a plain text in our 

database. Instead, we will hash it and salt it for a better security practice. In our project, we 

will be using the pbkdf2() function provided by the Crypto package. We set this function to 
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use the SHA512 hashing function, a 128-bit randomly generated salt, and 100000 iterations. 

Note that those parameters should be used again if we want to get the same hash on the 

same string.  

As we mentioned earlier, creating the student account would be an automated process. In 

the callback function in the post() method for the /students route, and after successfully 

saving the new student data, we would generate a random 10-character password along with 

a 128-bit salt, and then we would hash that password using the pbkdf2() function. Once that 

is done, we would save the student username and the hashed value along with the salt in the 

άǳǎŜǊǎέ ŎƻƭƭŜŎǘƛƻƴ ƛƴ ƻǳǊ ŘŀǘŀōŀǎŜΣ ŀƴŘ ǘƘŜƴ ǇǊƻǾƛŘŜ ǘƘŀǘ ǎǘǳŘŜƴǘ ǿƛǘƘ ǘƘŜƛǊ ƎŜƴŜǊŀǘŜŘ 

password. Note that we would explicitly set the document _id property for the student 

account to be the same as the _id property that was generated by MongoDB when we created 

ǘƘŀǘ ǎǘǳŘŜƴǘΩǎ ŘƻŎǳƳŜƴǘ ƛƴ ǘƘŜ άǎǘǳŘŜƴǘǎέ ŎƻƭƭŜŎǘƛƻƴΦ ¢Ƙŀǘ ǿŀȅΣ ǿŜ ŀǊŜ ŎǊŜŀǘƛƴƎ ŀ ƻƴŜ-to-one 

mapping between the two documents since they are related to the same student. 

 

Figure 2.40 An updated flowchart of creating a new student and user document 
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²ƘŜƴ ŀ ǎǘǳŘŜƴǘΩǎ ŘƻŎǳƳŜƴǘ ƎŜǘǎ ŘŜƭŜǘŜŘ ŦǊƻƳ ǘƘŜ άǎǘǳŘŜƴǘǎέ ŎƻƭƭŜŎǘƛƻƴ ōȅ ƳŀƪƛƴƎ ŀ 59[9¢9 

request to the /students/userId route, we want the account document for that particular 

student to be deleted as well. Since we have a relationship between both documents, we can 

ǎƛƳǇƭȅ ǳǎŜ ǘƘŜ aƻƴƎƻƻǎŜ ŦƛƴŘ.ȅLŘ!ƴŘ5ŜƭŜǘŜόύ ƳŜǘƘƻŘ ǘƻ ŘŜƭŜǘŜ ǘƘŜ ǎǘǳŘŜƴǘΩǎ ŀŎcount. On 

the other hand, when the client sends a DELETE request to the /students route, all documents 

ƛƴ ǘƘŜ άǎǘǳŘŜƴǘǎέ ŎƻƭƭŜŎǘƛƻƴ ǿŜ ƎŜǘ ŘŜƭŜǘŜŘΣ ƳŜŀƴƛƴƎ ŀƭƭ ǎǘǳŘŜƴǘǎ ŘŀǘŀΦ {ƻΣ ǿŜ ǿŀƴǘ ǘƻ ŘŜƭŜǘŜ 

ǘƘŜƛǊ ŀŎŎƻǳƴǘǎ ŀǎ ǿŜƭƭ ƛΦŜΦ ŀƭƭ ŘƻŎǳƳŜƴǘǎ ƛƴ ǘƘŜ άǳǎŜǊǎέ Ŏƻllection. This can be easily achieved 

by calling the deleteMany() method right after deleting all students data in the DELETE 

request handler for the /students route. 

 

Figure 2.41 An updated flowchart for deleting the student data document as well as their 
account 
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Figure 2.42 A flowchart for deleting all students documents 

 

 

Table 2.3 A table summarizing the login and resetting password requests 

HTTP Verbs  /login  /login/userId  

POST  Log in a user with the 
provided credentials  

-  

PATCH  -  ¦ǇŘŀǘŜ ǘƘŜ ǳǎŜǊΩǎ ǇŀǎǎǿƻǊŘ  

a) The POST request handler to /users/login 

To log in, the client needs to send a POST request including their credentials i.e., username 

and password in the request body. This request should target the /users/login route.  

Express should be able to parse the request body, and grab hold of the username and 

password of the user who wants to log in. After that, we should fetch the document 

ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŀǘ ǳǎŜǊƴŀƳŜ ŦǊƻƳ ǘƘŜ άǳǎŜǊǎέ ŎƻƭƭŜŎǘƛƻƴ ƛƴ ƻǳǊ ŘŀǘŀōŀǎŜΦ ¢Ƙŀǘ ǿŀȅΣ ǿŜ ǿƛƭƭ 

have access to the stored hash and salt. Next, we would hash the password sent by the client 
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using the pbkdf2() function and the salt fetched from the database, and then compare the 

result with the fetched hash. If they match, it means that the client has sent the correct 

password for that username, so they should be able to log in. However, if the two values do 

not match, that means that sent password is wrong, and the client should not be able to log 

in.   

If the client was able to log in, we should return a response having a 200 status code, and the 

logged-in student ID. Otherwise, we should return a 401 status code, meaning that the client 

is unauthorized. 

 

Figure 2.43 A flowchart summarizing the login process 

 

 

b) The PATCH request to /users/login/userId 

Here, the client will send a PATCH request to the /users/login/parameter route, providing the 

student ID as the parameter, and the new password in the request body. We will first generate 

a new salt value, and then use it to hash the provided password using the pbkdf2() function. 

!ŦǘŜǊ ǘƘŀǘΣ ǿŜ ǿƻǳƭŘ ǳǇŘŀǘŜ ǘƘŜ ŜȄƛǎǘƛƴƎ ƘŀǎƘ ŀƴŘ ǎŀƭǘ ǾŀƭǳŜǎ ŦƻǊ ǘƘŀǘ ǎǘǳŘŜƴǘ ƛƴ ǘƘŜ άǳǎŜǊǎέ 

collection with the new values using the findByIdAndUpdate() method. This way, that student 

can use their new password the next time they try to log in. 



CHAPTER 2 

 

 

73 
 

 

Figure 2.44 A flowchart for the password reset process 

 

 

2.3.3.3 The modules data resource 

Our server needs to be able to handle POST requests to create modules documents and GET 

requests to return those modules. 

Table 2.4 A table showing the requests for the routes of the modules resource 

HTTP Verbs  /modules  /modules/moduleId  /modules/grades/userId  

GET  Fetch all modules 
documents  

Fetch a specific module 
document  

CŜǘŎƘ ǘƘŜ ǎǘǳŘŜƴǘΩǎ 
grades in all modules  

POST  Create a new module 
document  

-  -  

PUT  -      

PATCH  -      

DELETE        
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a) The POST request handler to /modules 

The client is required to send a POST request containing a body object having the following 

properties: 

Table 2.5 A table representing the data sent by the client to the /modules route 

Property  Type  

moduleName  String  

level  String  

grades  Array of Objects  

The grades property is an array of objects, each object represents the grades of a particular 

ǎǘǳŘŜƴǘ ǘƘŀǘ ƛǎ ŜƴǊƻƭƭŜŘ ƛƴ ǘƘŀǘ ƳƻŘǳƭŜ ŀƴŘ ǿƛƭƭ ōŜ ƛŘŜƴǘƛŦƛŜŘ ōȅ ǘƘŀǘ ǎǘǳŘŜƴǘΩǎ L5Σ ƳŜŀƴƛƴƎ 

ǘƘŀǘ ƛǘ ƳŀǇǎ ǘƻ ǘƘŀǘ ǎǘǳŘŜƴǘΩǎ ŘƻŎǳƳŜƴǘ ƛƴ ǘƘŜ άǎǘǳŘŜƴǘǎέ ŎƻƭƭŜŎǘƛƻƴ ƛƴ ƻur database. The 

properties of that object and their types are given in the table below: 

Table 2.6 A table showing the properties for the grades object 

Property  Type  

_id  ObjectId  

control  Number  

exam  Number  

Note that the average property will not be directly set by the client, but rather it will be 

calculated by the server according to the formula: 

average= controlẗπȢτ+ examẗπȢφ  
  

After that, it will get saved along with the rest of the Řŀǘŀ ŀǎ ƴŜǿ ŘƻŎǳƳŜƴǘ ƛƴ ǘƘŜ άƳƻŘǳƭŜǎέ 

collection in our database. 

b) The GET request handler to /modules 

When a client makes a GET request to the /modules route, they should be getting back an 

array containing all the modules documents that were created previously, with the average 

properties being set. 

c) The GET request handler to /modules/grades/userId 

Now, we want to make the client able to have access to the grades of all the modules that a 

particular student is enrolled in.  

The GET request will have a parameter set to the ID of the logged in user in our application in 

order for them to be able to view their grades in a nicely structured format.  

The returned JSON data will be an array of objects having the following properties: 

Table 2.7 A table showing the properties of the returned object 
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Property  Type  

moduleCode  String  

grades  Object  

totalAverage  Number  

The grades object consists of the control and exam grades, and their average for that 

particular student. The logic behind getting this data is that we first loop through the modules 

documents which the student is enrolled in, constructing an object having the grades for that 

student and the total average of all students for each module. 

2.3.3.4 The news data resource 

Table 2.8 A table summarizing the requests for the news data resource 

HTTP Verbs  /news  /news/newsId  

GET  Fetch all news documents  Fetch a specific news 
document  

POST  Create a new news document  -  

PUT  -    

PATCH  -    

DELETE  Delete all news documents  Delete a specific student 
document  

a) The POST request handler: 

The client can post news by sending a POST request to the /news route. This request body 

object should contain the following properties: 

Table 2.9 A table representing the data sent by the client 

Property  Type  

title  String  

content  String  

newsImage  Image File  

Note that since we are working with image files, the data sent should be in Multipart format 

and because of that we need to incorporate the Multer package into our code. These image 

files will be kept temporarily in memory as a buffer then stored in our Amazon S3 bucket after 

associating it with a key that will be stored in the news document. Note that the news image 

ƛǎ ƻǇǘƛƻƴŀƭΣ ǎƻ ƛƴ ŎŀǎŜ ǘƘŜ ŎƭƛŜƴǘ ƘŀǎƴΩǘ ǎŜƴǘ ŀƴȅ ƛƳŀƎŜ ŦƛƭŜΣ ǘƘŀǘ ƛƳŀƎŜ ƪŜȅ ǿƛƭƭ ōŜ ŀƴ ŜƳǇǘȅ 

string. The time when the news was published is set by our server by creating a new Date() 

object that returns the current date and time in UTC, so we will have to shift that by 1 hour. 

b) The GET request handler to /news 
When the client sends a GET request to the /news route, they should be able to fetch all the 

nŜǿǎ ƛƴ ǘƘŜ άƴŜǿǎέ ŎƻƭƭŜŎǘƛƻƴ ƛƴ ƻǳǊ ŘŀǘŀōŀǎŜΦ ¢ƘŜ ƴŜǿǎ ŘƻŎǳƳŜƴǘǎ ǿƛƭƭ ōŜ ŎƻƴǘŀƛƴŜŘ ƛƴ ŀƴ 

array, each document having the properties we mentioned previously along with an image 
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URL. If the document had an image when it was created, meaning the image key property is 

not an empty string, then that URL will point to that image in our Amazon S3 bucket. However, 

if that image key was an empty string, then that document does not have an image so an 

empty string will be returned as the image URL. 

2.3.3.5 The posts data resource 

Table 2.10 A table summarizing the requests to the posts resource 

HTTP Verbs  /posts  /posts/postId  /posts/like/postId/?query  /posts/comment/postId/?query  

GET  Fetch all posts 
documents  

Fetch a specific 
post document  

-  -  

POST  Create a new 
post document  

-  -  -  

PUT  -    -  -  

PATCH  -    Like/dislike a specific 
post  

Comment on a 
specific post  

DELETE  Delete all posts 
documents  

Delete a specific 
post  

-  -  

a) The POST request handler to /posts 

The client can create a new post by sending a POST request to the /posts route. The request 

body object should include a user ID of the user who posted, a caption which a description of 

the post, and an optional image file. The properties of this object along with their types are 

given in the table below: 

Table 2.11 A table representing the data sent by the client 

Property  Type  

userId  String  

caption  String  

postImage  Image File  

Since the request body includes an image file, it needs to be in Multipart format. For that 

reason, we need to incorporate the Multer package to be able to parse that request. If the 

client has sent an image, it will be kept temporarily in the memory as a buffer, then stored in 

our Amazon S3 bucket having a key associated with it. That key will be stored in our database 

along with the user ID and caption the client has sent. As we have done previously with the 

/news route, if the client has not included an image file with their request, that image key 

property will have the value of an empty string. 

In addition to that, there will be some other properties saved with the post when first created: 
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- timePublished: this is set to the time when the post got created. This value can be 

obtained by creating the JavaScript Date() object in our server, which returns the 

current date and time in UTC, so we have to shift that by one hour. 

- likes: this array will contain the ID of users who liked the post. Since the post is newly 

created, no one has actually liked it yet, so the likes array will be initialized to an empty 

array. 

- comments: this array will contain the comments for that post, and because the post 

is new, it should have no comments initially. So, that array will also be initialized to an 

empty array. 

²ƛǘƘ ǘƘŀǘΣ ǘƘŜ Ǉƻǎǘ ŘƻŎǳƳŜƴǘ ǿƛƭƭ ōŜ ǎŀǾŜŘ ƛƴ ǘƘŜ άǇƻǎǘǎέ ŎƻƭƭŜŎǘƛƻƴ ŀƴŘ ōŜ ƎƛǾŜƴ ŀ ǳƴƛǉǳŜ L5 

which will be used later to target a specific post. 

b) The GET request handler to /posts 

When the client makes a GET request to the /posts route they should be able to fetch all of 

ǘƘŜ Ǉƻǎǘǎ ŘƻŎǳƳŜƴǘǎ ƛƴ ǘƘŜ άǇƻǎǘǎέ ŎƻƭƭŜŎǘƛƻƴ ƛƴ ƻǳǊ ŘŀǘŀōŀǎŜΦ  

The returned data will be an array of found posts documents, each post having the properties 

that were set previously along with a URL image pointing to the post image on our Amazon 

{о ōǳŎƪŜǘΦ IƻǿŜǾŜǊΣ ƛŦ ǘƘŜ Ǉƻǎǘ ŘƛŘƴΩǘ ƘŀǾŜ ŀƴ ƛƳŀƎŜ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ƛǘΣ ǘƘŜƴ ǘƘŀǘ ¦w[ ǿƛƭƭ ōŜ 

an empty string. 

c) The DELETE request handler to /posts 

All of the posts documents will get deleted when a DELETE request is sent to the /posts route. 

CƛǊǎǘΣ ǘƘŜ ƛƳŀƎŜǎ ƪŜȅǎ ǿƛƭƭ ōŜ ŦŜǘŎƘŜŘ ŦǊƻƳ ǘƘŜ άǇƻǎǘǎέ ŎƻƭƭŜŎǘƛƻƴΣ ŀƴŘ ǘƘŜƴ ōŜ ǳǎŜŘ ǘƻ ŘŜƭŜǘŜ 

the appropriate images stored in our S3 bucket. Once that is done, all posts documents will 

ōŜ ŜǊŀǎŜŘ ŦǊƻƳ ǘƘŜ άǇƻǎǘǎέ ŎƻƭƭŜŎǘƛƻn on our database. 

d) The GET request handler to /posts/postId 

The client should be able to fetch a specific post document based on its ID when a GET request 

is sent to the /posts/postId route. The process is similar to when sending a GET request to the 

/posts route except that there will be only a single returned document based on the ID 

provided as a parameter and not an array of all documents. 

e) The DELETE request handler to /posts/postId 

Deleting a particular post document is a desirable behavior. That should happen when the 

client sends a DELETE request to the /posts/postId. The post will be targeted by its ID, which 

will be used first get the image key. If the image key value is not an empty string, it will be 

used to delete the image stored in our Amazon S3 bucket, otherwise there is no image to be 

ŘŜƭŜǘŜŘΦ bŜȄǘΣ ǘƘŀǘ L5 ǿƛƭƭ ōŜ ǳǎŜŘ ǘƻ ŘŜƭŜǘŜ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ Ǉƻǎǘ ŘƻŎǳƳŜƴǘ ƛƴ ǘƘŜ άǇƻǎǘǎέ 

collection in our database. 
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f) The PATCH request handler to /posts/like/postId 

Targeting this route is intended for liking or disliking a post. To do that, the client should send 

a PATCH request to /posts/like/postId and appending the URL with a query parameter having 

their user ID. The post ID is used to target the post in question and the user ID is used to 

identify which user is performing the liking/disliking action.  

When the request is received in our server, the post ID will be used to fetch its document. 

After that, the likes array will be checked to see if it contains the ID of the user who performed 

the action. If that is true, it means that this particular user has already liked this post before 

and now they are trying to dislike it. So, their ID will be removed from the likes array and its 

value will be updated in the post document in our database. Otherwise, if the user ID does 

not exist in the likes array, it means that user is trying to like the post. So, their user ID will be 

added to that array which will be updated in the database afterwards.  

In addition to that, we will return to the client a piece of data that indicates what recent action 

they performed. 

g) The PATCH request handler to /posts/comment/postId 

The second way of interacting with the posts is through comments. Our application users 

should be able to comment on posts, and for that purpose a PATCH request needs to be sent 

to the /posts/comment/postId route. The request URL needs to be appended by a query 

parameter where the user ID is set, and the request body has to include the comment text.  

First, the targeted post will be fetched, then a new object having the following properties will 

be created: 

Table 2.12 A table representing the properties of the comment object 

Property  Type  

author  String  

comment  String  

timePublished  Date  

The author and comment properties will be set using the data the client has sent along with 

the request. However, the timePublished property will be set by our server to the time the 

request was received.  

After that, this comment object will be appended to the comments array, which will get 

updated in our database to its new value. 
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2.3.4 Securing the API endpoints 

Currently, our data resources can be accessed by anyone, meaning that anybody can send 

different types of requests to any route, and hence manipulate our data the way they want, 

which is an unwanted thing.  

For now, we want the users of our application to be have a certain number of permissions 

after they log in. These permissions are listed in the table down below, along with their 

corresponding requests: 

Table 2.13 A table showing the endpoints that need to be accessed by the users of our 
application 

Permission  Request  

Fetch the data of a specific student  GET /students/studentId  

Fetch the data of all students  GET /students  

Change password  PATCH /users/login/userId  

Fetch their own grades  GET /modules/grades/userId  

Fetch all the news  GET /news  

Create a new post  POST /posts  

Fetch a specific post  GET /posts/postId  

Fetch all the posts  GET /posts  

Like a post  PATCH /posts/like/postId  

Comment on a post  PATCH /posts/comment/postId  

The requests listed above should only be handled by our server only if they were sent by a 

logged in user on our application. Here, we are requiring users to authenticate themselves 

when sending requests. To achieve that, we will use JSON web tokens.  

Once a user has successfully logged in, we should return a JSON web token along with the 

response. This token is signed by our server using a private key stored as an environment 

variable, and the client should keep that token and send it along with any request they make. 

Once that request is sent, our server will check to see if that token is valid, meaning that it 

was not changed, and not expired.  

To do that, we need to create a middleware which will intercept that request and check if the 

token is valid and ƴƻǘ ŜȄǇƛǊŜŘΦ LŦ ǘƘŀǘΩǎ ǘƘŜ ŎŀǎŜΣ ǘƘŜ ŎƻŘŜ ǿƛƭƭ ǇǊƻŎŜŜŘ ŀƴŘ ǎŜǊǾŜ ǘƘŜ ǊŜǉǳŜǎǘΣ 

otherwise it will ignore it and return an unauthorized 401 error. 
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Figure 2.45 The code for the authentication middleware 

 

 

Note that the client should include the token in the authorization header, as shown in the 

example below: 

 

Figure 2.46 Example of setting the authorization header 

 

 

For the rest of the resources, students should not be permitted to access them. Only the 

administration can make requests to those routes and manipulate all the data.  

This is going to be left as a future work, making a web user interface for the administration 

staff, and secure those routes and make them accessible only by them. 

2.3.5 Deployment 

We want our application to accessible by our user from anywhere they are. For that reason, 

we have deployed our Node.js server to Heroku, and used a cloud database which is mongoDB 

and a cloud storage service AWS S3 bucket for our image. 
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2.4 Conclusion 

In this chapter, the design of our project and its implementation steps were discussed. We 

have used diagrams first to give an overview about both the frontend and backend, including 

use a use case diagram, widget tree, flowcharts and custom diagrams. The details of each 

section of the work were then explained and supported with additional diagrams like 

flowcharts and class diagrams. We have attempted to explain the implementation in enough 

details at the beginning of each part which is sometimes illustrated by showing the code in 

order to provide an idea to the reader of how the work looks like at the low levels.  
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3 Chapter 3 

3.1 Introduction 

In this chapter we will show the results of our implementation. This includes the global testing 

of the frontend and backend together, and the results our testing. 

 

3.2 Overall testing and results 

3.2.1 Introductory Screens 

These Screens are the first to load app for a new user, they represent a welcome screen and 

give the user an overview of the app. Scrolling the pages horizontally will change the current 

page according to the scroll direction, this can also be done by pressing NEXT. When the user 

is on the third screen, the button is replaced by DONE, that if pressed will take the user to the 

New-User Login Screen. The SKIP button is to go directly to the last page.  

 

Figure 3.1 Introductory screens 
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3.2.2 New-User Login Screen 

In this screen, the new user is prompted to add their username (email in our case), and 

password that they get from the administration. An input validation is done first before 

sending the login request to the server. If the fields of the username and password are empty 

or the password for example is shorter than 6, an error message is displayed accordingly as 

shown in the figure. 

Figure 3.2 New-user login screen input validation 
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If the input is validated and the user presses the Log-in button, a loading progress indicator is 

displayed while the login request is being processed.  The process starts by sending a POST 

request to https://inelecapp.herokuapp.com/users/login/ as show in the figure: 

 

Figure 3.4 Example of the logging in request 

If the Login fails either because of wrong credentials or other connection issues, an error 

message is displayed accordingly. 

When the login is done, the token, user-Id, and username provided by the server will be 

stored in the local device. This is done so that when a user exits from the app and launches it 

Figure 3.3 Loging request processing and result 
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again, they are redirected appropriately instead of showing them the Introductory screens 

each time. If a user exits the app without a log-out for example, they will not have to login 

again. 

 

3.2.3 Password-Reset Screen 

As the login is done, a password reset screen is shown, allowing the user to reset the password 

given by the administration. If the input is not validated, an error message is displayed (Figure 

3.5). This can either be because of a short password or a mismatch between the entered 

passwords. 

If the input is validated then a PATCH request is sent to the server with the password and 

token as illustrated in the figures: 

Figure 3.5 Password-Reset screen 
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Figure 3.6 Example of the password reset request body 

 

Figure 3.7 Example of the password reset request authorization header 

The response of the server will determine whether an error message needs to be shown or a 

navigation to the Home-Feed of the app is done. 

 

3.2.4 Home-Feed Screen 

The first screen to load after a successful login is the Feed Screen. A GET request is sent to the 

server to fetch the posts: 
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Figure 3.8 Example of fetching the posts 

!ƭƭ ƻŦ ǘƘŜǎŜ Ǉƻǎǘǎ ŘƻŎǳƳŜƴǘǎ ŀǊŜ ǎǘƻǊŜŘ ƛƴ ǘƘŜ άǇƻǎǘǎέ ŎƻƭƭŜŎǘƛƻƴ ƛƴ ƻǳǊ ŘŀǘŀōŀǎŜΥ 

 

Figure 3.9 An example of a post document in our database 
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3.2.4.1 Posts 

The user can scroll vertically to see the different posts, the like button is initially as shown in 

Figure 3.10. If the user likes the post, a simple animation is shown and a PATCH request is 

sent to the server to update the likes list. The request sent is shown below: 

 

Figure 3.11 An example of sending a request to like a post 

Figure 3.10 Posts UI (right: user liked the post) 
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The UI is also updated to show that the current user liked the post, and so is the array of users 

who liked the post: 

 

Figure 3.12 The liked post document 

3.2.4.2 Comments 

Pressing view all comments in the post card opens the comments screen of that particular 

post (Figure 3.16).  The information of the users who commented can be fetched since each 

comment contains the user-Id of its owner: 

 

Figure 3.13 A post document containing some comment objects 

The text field at the bottom of the screen can be used to write a comment. When the user 

presses Post, a PATCH request containing the comment, user-id and post-id is sent to the 

server: 
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Figure 3.14 An example of the commenting request 

 

Figure 3.15 A new comment object added 
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Figure 3.16 Comments screen 






































